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Abst ract

Thi s docunent defines the UTXO Domai n Nane System (UTXO-DNS), a

di stributed domai n name system based on the bl ockchai n Unspent
Transaction Qutput (UTXO nodel. UTXO DNS provides a decentralized
domai n nane resol uti on mechani sm supporting the registration,

resol ution, and managenent of both gl obal and regi on-specific domain
nanes. The system adopts a hierarchical nam ng structure conpatible
with the existing DNS whil e ensuring domai n name ownership proof and
t anper - proof characteristics through bl ockchain technol ogy.

This protocol extends the traditional DNS protocol by introducing a
bl ockchai n- based domai n name ownership verification nechani sm
supporting internationalized domain nanes, digital currency address
records, and decentralized identity records, anong ot her new
features.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026.
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1.1. Background and Mdtivation

Wth the devel opnent of distributed systens and bl ockchai n
technol ogy, the traditional centralized domain nanme system faces
chal | enges in ownership transparency, censorship resistance, and
decentralized control. The existing DNS system has the follow ng
limtations:

* Centralized control: the managenent of top-level domains is
concentrated in | CANN and a few registries.

* Non-transparent ownership: donmain name ownership records are
opaque and vul nerable to single points of failure.

* Security dependencies: relies on centralized roots of trust and
certificate authorities.

* Limted internationalization: support for internationalized domain
nanes is linmted.

UTXO-DNS ains to provide an alternative solution based on the UTXO
nodel , conbining the nanm ng hierarchy of DNS with the immutability of
bl ockchain to achieve a truly decentralized donmai n name system

1.2. Design Principles
UTXO- DNS foll ows these core design principles

* Backward Conpatibility: maintain conpatibility with existing DNS
protocols (RFC 1034, RFC 1035) as much as possible.

* Decentralization: elimnate single points of failure and single
poi nts of control, enabling distributed governance.

* Verifiability: all domain nane records are verifiable on-chain,
provi di ng cryptographi ¢ proofs.

* Internationalization: full support for internationalized domain
nanmes (I DN) in accordance with RFC 5890.

* Extensibility: support for nultiple record types and extended
features, including digital currency addresses and decentralized
identities.

* Privacy Protection: built-in privacy protection mechani sns
supporting sel ective disclosure.
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1.3. Terminology and Definitions
1.3.1. Key Terns

Thi s docunent uses the follow ng key terns:

| Term | Definition |
[S oo s s oo s s
| UTXO | Unspent Transaction Qutput, representing |
| | ownership of assets on a bl ockchain. |
Fom e oo o m m e e e e e e e e e e e e e e e eee— oo on +
| Dorrai n | Non-Fungi bl e Token representing |
| NFT | ownership of a domain nane. |
R T +
| Resolver | Smart contract responsible for mapping |
| Contract | dommin nanes to resource records.

Fom e oo o m m e e e e e e e e e e e e e e e eee— oo on +
| JUPC | JMBC Unified Comunication Protocol. |
N o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Character | UTF-8 encoded byte sequence with a |
| Byte | maxi mum |l ength of 16 bytes. |
Fom e o m e e e e e e e e e e e e e e mee—ooon +
| JMBC | JMBC digital currency based on the UTXO |
| | nodel . |
N o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| CBDC | Central Bank Digital Currency. |
S T +

Table 1
1.3.2. Pr ot ocol Terns

This protocol uses the follow ng ABNF syntax to define dommi n nane
formats:

donai n- | abel
domai n- nane

1*16(ALPHA / DIA T / UTF8-char)
domai n-1 abel *("." domai n-1abel)

ut xo- domai n domai n- nane . ut xo"
regi onal - donai n domai n-nane ".utxo" "." region-code
regi on- code 2ALPHA ; 1SO 3166-1 al pha-2

Where UTF8-char refers to UTF-8 encoded characters conformng to RFC
3629.
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2. Protocol Overview
2.1. System Architecture

UTXO DNS adopts a | ayered architecture as shown bel ow

| Application Layer |

| Web3 dient Layer |
| (Resolver/Registrar) |

| UTXO DNS Protocol Layer |
| (Message Format/ Verification)|

| JUPC Routing Layer |
| (Net wor k Conmuni cati on) |

Bl ockchai n Layer |
| (UTXO NFT St orage) |
Figure 1
2.1.1. Protocol Stack
The UTXO DNS protocol stack is as foll ows:

Appl i cati on: HTTP/ HTTPS, SMIP, other application protocols
|

UTXO DNS: Domai n Nane Resol ution Protocol
Transport: !JUPC/ TCP, JUPC/ UDP

Net wor k: !]UPC‘J I P

Dat a Li nk: lEthernet, W-Fi, 5G etc.
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2.2. Domain Nane Format Specification
2.2.1. Syntax Definition
2.2.1.1. ABNF Syntax
UTXO DNS domai n nanes foll ow this ABNF synt ax

UTXO DNS- name = gl obal -dormai n / regi onal - domai n

gl obal - domai n | abel *("." label) ".utxo"
regional -domain = | abel *("." label) ".utxo" "." region-I|abe
regi on-1label = 2*63( ALPHA)

| abel = let-dig [*61(]et-dig-hyp) |et-dig]
let-dig = ALPHA/ DIA T
let-dig-hyp = ALPHA/ DAT / "-"

Each | abel s UTF-8 encodi ng nust not exceed 16 bytes, and the total
domai n nane | ength (including separators) must not exceed 253 bytes.

2.2.1.2. Internationalized Domai n Nane Processing

Internationalized domain nanmes foll ow the | DNA2008 st andards (RFC
5890- 5894) :

idn-label = *(ALPHA / DIGA T / other-utf8)
other-utf8 = UTF8-char ; Unicode characters confornm ng to | DNA2008

The processing flowis as foll ows:
1. User input: "Exanple.Test. utxo"
2. Nornmalization: NFC nornalization

3. Encoding: Convert to A-label (Punycode): "xn--fsg.xn--
Ozwrb6d. ut xo"

4. Storage: A-label formis stored on-chain
2.2.2. Domain Cassification
2.2.2.1. dobal Top-Level Domains

The format for global top-level domains is:

Exanpl e: j nbc. user. ut xo
Structure: [organization].[nanmespace]. utxo
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Characteristics: universally applicable, no geographical
restrictions, governed by a comon set of rules.
2.2.2.2. Regional Donmins
The format for regional donmins is:
Exanpl e: jnbc. user. ut xo. hk
Structure: [organization].[namespace]. utxo.[regi on-code]

Regi on code: follows |1SO 3166-1 al pha-2 standard

Characteristics: subject to region-specific regulations and nust
comply with local requirenents.

3. Message Formats
3.1. Compn Message Header
Al'l UTXO DNS nessages share the foll owi ng header structure:

2

+ P
+OoR

TN
+ w
+ &
+ o

6 789 12345 7
B T T

+
+ N
+ W

- + O
&

Pr ot ocol

R o o e R h t s o i S I SRR -+
Message |1 D |

B S S e i S S T A S S S S S S i S S
Ti mest anp |

B S i i s i it S S it

Nonce |

B s o T ol i R R S e i ik i Sh SRR N S
Signature Length |

B S S e i S S T A S S S S S S i S S
I

Si gnature +

N kL p e SR S T R S S S R

S1 0

901 4
- - - - -+
rsion |
+- - +- - +-

+

+—+—+—+—+— +— +— + 0O

Figure 2
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| Field | Description |
[} ety g —_—_—(——————————————————————————(—(—(—(—————
| Protocol | Protocol identifier, fixed to 0x5544 ('UD ) |
S . +
| Version | Protocol version, currently 1 |
S IR Fom e m e e eeeeeiiemeeieiiemeecceicmaaseeaeaa +
| Type | Message type (1=Query, 2=Response, |
| | 3=Update, 4=Notification) |
S oo e e e e e e e e e e e e e e e e e e e e oo +
| Message | Message identifier, used for request- |
| ID | response matching |
S IR T T +
| Timestanp | Unix tinestanp, second precision |
R oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Nonce | Random nunber to prevent replay attacks |
S . +
| Signature | Length of the signhature in bytes |
| Length | |
N et +
| Signature | Sender’s signature over the message content |
S oo e e e e e e e e e e e e e e e e e e e e oo +
Tabl e 2

3.2. Domain Name Resol ution Query Message

The domai n nanme resol ution query nmessage format is as follows:

+ P
+Oor

234567829
B il S S S S S

+ OWw

0

0 123456738 12345678901
+- B S i S i s S I
i i S i i S S S N e e B T S S S S S S S S
| QType Q4 ass I Fl ags I
i I e i S i i SIS S S S R
| Dormai n Name Length |
T i i I T T o s S O o o il S S S
+

+-

T S I T

Domai n Nane (vari abl e) +

Figure 3
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| Field | Description |
[ bbb s s s e oo e o ps ey o}
| Qlype | Query type (1=A, 28=AAAA, 5=CNAME, 16=TXT, |
| | 257=JMBC, 258=CBDC) |
T e +
| Q@ ass | Qery class (1=IN, 255=ANY) |
Fomm e - o - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Flags | Flags - Bit 0: Recursion Desired (RD) - Bit |
| | 1: Checking Disabled (CD) - Bit 2: Authentic |
| | Data requested (AD) - Bits 3-15: Reserved |
T e +
| Dormain | Length of the domain nane in bytes |
| Name | I
| Length | |
S SRR ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| Dormain | Donmain nane being queried, using DNS nane |
| Nare | conpression fornmat |
R o +

Table 3
3.3. Domain Name Resol uti on Response Message

The domai n name resol uti on response nmessage format is as foll ows:
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1 2 3
1234567890123456789012345678901
B S S e i S S T A S S S S S S i S S

UTXO DNS Header |
i e i I e S O i . R S e e e s
RCode Fl ags | Answer Count |

B s e e e i e S S S E i ok ok i NI S
Aut hority Count |
B S S e i S S T A S S S S S S i S S
Addi tional Count |
B S i i T S e i S e T

Answer Records
B S S T i i S it S I S S S Y S
Aut hority Records
i I T e e o ol i ST RIE R S R SR S TR S S R S i I S R e
Addi ti onal Records
B s T e i i T R o S O el i ek i b R B S R S
Proof Length

B S T S S s i S s it U S DU SR S S

Mer kl e Pr oof

FT AT T T AT A T AT T AT 4T T 4+ + 00

+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+

i S i i i i SR N R R S S

Fi gure 4
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| Authority
| Count

| Additional
| Count

| Answer
| Records

| Authority
| Records

| Additional
| Records

UTXO- DNS Pr ot ocol March 2026
+:::::::::::::::::::::::::::::::::::::::::::::::::::+
| Description |
B s e e s s e s s s e s e s °}
I

| Response flags - Bit O0: Authoritative Answer (AA) |
| - Bit 1: Truncation (TC) - Bit 2: Recursion |
| Available (RA) - Bit 3: Authentic Data (AD) - Bit |
| 4: Checking Disabled (CD) - Bits 5-15: Reserved |
| Nurber of resource records in the answer section |
| Nurber of resource records in the authority |

| section

| Nurber of resource records in the additional |
| section |

| Resource records for the additional section |

| Merkle proof used to verify the validity of the |
| record |

Table 4

Resource Record For nat

The UTXO-DNS resource record fornmat is as fol | ows:

Ti an
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0 1 2 3
01234567890123456789012345678901
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Nane (vari abl e) |
R T R e e e e e e i e R R e e R o
| Type | Cl ass |
e Rt T i i e o o s NI SN TR I S
| TTL |
B i s T T i i o S o T Ji I
| Data Length | |
T S T Al S S S S +
| Data (vari abl e) |
e Rt T i i e o o s NI SN TR I S

Figure 5
4. Record Type Definitions
4.1. Standard Record Types
4.1.1. A Record (1Pv4 Address)
Type value: 1
Data format: 32-bit | Pv4 address in network byte order
Exampl e: 192.0.2.1
4.1.2. AAAA Record (I Pv6e Address)
Type val ue: 28
Data format: 128-bit |1Pv6 address in network byte order
Exanpl e: 2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 7334
4.1.3. CNAME Record (Canonical Nane)
Type value: 5
Data format: Canonical domai n name usi ng DNS nane conpression
Exanpl e: www. j nbc. user. ut xo
4.1.4. TXT Record (Text Information)

Type val ue: 16
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Data format: One or nore character strings, each up to 255 characters
Exampl e: "v=spfl include: _spf.jnbc.utxo ~all"”

4.2. Extended Record Types

4.2.1. JMBC Record (Digital Currency Address)
Type val ue: 257 (experimental)

Data format:

0 1 2 3
01234567890123456789012345678901
B i T S il s i T i S S
| Version(1l) | Address Type | Address Length |
S e T S i S ik i T SN e SR
I I
+ JMBC Address (vari able) +
I I
B i T S il s i T i S S
Figure 6
| Field | Description |
[} gl —————— e p—p—p—p—_—(—_————————————————————(—(—(—(————————r
| Version | Address format version, currently 1 |
. e +
| Address Type | Address type (1=P2PKH, 2=P2SH, 3=Bech32) |
. T MY +
| Address Length | Length of the address data in bytes |
o e T +
| JMBC Address | JMBC digital currency address |
. . +

Table 5
4.2.2. CBDC Record (Central Bank Digital Currency Address)
Type val ue: 258 (experinental)

Data format:
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0 1 2 3
01234567890123456789012345678901
B i i i i s S i S S T st sk s I I S SN
| Version(1l) | CBDC Type | Country Code |
i T i i o S e T i i I LR E
| Address Length |
B i i i i s S i S S T st sk s I I S SN
I I
+ CBDC Address (vari abl e) +
I I
i e e e s o i i o S e h o h ok o SR R
Figure 7
[ ety el
| Field | Description |
| Version | Address format version, currently 1 |
o e o e m e e e e e e e e e e e e e e me e +
| CBDC Type | CBDC type (l=retail, 2=whol esale) |
. O +
| Country Code | 1'SO 3166-1 nuneric country code |
. T +
| Address Length | Length of the address data in bytes |
o e o e m e e e e e e e e e e e e e e me e +
| CBDC Address | Central Bank Digital Currency address |
. O +

Table 6
4.2.3. DID Record (Decentralized lIdentifier)
Type val ue: 259 (experinental)

Data format: JSON-LD representati on of a WBC DI D docunent

Exanpl e:

{ .
"@ontext": "https://ww. w3.org/ns/did/v1l",
"id": "did:utxo:jnbc.user. utxo",

"verificationMethod": [...],
"authentication": [...]
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5. Protocol Operations
5.1. Dommin Nane Registration Fl ow

Domai n nane registration follows this flow

dient Resol ver Contract Bl ockchai n
|---------- Regi stration Request----- >| |

| [------- Check Availability------------------ >|
| | <------ Domain Available-------------------- |

5.1.1. Detailed Registration Steps
1. The client sends a domain registration request to the resol ver
contract, containing the desired domain name and regi stration
peri od.

2. The resolver contract checks whether the domain name is avail able
(not registered and not on the reserved list).

3. If available, the resolver contract returns the registration fee
and paynent address.

4. The client sends a transaction containing JMBC paynent to the
speci fi ed address.

5. After verifying the paynment, the resolver contract creates a
domai n UTXO record on the bl ockchai n.

6. The client receives the transacti on hash of the successfu
registration as a receipt.

5.2. Domai n Nanme Resol ution Fl ow
5.2.1. Recursive Resolution Flow

The recursive resolution flowis as foll ows:
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5.

dient Recur si ve Resol ver Aut horitative Resol ver

|---------- Query Request------- >| |

| [------- On-chain Query----------------------~----~-~-----
.- - >|

| | <----- Resol ution+Proof-------------------------------
-

| <----- Response+Proof ----------- | |

I

|----- Verify Proof (optional)--->| |
2.2. lterative Resolution Flow

The iterative resolution flowis as foll ows:

Cient Local Resol ver Root Resol ver Aut hor
itative Resol ver
|-------- Query Request------- >| |
I
| |-------- Query Root Resolver------- >|
I
| | <----- Return Auth Resol ver Addr |
I
| [-------- Query Auth Resolver------- R
-------------------------------- >|
| | <----- Resol uti on+Proof -------------- I
.................................. |
| <----- Response+Proof - -------- | |
I
5.3. Domain Nanme Update Fl ow
The domai n name update flow is as foll ows:
Domai n Oaner Resol ver Contract Bl ockchai n
|------- Updat e Request +Si ghat ur e- >| |
| |------- Verify Owmership------------mmmmomnon >|
| | <----- Verification Passed--------------------------
I
|[------- Update Records---------------------------- >|

6.

6.

Domai n updates include the follow ng operations:
* Mdifying resource records (e.g., A AAAA TXT records).
* Changing the resol ver contract address.
* Setting sub?donmai n del egati on.
* Renew ng domain registration.
* Transferring domai n owner ship.
Security Considerations

1. Threat Model
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6.1.1. Attack Types
UTXO- DNS faces the follow ng types of attacks:

* Domain H jacking: an attacker attenpts to illegitimately gain
control of a domain.

* Cache Poi soning: polluting resolver caches to return fal se
records.

* Man?i n?the?M ddl e Attacks: intercepting and nodi fying DNS queri es/
responses.

* DDoS Attacks: denial ?of ?service attacks agai nst resol ution
servi ces.

* Sybil Attacks: creating nmany fake nodes to influence the network.

* Private Key Leakage: theft of a domain owner?s private key |eading
to domain theft.

* Smart Contract Vulnerabilities: security flaws in resol ver
contracts.

6.2. Security Mechani sns
6.2.1. Cryptographi c Guarantees
UTXO DNS enpl oys the foll ow ng cryptographic mechani sns:

1. Digital Signatures: all domain operations require the owner?s
signature, using ECDSA (secp256kl) or EdDSA (Ed25519).

2. Merkle Proofs: on?chain proofs of record existence and validity.

3. Zero?Know edge Proofs: optional identity privacy protection using
zk?SNARKs or zk?STARKSs.

4. Post ?Quantum Al gorithms: support for migration to post?quantum
cryptography (PQC), including |attice?based signature schenes.

6.2.2. Operational Security
Qperational security mechani sns incl ude:

1. Tinelocks: delays for sensitive operations (e.g., ownership
transfer), default 24 hours.
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2. Milti?signature: inportant domains can be configured with
mul ti ?sig control, requiring nPof ?n signatures.

3. Energency Recovery: recovery mechanismfor |ost private keys via
soci al recovery or custodial services.

4. Sybil Attack Mtigation: registration limts and staking
requi renents; new registrations nmust stake JMBC

5. Rate Limting: rate limting on frequent operations to prevent
abuse.

6.3. Privacy Considerations
6.3.1. Privacy Threats
Privacy threats in UTXO DNS incl ude

* Query Monitoring: attackers nmonitoring DNS queries to anal yze user
behavi our.

* Omership Correlation: linking real identities to users via donain
owner shi p.

* Transaction G aph Anal ysis: anal ysing bl ockchain transaction
graphs to infer user relationships.

* Metadata Leakage: netadata exposed during resolution | eaki ng user
i nformation.

6.3.2. Privacy?Enhanci ng Technol ogi es
UTXO- DNS adopts the foll ow ng privacy?enhanci ng technol ogi es

1. Encrypted Queries: support for Oblivious DNS over JUPC (ODoJ)
usi ng HPKE for end?to?end encryption

2. Differential Privacy: adding Laplace noise to query statistics to
protect aggregate privacy.

3. Epheneral Identifiers: support for short?lived domains wth
automatic expiration for privacy.

4. Anonynous Credentials: anonynous proof of domain ownership using
CL signatures or BBS+ signatures.

5. CoinJoin Techniques: transactions using CoinJoin or simlar
techni ques to enhance privacy.
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7. 1 ANA Consi derations
7.1. Protocol Nunber Assignnent

Thi s specification requests IANA to assign new values in the
follow ng registries:

7.1.1. DNS Parameters Registry

Assign the followi ng values in the "Resource Record (RR) TYPES"
sub?registry of the "DNS Paraneters" registry:

| Type Value | Mienonic | Description | Reference |
[ e ———— L ———————— e —p—p—_———————————————————_ Ll —p—p————r L
| 257 | JMBC | JMBC digital | [This |
| | | currency address | document] |
- Ry e . +
| 258 | CBDC | Central Bank Digital | [This |
| | | Currency address | document] |
R TS o e e e e e e e e e e aa o - R +
| 259 | DID | Decentralized | [This |
| | | Identifier docunent | document] |
- Ry e . +

Table 7
7.1.2. Port Nunbers Registry

Assign the following ports in the "Service Nane and Transport
Protocol Port Nunber" registry:

B ool et e sty e st
| Port | Protocol | Description | Status |
[ ety Sy Ll ey el o
| 5353 | tcp/udp | UTXO DNS service port | Suggested |
+------ R B T I I I N ] I +
| 5354 | tcp/udp | UTXO DNS over TLS service port | Suggested |
+------ F--- - - B i i F--- - - - +

Tabl e 8
7.2. Creation of New Registries

Thi s specification requests 1ANA to create the foll ow ng new
registries:
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7.2.1. UTXO DNS Error Codes Registry

Create a "UTXO DNS Error Codes"” registry with the followng initial

val ues:
| Code | Nane | Description |
| 100 | BLOCKCHAI N ERROR | Blockchain interaction error |
+o-m - - o e e e e oo o e e e e e e e e e +
| 101 | PROCF_I NVALID | Proof is invalid |
Fomm o - o e e oo o e e e e e e e i e +
| 102 | DOVAI N_EXPI RED | Domain nanme has expired |
Fom e e - - Fom e e e e oo o o e e e e e e e e m e e +
| 103 | INSUFFI CIENT_FUNDS | Insufficient funds |
+o-m - - o e e e e oo o e e e e e e e e e +
| 104 | SIGNATURE INVALID | Signature is invalid |
Fomm o - o e e oo o e e e e e e e i e +
| 105 | CONTRACT_ERROR | Smart contract error |
Fom e e - - Fom e e e e oo o o e e e e e e e e m e e +
Table 9

The registration policy for this registry shall be "Standards
Acti on".

7.2.2. UTXO DNS Fl ags Registry

Create a "UTXO DNS Fl ags" registry to record flag definitions in
UTXO- DNS nessages.

The registration policy for this registry shall be "Expert Review'.
8. Intellectual Property Statenent
8.1. Patent Policy

This specification follows the | ETF patent policy[ RFC8179].
8.1.1. Patent Disclosure hligations

According to RFC 8179, all entities participating in the devel opnent
of this standard nust:

1. Early Disclosure: disclose known essential patents in a tinely
manner during the standardi sati on process.
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2. Licensing Commitment: commit to |icense essential patents on
reasonabl e and non?di scrim natory (RAND) terns.

3. Transparency: publicly disclose patent holdings to avoid patent
ambush.

8.1.2. CoCa. Foundation Patent Conmitnent
The CoCa. Foundation hereby decl ares that:
For any patented technol ogy essential to the inplenentation of this
specification, the CoCa. Foundation commts to grant royalty?free
licenses to all inplementers, with licensing terns confornmng to the
| ETF RAND pri nci pl es.

8.2. Copyright

Thi s specification docunent follows the | ETF copyri ght
pol i cy[ RFC5378] .

The text of this specification itself may not be copyrighted; it may
be copied, distributed, and derived from provided that the copyright
notice is retained.

8.3. Trademarks

The followi ng terns may be trademarks or registered trademarks of
their respective owners

*  UTXO DNS
* .utxo
*  JMBC
*  JUPC

Al'l other trademarks nentioned in this docunent are the property of
their respective owners

9. Inplenentation Considerations
9.1. Compatibility Considerations
9.1.1. Conpatibility with Legacy DNS

UTXO-DNS is designed with conpatibility with | egacy DNS in mnd
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9.1.

2.

Protocol Conpatibility: uses a query?response nodel simlar to
traditional DNS.

Record Type Conpatibility: supports traditional DNS record types
(A, AAAA, CNAME, TXT, etc.).

Ext ensi on Mechani sm uses EDNS(0) extension nechanisns for
compatibility.

Proxy Gateway: provides a proxy gateway fromlegacy DNS to UTXO
DNS.

Conpatibility with ENS

Di fferences between UTXO DNS and the Et hereum Nanme Service (ENS):

[ ety ey el o
Feat ure | UTXO DNS | ENS |
Base Mbdel | UTXQO NFT nodel | Account nodel |

------------------ T T T Ty
Nam ng Hierarchy | Fixed .utxo TLD | Arbitrary TLDs |
------------------ e T
Regi onal Support | Built?in regional donmains | No built?in |

| support |

------------------ T
Payment | Native JMBC/ CBDC | ETH ERC- 20 |
Integration | | |
------------------ T

Tabl e 10

UTXO- DNS plans to provide a bidirectional bridge with ENS, allow ng
domai n m gration between the two systens.

9. 2.

9. 2.

1.

Per f or mance Consi der ati ons

Bl ockchai n Perf or mance

UTXO DNS adopts the following strategies to mtigate bl ockchain
performance |limtations:

1.

Ti an

Layered Storage: only ownership proofs and critical netadata are
stored on?chain; resolution records are stored of f?chai n.

State Channel s: hi gh?frequency updates are handled via state
channel s and settled periodically on the main chain.
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9

2

10.

10.
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3. Batch Processing: nultiple operations are packed into a single
transaction to reduce on?chain | oad.

4. Cache Optimsation: extensive use of caching to reduce on?chain
queri es.

5. Sidechain Scaling: sidechains handle resolution queries while the

mai n chai n handl es ownership transfers.
2. Resolution Performance
Domai n nanme resol uti on perfornance optim sations:

1. Local Caching: clients and resolvers inplenent multi?l evel
cachi ng.

2. Prefetching: intelligent prefetching based on access patterns.

3. Parallel Queries: query multiple resolvers in parallel, using the

fastest response.
4. Proof Batching: batch verification of Merkle proofs.
St andar di sati on Roadnap
1. Standardisation Phases

The UTXO DNS st andardi sation plan consists of four phases:

| Phase | Nane | Timng | Main Objective

| Phase | Experinmental | 2024 | Publish initial Internet?Draft,

| 1 | Draft | &4 | establish test network

Fomm o - oo s T o m e e e e e e e e mee oo s

| Phase | Proposed | 2025 | Conplete interoperability

| 2 | Standard | @ | testing, request | ANA

| | | | assignnents

R, o e e - Fomm oo o e e e e e e e e e e e e e o m o

| Phase | Draft | 2026 | Stable version, at least two

| 3 | Standard | AL | independent inplenentations

Fomm o - oo s T S

| Phase | Internet | 2027 | | ESG approval, published as RFC

| 4 | Standard | QL |

R, o e e - Fomm oo o e e e e e e e e e e e e e o m o
Tabl e 11
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10. 2. | ETF Standardi sation Process
UTXO DNS st andardi sation follows the | ETF standards process:

Initial Draft ? IETF Review ? Working Goup Fornmation ? Wrking Goup Draft ?
Mul tiple Reviews ? Wrking Goup Last Call ? | ESG Review ? RFC Publication

A request for working group formation is expected to be submitted to
the 1ETF in QL 2025.

11. Appendix A Full List of Error Codes

| Code | Name | Description |
[ gty e ——p—(———(———_—_ _{{f s —_—(——————(————————r L
| O | NCERROR | Successful conpletion |
S O +
| 1 | FORMERR | Format error |
oo I T T +
| 2 | SERVFAI L | Server failure |
R o e e e o e e e e e e e e e e e e e e +
| 3 | NXDOVAI N | Domain name does not exi st |
S O +
| 4 | NOTI MP | Function not inplenented |
oo I T T +
| 5 | REFUSED | Query refused |
R o e e e o e e e e e e e e e e e e e e +
| 6 | YXDOVAI N | Domain name al ready exists |
S O +
| 7 | YXRRSET | Resource record set already exists |
oo I T +
| 8 | NXRRSET | Resource record set does not exist |
R o e e e o e e e e e e e e e e e e e e +
| 9 | NOTAUTH | Server not authoritative |
S O +
| 10 | NOTZONE | Domain nane not in zone |
oo I T T +
| 100 | BLOCKCHAI N ERROR | Blockchain interaction error |
R o e e e o e e e e e e e e e e e e e e +
| 101 | PROOF_INVALID | Proof invalid |
S T O +
| 102 | DOVAI N_EXPI RED | Domain nane expired |
oo I T T +
| 103 | I NSUFFI ClI ENT_FUNDS | I nsufficient funds |
R o e e e o e e e e e e e e e e e e e e +
| 104 | SIGNATURE_INVALID | Signature invalid |
S O +
| 105 | CONTRACT_ERROR | Smart contract error |
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Tabl e 12
12. Appendi x B: Exanpl e Messages
12.1. Exanple Query Message
Query for the A record of jnbc.user. utxo:

Raw nessage (hexadeci nal):

5544 01 01 00000001 00000000 00000001 00000000
00000048 3045022100... 00 01 0001 OB 6A6D6263
2E757365722E7574786F 0001 0001

Decoded:

- Protocol: UTXO DNS (0x5544)
- Version: 1

- Type: Query (1)

- Message ID: 1

- Tinmestanp: O

- Nonce: 1

- Signature length: 72 bytes
- Signature: 3045022100...

- Qlype: A (1)

- @ ass: IN (1)

- Domain nanme | ength: 11 bytes
- Domai n nane: "jnbc.user. utxo"

12. 2. Exanpl e Response Message

Response contai ning A record 192.0. 2. 1:
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13.

13. 1.

Exanpl e UTXO DNS resol ver configuration file (YAML format):

Ti an

Raw nmessage (hexadeci nal):

5544 01 02 00000001 00000000 00000001 00000000
00000048 3045022100... 00 0001 0001 0000 0000
00000020 0B6A6D62632E757365722E7574786F 0001
0001 0000012C 0004 C0000201 00000020 010203...

Decoded:

- Protocol: UTXO DNS (0x5544)

- Version: 1

- Type: Response (2)

- RCode: NCERROR (0)

- Flags: Authoritative Answer (0x0001)
- Answer count: 1

- Authority count: O

- Additional count: O

- Proof length: 32 bytes

- Domai n nane: "jnbc.user. utxo"
- Type: A (1)

- Cass: IN (1)

- TTL: 300 seconds

- Data length: 4 bytes

- Data: 192.0.2.1

- Proof: Merkle proof data

Appendi x C. Configuration Exanples

Resol ver Configuration File Exanple
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# ut xo-dns-resol ver. yamn
version: 1.0
net wor k:
chain_id: "jnbc-minnet-1"
rpc_endpoi nts:
"https://rpc.jnbc. ut xo: 8545"
"https://rpc2.jnbc. ut xo: 8545"
ws_endpoi nt s:
"wss://ws.jnbc. ut xo: 8546"

resol ver:
cache_si ze: 10000
cache_ttl: 300
max_recursion: 10
enabl e_dnssec: true
enabl e_privacy: true

security:
require_proof: true
proof _expiry: 3600
al | owed_al gorit his:
"secp256k1l"
"ed25519"
"sr25519"

| oggi ng:
| evel : "info"
format: "json”
output: "/var/l og/utxo-dns/resol ver.|l og

13.2. dient Configuration File Exanple

Exanpl e UTXO-DNS client configuration file (JSON format)
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"version": "1.0",
"resolvers": |

" ht
" ht

]

fall
"g.
"y

]

r ef

tps://dnsl. | nbc. ut xo: 5353",
tps://dns2.jnbc. ut xo: 5353"

back_resol vers": [
8.8.8",
1.1.1"

er_utxo": true,

"enabl e_cache": true,
"cache_size": 1000,
"privacy": {
"enabl e_encryption": true,
"enabl e_oblivious": fal se,
"query_mnimzation": true

’

"debug": false

}
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