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Abst ract

Thi s docunent provides a nechani smthat enables the use of password-
aut henti cated key exchange (PAKE) with TLS Exported Authenti cator,
and t hat supports PAKE al gorithm negoti ati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Guo, et al. Expires 23 April 2026 [ Page 1]



I nternet-Draft TLS Exported PAKE Cct ober 2025

Tabl e of Contents

I nt roduction

Ter m nol ogy .

PAKE Algorlthn1hbgot|at|on .

PAKE with TLS Exported Authentlcator . .
4.1. TLS CertificateRequest N@ssage Ext ensi on
4.2. Message Sequence . . .

| ANA Consi der ations

Ref er ences
6 1. Nor mati ve References e e e e e e
6.2. Informative References . . . . . . . . . . . . . . . . . 10
Contributors . . 1 ¢
Aut hor s’ Addresses R 1 0

b=

oo
QOO UITOTWWN

1. Introduction

In sone cases, it is desirable to enable one party and its peers of a
TLS or DTLS connection to authenticate rmutually using password-

aut henti cated key exchange (PAKE) protocols after the connection has
been established. This not only can defend agai nst password | eakages
caused by PKI failures (e.g., phishing attacks) when passwords are
transmtted in plaintext over the (D) TLS connection, but also can
make changes to the TLS |layer as small as possible when conpared to
usi ng PAKEs to establish the (D) TLS connection. This strategy is
often call ed defense-in-depth, the security of application-I|ayer
password authentication is still guaranteed even if sone failures
occur at the underlying (D) TLS | ayer.

Note that the use of OPAQUE [ RFC9807] with Exported Authenticator

[ RFC9261] has been discussed in [I-D.draft-sullivan-tls-opaque-01].
However, it does not consider PAKE al gorithnms negotiation, which is
very inportant in practice, because some algorithnms may be broken in
the future and we need sone way to negotiate new algorithnms. This
docunent provides a nmechani smthat uses a PAKE extension for (D) TLS
Exported Authenticator to execute application-layer password
authentication at any time after the (D) TLS handshake has conpl et ed,
whi ch supports PAKE al gorithm negotiation

The m ni mum version of TLS and DTLS required to inplenent the
mechani sm described in this docunent are TLS 1.2 [ RFC5246] and DTLS
1.2 [RFC6347]. (These were obsoleted by TLS 1.3 [ RFC8446] and DTLS
1.3 [ RFC9147].)
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses term nol ogy such as client, server, connection,
handshake, endpoint, and peer that are defined in Section 1.1 of
[ RFC8446] .

3. PAKE Al gorithm Negotiation

Thi s docunent defines a new TLS extension type "pake_al gorithni.

Thi s extension can only appear in CientHello and Encrypt edExtensi ons
messages, otherw se peers MJST abort the handshake with an

"illegal paraneter"” alert. The "extension data" field of this
extension contains a "PAKEA gorithnlist" val ue.

enum {
/* Bal anced PAKE al gorithns */
0x0000~0x3FFF

/* Augnented PAKE al gorithns */
0x4000~0x7FFF

/* Post - Quant um Bal anced PAKE al gorithns */
0x8000~0xBFFF

/* Post - Quant um Augnent ed PAKE al gorithms */
0xC000~0xFFFF
( OXFFFF)

} PAKEAI gorithm

struct {

PAKEAI gori thm pake_al gorithmlist<2..2"16-1>;
} PAKEAI gori t hnli st ;
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In this docurment, two PAKE al gorithnms are considered: SPAKE2

[ RFC9382] and SPAKE2+ [RFC9383]. The former is a symretric PAKE
algorithmand the latter is an asymetric PAKE algorithm Here, each
PAKE al gorithm suite consists of two part, the first part is
represented by the first byte and specifies different PAKE

al gorithms, and the second part is represented by the second byte and
specifies different ciphersuites for some PAKE al gorithm For
exanple, the first bytes "0x01" and "O0x41" represent SPAKE2 [ RFC9382]
and SPAKE2+ [ RFC9383], respectively. For the SPAKE2+ al gorithmw th
the first byte "0x41", the second bytes "0x00~OxFF" can be used to
represent its different ciphersuites (see Section 4 of [RFC9383]).

The "pake_al gorithnt extension MAY be included by the client inits
ClientHell o nessage, and the correspondi ng "extension_data" field
contains a list of PAKE algorithmsuites supported by the client,
ordered fromnost preferred to least preferred. After receiving a
ClientHell o nessage containing the "pake_al gorithni extension, the
server MAY return a suitable PAKE al gorithm sel ection response to the
client. The server will ignhore any algorithmthat it does not
support. The "pake_al gorithm extension MAY be returned by the
server in its EncryptedExtensions nmessage, and the correspondi ng
"extension_data" field MJUST contain exactly one "PAKEA gorithni.

Therefore, a full handshake with the "pake_al gorithm extension in
the CientHello and EncryptedExtensi ons nessages has the foll ow ng
flow (see Figure 1).

Cient Server
AN CientHello
h | + key_share*
| + pake_al gorithm
% (list of algorithns) -------- >
ServerHello ~ Key
+ key _share* v Exch
{Encrypt edExt ensi ons} *
+ pake_algorithm | Server
(selected algorithm | Parans
{CertificateRequest*} v
{Certificate*} ~
{CertificateVerify*} | Auth
{Finished} v
<-me----- [ Appl i cation Data*]
N {Certificate*}
h | {CertificateVerify*}
v {Finished}¢ = -------- >
[ Application Dat a] S > [ Application Data]
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Figure 1: Message Flow for a Full TLS Handshake with the
pake_al gorit hm Ext ensi on

4. PAKE with TLS Exported Aut henticator
4.1. TLS CertificateRequest Message Extension

Thi s docunent al so defines a new TLS extension type "pake_share".
Thi s extension can only appear in CertificateRequest (or
ClientCertificateRequest) message during Exported Authenticator-based
post - handshake aut henticati on, otherw se peers MJST abort the
handshake with an "illegal paraneter" alert.

The "pake_share" extension contains the endpoint’ s PAKE paraneters.
The " PAKEShareEntry" value is defined as follows.

struct {
PAKEAI gori t hm pake_al gorithm
opaque pake_nessage<l..2716-1>;
} PAKEShar eEntry;

* The "pake_algorithm field indicates the PAKE al gorithm used.

* The "pake_nessage" field indicates the PAKE key exchange
information, its contents are determ ned by the specified PAKE
al gorithm as shown bel ow.

struct {
sel ect (pake_algorithm {
case SPAKE2:
opaque dh_share;
case SPAKE2+:
opaque dh_share;

} PAKiEl\/Essage;

* The "dh_share" field indicates a (EC)DH public el enent that is
determ ned by the specified PAKE al gorithm and the underlying
group. 1) for SPAKE2, this field indicates the value pA or pBin
Section 3.3 of [RFC9382]; 2) for SPAKE2+, this field indicates the
val ue shareP or shareV in Section 3.3 of [RFC9383].

(1) In a dientCertificateRequest nmessage, the "extension_data" field
of this extension contains a "Cient PAKEShare" val ue.
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2

struct {
opaque client_identity<0..2"16-1>;
PAKEShar eEntry client_share;

} d i ent PAKEShar €;

* The "client _identity" field indicates a client’s identity used in
t he PAKE al gorithm

* The "client_share" field contains a single "PAKEShareEntry" val ue,
where the "pake_algorithni field is set to the negotiated PAKE
algorithmin the (D) TLS handshake.

(2) In a CertificateRequest nessage, the "extension_data" field of
this extension contains a "Server PAKEShare" val ue.

struct {
PAKEShar eEntry server_share;
} Server PAKEShar e;

* The "server_share" field contains a single "PAKEShareEntry" val ue,
where the "pake_al gorithni field is also set to the negotiated
PAKE al gorithmin the (D) TLS handshake.

Message Sequence

Note that two messages are defined in [ RFC9261]: aut henti cator
requests and authenticators. After the (D) TLS handshake (with the
"pake_al gorithni extension) has conpl eted, these nessages can be
conbined in the foll owi ng sequence to achi eve PAKE-based nut ual

aut hentication at the application |ayer.

* The client generates an authenticator request
(dientCertificateRequest with the "pake_share" extension).

* The server generates an authenticator request (CertificateRequest
with the "pake_share" extension) and an authenticator (server
Fi ni shed) corresponding to the client’s authenticator request.

* The client validates the server’s authenticator and generates an
aut henticator (client Finished) corresponding to the server’s
aut henti cator request.

* The server validates the client’s authenticator

Figure 2 shows a full message sequence of using PAKE with TLS
Exported Authenticator, followed by a detailed description
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(D) TLS Handshake (wi th pake_al gorithm

I
I
|
Aut henti cator Request (CientCertificateRequest with pake_share)
I
I
I
I

I e >

I . - .

| Aut henti cat or Request (CertificateRequest with pake_share)

| Aut henti cator (server Finished)

| |

I _ _ o I

| Aut henti cator (client Finished) |

e >
I

Fi gure 2: Message Sequence of Using PAKE with TLS Exported
Aut hent i cat or

(1) When PAKE-based nutual authentication at the application |ayer
needs to be performed, it is REQU RED to generate a
ClientCertificateRequest nessage. The client sets the
"certificate request _context" field to a randonly generated string,
and sets the "pake_share" extension to a "dient PAKEShare" val ue,
where the "client _identity" is its identity used to authenticate and
the "client_share"” field is constructed by setting the negoti ated
PAKE al gorithm suite and conputing its correspondi ng PAKE share. The
conmput ati on of PAKE share SHOULD conformto the specification of the
used PAKE algorithm The client then sends the
ClientCertificateRequest nessage to the server

(2) After receiving the CientCertificateRequest nessage, the server
first parses it to obtain "certificate request_context",

"client _identity" and "client_share" fields, uses the

"client _identity" value to search a match password or password file.
To generate a CertificateRequest nessage, the server sets the
"certificate_request_context" field to a randonly generated string,
and sets the "pake_share” extension to a "Server PAKEShare" val ue,
where the "server _share" field is constructed by setting the

negoti ated PAKE al gorithm suite and conputing its correspondi ng PAKE
share. Based on the received client’s share and its own secret, the
server first derives a PAKE shared secret, and then derives two keys
as foll ows.

client_key || server_key = KDF(pake_shared_secret, H dientCertificateRequest || Certific
at eRequest), "TLSExportedPAKE", L)
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Here, KDF(ikm salt, info, L) and H(.) indicate the key-derivation
function (KDF) and the hash function, respectively, which are
negotiated in the PAKE al gorithm suite; the PAKE shared secrets for
different PAKEs are defined as foll ows:

* For SPAKE2, this secret indicates the concatenated value Ke || Ka
in Section 3.3 of [RFC9382].

* For SPAKE2+, this secret indicates the value K main in Section 3.3
of [ RFC9383].

Then, the server conputes its "Finished" value as follows, where the
Handshake Context, Finished MAC Key, Hash are defined in Section 5.1
of [RFC9261] and HVAC is defined in Section 5.2.3 of [RFC9261].
Finally, the server sends the CertificateRequest and server Finished
messages to the client.

server Finished = HVAC(Hash(server Finished MAC Key || server_key), Hash(server Handshake
Context || client authenticator request))

(3) After receiving the CertificateRequest and server Finished
messages, the client first parses the forner to obtain the
"certificate_request_context" and "server_share" fields. Based on
the received server’s share and its own secret, the client derives a
PAKE shared secret, and then derives two keys using the sanme way as
the server side. The client then authenticates the server by
verifying the server "Finished" value. |If this verification
succeeds, the client conputes its "Finished" value as foll ows, and
sends the client Finished nessage to the server

client Finished = HVAC(Hash(client Finished MAC Key || client_key), Hash(client Handshake
Context || server authenticator request))

O herwise, the client MAY term nate the (D) TLS connecti on.

(4) After receiving the client Finished message, the server
authenticates the client by verifying the client "Finished" val ue.
If this verification succeeds, the server accepts the client’s
request at the application |layer, otherw se rejects.

5. | ANA Consi derati ons
Thi s docunent defines two new TLS ext ension types "pake_al gorithni
and "pake_share" with the follow ng contents (see Table 1), and

requests that | ANA add the two values to the "TLS Extensi onType
Val ues" Registry defined in [ RFC8446] and [ RFC8447].
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B bl s el s e U
| Value | Extension Name | TLS 1.3 | Reference |
[ e sl ey ey e e
| TBDL | pake_algorithm| CH EE | RFC XXXX |
+------- I I T L I +
| TBD2 | pake_share | CR | RFC XXXX |
+----- - S I A ] Fo-m e - - I +

Table 1: New TLS Extension Types
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