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Abstract

Thi s docunent defines a Cryptographic Message Syntax (CMB) protected
content type for Route Path Authorizations (RPA) objects used in
Resource Public Key Infrastructure (RPKI). An RPAis a digitally

si gned object that provides a neans of verifying whether an IP
address block is received fromAS a to AS b and announced fromAS b
to AS c. Wen validated, an RPA's eContent can be used for the
detection and mtigation of route hijacking, especially providing
protection for the AS PATH attribute in BGP-UPDATE. This object is a
variant of the aut-numobject in the Internet Routing Registry (IRR).

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://fcbgp.github.io/rpki-rpa-profilel/draft-guo-sidrops-rpa-
profile.htm. Status information for this document may be found at

https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/.

Source for this draft and an issue tracker can be found at
https://github. com FCBGP/ rpa-profile.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The Border Gateway Protocol (BGP) [RFC4271] was designed with no
mechani sns to validate the security of BGP attributes. There are two
types of BGP security issues, BGP Hijacks and BGP Route Leaks

[ RFC7908], that plague Internet security.

The primary purpose of the Resource Public Key Infrastructure (RPKI)
is to inprove route security. (See [RFC6480] for nore information.)
As part of this system a nechanismis needed to allow entities to
verify that an | P address holder has permtted an AS to advertise a
route along the propagation path. A Route Path Authorization (RPA)
provides this function.

An RPA is a digitally signed object through which the issuer (the
hol der of an Autononpbus Systemidentifier) can authorize one or nore
ot her Autononbus Systens (ASes) as its upstream ASes or one or nore
other ASes as its downstream ASes. The upstream ASes, or previous
ASes, nean that the issuer AS can receive BGP route updates from
these ASes. The downstream ASes, or next ASes, nean that the issuer
AS woul d advertise the BGP route to these ASes

Thi s propagation nodel uses a Web of Trust, i.e., the issuer AS
trusts its upstream ASes and authorizes its downstream ASes to
propagate its received routes. Then, all downstream ASes woul d al so
accept the routes and proceed to send themto their next hops. The
relati onship anong themis the signed RPA, which attests that a
downstream AS has been selected by the directly |inked upstreamAS to
announce the routes. This introduces an ingress policy.

Initially, all ASes on the propagation path should sign one or nore
RPAs independently if they want to propagate the route to their
downstream ASes, and then be able to detect and filter malicious
routes (e.g., route |eaks and route hijacks). 1In addition, the RPA
can also attest that all ASes on a propagation path have received and
sel ected this AS PATH, which can be certified as a trusted path.

The RPA uses the tenplate for RPKI digitally signed objects [ RFC6488]
for the definition of a Cryptographic Message Syntax (CM5) [ RFC5652]
wrapper for the RPA content as well as a generic validation procedure
for RPKI signed objects. As RPKI certificates issued by the current
infrastructure are required to validate RPA, we assunme the nandatory-
to-inplenent algorithns in [ RFC6485] or its successor

To conplete the specification of the RPA (see Section 4 of
[ RFC6488]), this docunent defines:
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1. The object identifier (OD) that identifies the RPA-signed
object. This OD appears in the eContentType field of the
encapContentlnfo object as well as the content-type signed
attribute within the signerinfo structure

2. The ASN.1 syntax for the RPA content, which is the payl oad signed
by the BGP speaker. The RPA content is encoded using the ASN. 1
[ X. 680] Distinguished Encoding Rul es (DER) [ X 690].

3. The steps required to validate an RPA beyond the validation steps
specified in [ RFC6488] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. The RPA Content-Type

The content-type for an RPA is defined as RoutePat hAut horization and
has the nunerical value of 1.2.840.113549.1.9.16.1.(TBD).

This O D MJUST appear both within the eContentType in the
encapContentlnfo object as well as the content-type signed attribute
in the signerlinfo object (see [ RFC6488]).

3. The RPA eContent

The content of an RPA identifies feasible AS s route paths. Upon
recei ving a BGP- UPDATE nessage, other ASes can perform AS-path
verification according to the validated RPAs. An RPA is an instance
of Rout ePat hAut horization, fornally defined by the foll owi ng ASN. 1

[ X. 680] nodul e:
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RPKI - RPA- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smme(16) nodul es(0) id-nod-rpki-RPA-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- RFC 6268
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) } ;

| PAddr essFani | y
FROM | PAddr AndASCert Extn -- I n [ RFC3779]
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) nmod(0) id-nod-ip-addr-and-as-ident(30) } ;

i d-ct-RPA OBJECT IDENTIFIER ::= { iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) id-smnme(16) id-ct(1l) rpa(TDB) }

ct - RPA CONTENT-TYPE :: =
{ TYPE Rout ePat hAut hori zati on | DENTI FI ED BY id-ct-RPA }

Rout ePat hAut hori zati on ::= SEQUENCE {

versi on [ 0] | NTEGER DEFAULT O,

asl D ASI D,

r out ePat hBIl ocks SEQUENCE (Sl ZE(1..MAX)) OF RoutePathDescription }
Rout ePat hDescri ption ::= SEQUENCE ({

pr evi ousHops SEQUENCE ( SI ZE(O. . MAX)) OF ASI D,

next Hops SEQUENCE ( SI ZE(0.. MAX)) OF ASI D,

origins SEQUENCE ( SI ZE(O.. MAX)) OF ASI D OPTI ONAL,

prefixes SEQUENCE (Sl ZE(0..MAX)) OF | PAddressFam |y OPTI ONAL }
ASID ::= I NTEGER (0. .4294967295)
END

Note that this content appears as the eContent within the
encapContentlnfo (see [ RFC6488]).

3.1. The version El enent

The version nunber of the RoutePat hAuthorization entry MJST be O.
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3.2. The asl D El ement

The aslID field contains the AS nunber of the issuer AS associ ated
with this RPA

3.3. The routePat hBl ocks El ement

The rout ePat hBl ocks field conmprises a list of feasible route paths
associated with the issuing asID. Each feasible route path generally
i ncludes an upstream AS, a downstream AS, and a set of |IP prefix

bl ocks. This field nay aggregate route paths that share the sane IP
prefix blocks to optinize space. Therefore, the routePathBl ocks
field indicates that for an I P prefix blocks represented by origins
or prefixes, the issuing aslD can receive routes fromany AS in

previ ousHops and subsequently forward themto any AS i n next Hops.

The origins and prefixes fields both indicate a set of IP prefix

bl ocks. Both of them can be None; in that case, it nmeans all IP
prefix bl ocks can be forwarded according to the feasible route paths.

3.3.1. The previousHops El enent

The previousHops field contains the upstream AS Nurmber (ASN) of the
i ssuer AS that can advertise the routes to the issuer AS.

3.3.2. The next Hops El enent

The next Hops field contains the downstream AS Nunber (ASN) of the
i ssuer AS that can receive advertised routes fromthe issuer AS.

3.3.3. The origins El enment

The origins field contains a set of ASes and is associated with Route
Oigin Authorization (ROA) [RFCO582] or Signed Prefix List (SPL)

[ SignedPrefixList]. This is an optional field. |If populated, it
indicates that all routes belonging to the specified origin ASes can
be received fromthe upstream ASes in the previ ousHops field and
advertised to the downstream ASes in the nextHops field.

3.3.4. The prefixes El enent
The prefixes field contains IP prefix blocks. It is an optiona
field. |If populated, it indicates that all routes specified can be

received fromthe upstream ASes listed in the previousHops field and
advertised to the downstream ASes in the nextHops fi el d.
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4.

7

RPA Val i dati on

To validate an RPA, the relying party MIST performall the validation
checks specified in [ RFC6488] as well as the follow ng additiona
RPA- speci fic validation steps.

* The contents of the CMS eContent field MJUST conformto all the
constraints described in Section 3.

* The Autononous System ldentifier Del egation Extension described in
[ RFC3779] is also used in RPA and MUST be present in the EE
certificate contained in the CMs certificates field.

* The AS identifier in the RoutePathAuthorization eContent 'aslD
field MUST be contained in the AS Identifiers in the certificate
ext ensi on.

* The Autononmous System ldentifier Del egation extension MJST NOT
contain "inherit" elenments.

* The I P Address Del egation Extension [RFC3779] is not used in RPA
and MUST NOT be present in the EE certificate.

Qper ational Consideration

Multiple valid RPA objects that contain the same aslD coul d exi st.
In such a case, the union of these objects fornms the conplete route
path set of this AS. For a given asID, it is RECOWENDED that a CA
mai ntains a single RPA object. [|f an AS hol der publishes an RPA
obj ect, then relying parties SHOULD assune that this object is
complete for that issuer AS.

If one AS receives a BG UPDATE message with the issuer AS in the

AS PATH attribute that cannot match any route paths of this issuer

AS, it inplies that there is an AS-path forgery in this nessage
Security Considerations

The security considerations of [RFC6480], [RFC6481], [ RFC6485],
[ RFC6487] and [ RFC6488] al so apply to RPAs.

| ANA Consi der ati ons
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7.1. SM Security for SIMME Mdule lIdentifier registry

Pl ease add the id-nod-rpki-rpa-2025 to the SM Security for S/M M
Modul e Identifier (1.2.840.113549.1.9.16.0) registry

(https://ww. i ana. org/ assi gnnent s/ sm - nunber s/ sm -

nunbers. xm #security-sm nme-0) as foll ows:

Decimal | Description | Specification

TBD | id-mod-rpki-rpa-2025 | [RFC-to-be]
7.2. SM Security for SSMM CMS Content Type registry

Pl ease add the RPA to the SM Security for SSMMe CM5 Content Type
(1.2.840.113549.1.9.16.1) registry (https://ww.iana. org/assi gnments/
sm - nunber s/ sm - nunbers. xnm #security-snmne-1) as follows:

Decimal | Description | Specification

TBD | id-ct-RPA | [ RFC-to-be]
7.3. RPKI Signed nject registry

Pl ease add RPA to the RPKI Signed Object registry
(https://ww. i ana. org/ assi gnnent s/ rpki/rpki.xhtm #si gned- obj ects) as
fol |l ows:

Nare | D | Specification

Rout e Path | |
Aut hori zation | 1.2.840.113549.1.9.16.1.TBD | [RFC-to0-be]

7.4. RPKI Repository Nanme Schene registry

Pl ease add an itemfor the Route Path Authorization file extension to
the "RPKI Repository Name Scheme" registry created by [ RFC6481] as

fol | ows:

Fil ename |

Ext ension | RPKI nject | Reference
.rpa | Route Path Authorization | [ RFC-to-be]

7.5. Media Type registry

The 1ANA is requested to register the nedia type application/rpki-rpa
in the "Media Type" registry as foll ows:

Guo, et al. Expi res 11 Decenber 2025 [ Page 8]



Internet-Draft Rout e Path Aut horizations June 2025

Type name: application
Subt ype nane: rpki-rpa
Requi red paraneters: N A
Optional paraneters: NA
Encodi ng consi derations: binary
Security considerations: Carries an RPKI RPA [ RFC-to-be].
This media type contains no active content. See
Section xxx of [RFC-to-be] for further information.
Interoperability considerations: None
Publ i shed specification: [RFCto-be]
Applications that use this nedia type: RPKI operators
Addi tional infornmation:
Content: This media type is a signed object, as defined
in [ RFC6488], which contains a payload of a list of
AS identifiers (ASIDs) as defined in [ RFC-to-be].
Magi ¢ nunber(s): None
File extension(s): .rpa
Maci ntosh file type code(s):
Person & enmil address to contact for further infornation:
Yangf ei Guo <guoyangfei @gcl ab. edu. cn>
I nt ended usage: COVMON
Restrictions on usage: None
Change controller: |ETF
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