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Abst ract

Thi s docunent provides a token binding extension for the Privacy Pass
protocol. This extension allows a Client to cryptographically bind a
Privacy Pass token to its own generated one-tinme public key during
the issuance flow, w thout exposing the public key to the Issuer
Later, when spending the token during the redenption flow, the Cient
must use the corresponding private key to generate a bindi ng proof
that the Origin needs to additionally verify except the token itself,
where the proof generation can optionally support channel binding.
This proof constrains the legitimte presenter of the token to be
only the dient who holds the private key and further constrains the
legitimate usage of the token to be only the Cient’s specific
channel when channel binding is used in the proof generation, and
thus can prevent token export and replay attacks. |In addition, the
token bi ndi ng extension does not introduce additional cryptographic
primtives, and only uses the primtives currently utilized in the

i ssuance protocol to generate the one-tinme public-private keypair as
wel | as generate and verify the binding proof.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 1 Septenber 2025.
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1.

I nt roducti on

Privacy Pass provides an anonynous authorization architecture based
on privacy-preserving authentication nmechani sns [ RFC9576], and it
consists of the issuance protocol and the redenption protocol. In
the i ssuance protocol [RFC9578], a Client can interact with a token
I ssuer to obtain Privacy Pass tokens after conpleting some

aut henti cation successfully, where the tokens are generated by the

I ssuer using the Issuer Private Key. In the redenption protoco

[ RFC9577], the dient holding such a token can prove to an Origin
that it is authorized by the Issuer to access the Origin's protected
resources, without allowing the Oigin (even with the Issuer) to link
it with the issuance flow

However, Privacy Pass tokens pertain to bearer tokens, and any party
in possession of Privacy Pass tokens can al so access to the protected
resources. Therefore, attackers can take advantage of this by
exporting Privacy Pass tokens froma user’s machines or application
connections, presenting themto the application server (the Origin),
and i npersonating the legitimte user. The token bindi ng extension
for the Privacy Pass protocol is to prevent such attacks by
cryptographically binding a Privacy Pass token to the user agent (the
Client) generated one-tine public key and requiring the dient
presenting the token to additionally prove possession of the
corresponding private key.

In addition, this extension does not introduce additiona
cryptographic prinmtives, and only uses the primtives (such as
Schnorr NI ZKP in Section 2.2 of [RFC9497] and RSA signature in

[ RFC8017]) currently utilized in the issuance protocol to generate
the one-time public-private keypair as well as generate and verify
the binding proof. Specifically, we choose the Schnorr N ZKP to
achi eve token binding for both privately verifiable tokens and
publicly verifiable tokens because of the follow ng reasons: 1) the
keypair of the Schnorr N ZKP can be generated froma secure seed,
which is not supported by the RSA signature; 2) the keypair
generation of the Schnorr NI ZKP is nuch faster than that of the RSA
signature. Because the keypair is only used one tine, a nore
I'ightweight proving is to directly present the one-tinme private key
to the Origin, which is so not a zero-know edge proof, and its
verification procedure needs to conpute the correspondi ng one-tine
public key and verify the bound token

At a high level, Privacy Pass with token binding extension proceeds
as follows. First, a Cient generates a one-tinme public-private
keypair probably within a secure hardware nodul e, such as a Trusted
Pl atform Modul e (TPM and a Trusted Execution Environment (TEE)
Then, the client concatenates the token input and the public key to
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obtain a bound token input, blinds the bound token input, and
generates a TokenRequest simlar to Section 5.1 and Section 6.1 of

[ RFC9578]. After finalizing the issuance protocol successfully, the
client will obtain a Privacy Pass bound token. Lastly, when spending
the token, the client needs to use the private key to generate a

bi ndi ng proof, which is used to prove possession of the private key
corresponding to the public key included in the bound token input.
After receiving the token, the public key and the binding proof, the
Oigin not only needs to verify the token bound with the public key
but al so needs to verify the binding proof using the bound public
key.

In addition, if there is a channel (e.g., TLS [ RFC5246] [ RFCB8446],
HPKE [ RFC9180]) between the Cient and the Origin, then a secret

val ue exported fromthe channel can be used as an additional input in
the Schnorr N ZK proof generation to support the property of channe
bi ndi ng, whi ch guarantees that the token and the binding proof for
one channel that obtained by an attacker cannot be used in another
channel

As aresult, if an attacker attenpts to export and replay a Privacy
Pass bound token, it also needs to use the Cient’s private key that
corresponds to the token’s bound public key. But this is hard to do
if the private key is specially protected in a secure hardware

nmodul e.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Unl ess ot herwi se specified, this docunent encodes protocol nessages
in TLS notation from Section 3 of [RFC8446].

Thi s docunent uses terns "Origin", "Client", "lssuer", "lssuance",
"Redenption”, "Token challenge", "Token request”, "Token response"
and "Token" as defined in [RFCO576], and al so uses the ternms "Ilssuer
key", "Token redenption" as defined in [ RFC9577] as well as the terns
"I'ssuer Public Key", "lIssuer Private Key" as defined in [ RFC9578].
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3. Issuance Protocol with Token Bindi ng Extension

Thi s section describes the issuance protocol wi th token binding
ext ensi on, which includes two types of issuance protocol: one for
privately verifiable tokens and another for publicly verifiable

t okens.

3.1. Token Binding for Privately Verifiable Token |ssuance

This section uses notation described in Section 4.4 of [RFC9497],
including SerializeEl ement, DeserializeEl enent, and
Deseri al i zeScal ar.

The constants Ne and Ns are defined in Section 4.4 of [RFC9497], and
the constant Nk is defined in Section 8.2.1 of [RFC9578].

3.1.1. dient-to-Ilssuer Request
The Client first generates a context as foll ows:
client_context = SetupVOPRFC ient (" P384- SHA384", pkl)

Here, pkl denotes the |Issuer Public Key defined in Section 5 of

[ RFC9578]. "P384-SHA384" is the identifier corresponding to the
OPRF( P- 384, SHA-384) ciphersuite defined in [ RFC9497].

Set upVOPRFClient is defined in Section 3.2 of [RFC9497].

The Cient then generates a random 32-byte nonce and creates a
token_i nput as foll ows:

nonce = random(32)
chal | enge_di gest = SHA256( chal | enge)
token_i nput = concat (0x8001,
nonce,
chal | enge_di gest,
t oken_key id)

Here, the challenge is an opaque string, and m ght be provided by the
redenption protocol described in Section 2.1 of [RFCO577]. The 2
byt es val ue 0x8001 represents the token type of VOPRF(P-384, SHA-384)
wi th Token Bi nding (P-384, SHA-384), where the latter ciphersuite
(P-384, SHA-384) will be used for token binding. The token key idis
a key identifier of the Issuer Public Key pkl, which is conputed as
described in Section 5.5 of [RFC9578].
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The Client generates an ephemeral public-private keypair (pkE, skE)
in the group of elliptic curve P-384, where pkE and skE are of Ne-
byte I ength and Ns-byte |length, respectively, and the constants Ne =
49 and Ns = 48 are defined in Section 4.4 of [RFC9497]. A
RECOMVENDED et hod for generating epheneral keypairs is as foll ows:

seed = randon( Ns)
epheneral _seed = SHA384(concat (seed, nonce))
(skE, pkE) = DeriveKeyPair (epheneral seed, "PrivacyPassTokenBi ndi ng")

Here, the long-termseed is probably generated within a secure
har dwar e nodul e and can be used to protect multiple tokens (or a
batch of tokens), and the DeriveKeyPair function is defined in
Section 3.2.1 of [RFC9497].

After that, the Cient creates a bound token_ input and blinds it as
fol |l ows:

bi ndi ng_pkE = Seri al i zeEl ement ( pkE)

bound_t oken_i nput = concat (t oken_i nput, bi ndi ng_pkE)

blind, blinded_elenment = client_context.Blind(bound_token_input)
bl i nded_nsg = SerializeEl enment (blinded_el enent)

Here, the Blind function is defined in Section 3.3.1 and

Section 3.3.2 of [RFC9497]. If the Blind function fails, the Cient
aborts the protocol. The Cient stores the bound_token_input, blind
and blinded_el ement values locally for use when finalizing the

i ssuance protocol to produce a token (as described in Section 3.1.3).

The Client creates a TokenRequest structured as foll ows, where
structure fields are defined in Section 5.1 of [RFC9578].

struct {
uintl1l6 t token_type = 0x8001;
uint8 t truncated_token_key id;
uint8 t blinded nsg[ Ne];

} TokenRequest;

The Client then generates an HITP POST request to send to the Issuer
Request URL, with the TokenRequest as the content. Please refer to
Section 5.1 of [RFC9578] for an exanple request.

3.1.2. Issuer-to-Cient Response

This section is the sane as Section 5.2 of [RFC9578], except that the
token type value is 0x8001
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3.1. 3. Fi nali zation

Upon receipt, the dient handles the response and, if successful,
deserializes the val ues TokenResponse. eval uate_nsg and
TokenResponse. eval uat e_proof, and obtains eval uated_el emrent and pr oof
as foll ows.

eval uated_el ement = Deseri al i zeEl ement ( TokenResponse. eval uat e_nsq)
c = DeserializeScal ar (TokenResponse. eval uat e_pr oof [ 0] )

s = DeserializeScal ar ( TokenResponse. eval uate_proof[ 1])

proof = (c, s)

If deserialization of either value fails, the Client aborts the
protocol. Oherw se, the Cient processes the response as foll ows:

aut henticator = client_context. Finalize(bound_token_input,
bl i nd,
eval uat ed_el enent ,
bl i nded_el enent ,
pr oof)

Here, the Finalize function is defined in Section 3.3.2 of [RFC9497].
If this succeeds, the Client creates a token as foll ows:

struct {
uint16_t token_type = 0x8001;
uint8_ t nonce[ 32];
uint8 t chall enge_digest[32];
uint8 t token key id[32];
uint8 t authenticator[NK];

} Token;

If the Finalize function fails, the dient aborts the protocol;
otherwise it stores the token and its corresponding one-tine public
key bi ndi ng_pkE

3.2. Token Binding for Publicly Verifiable Token |ssuance

This section uses the SerializeEl enent notation defined in
Section 4.3 of [RFC9497].

The constant Nk is defined in Section 8.2.2 of [RFC9578].
3.2.1. dient-to-Ilssuer Request

The Client first generates a random 32-byte nonce and creates a
token_i nput as foll ows:
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nonce = random(32)
chal | enge_di gest = SHA256( chal | enge)
token_i nput = concat (0x8002,
nonce,
chal | enge_di gest,
t oken_key id)

Here, the challenge is an opaque string, and m ght be provided by the
redenption protocol described in Section 2.1 of [RFCO577]. The 2
byt es val ue 0x8002 represents the token type of Blind RSA (2048-bit)
wi th Token Bi ndi ng (P-256, SHA-256), where the latter ciphersuite
(P-256, SHA-256) will be used for token binding. The token key idis
a key identifier of the Issuer Public Key pkl, which is conputed as
described in Section 6.5 of [RFC9578].

The Client generates an epheneral public-private keypair (pkE, skE)
in the group of elliptic curve P-256, where pkE and skE are of Ne-
byte I ength and Ns-byte |l ength, respectively, and the constants Ne =
33 and Ns = 32 are defined in Section 4.3 of [RFC9497]. A
RECOMVENDED et hod for generating ephenmeral keypairs is as foll ows:

seed = randon{ Ns)
epheneral _seed = SHA256( concat (seed, nonce))
(skE, pkE) = DeriveKeyPair (epheneral seed, "PrivacyPassTokenBi ndi ng")

Here, the long-termseed is probably generated within a secure
har dwar e nodul e and can be used to protect multiple tokens (or a
bat ch of tokens), and the DeriveKeyPair function is defined in
Section 3.2.1 of [RFC9497].

After that, the Cient creates a bound_token_input and blinds it as
fol |l ows:

bi ndi ng_pkE = Seri al i zeEl enent ( pkE)
bound_t oken_i nput = concat (token_i nput, bindi ng_pkE)
bl i nded_nsg, blind inv = Blind(pkl, Prepareldentity(bound_ token input))

Here, pkl denotes the Issuer Public Key defined in Section 6 of

[ RFC9578]. The Prepareldentity and Blind functions are defined in
Section 4.1 and Section 4.2 of [RFC9474], respectively. If the Blind
function fails, the dient aborts the protocol. The Cient stores
the bound_token_input and blind_ inv values locally for use when
finalizing the issuance protocol to produce a token (as described in
Section 3.2.3).

The Client creates a TokenRequest structured as follows, where
structure fields are defined in Section 6.1 of [RFC9578].
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struct {
uint16_t token_type = 0x8002;
uint8 t truncated_t oken_key_id;
uint8 t blinded nsg[ NK];

} TokenRequest;

The Cient then generates an HTTP POST request to send to the Issuer
Request URL, with the TokenRequest as the content. Please refer to
Section 6.1 of [RFC9578] for an exanple request.

3.2.2. Issuer-to-dient Response

This section is the sane as Section 6.2 of [RFC9578], except that the
token type val ue i s 0x8002.

3.2.3. Finalization

Upon receipt, the dient handles the response and, if successful,
processes the content as foll ows:

aut henticator =
Fi nal i ze(pkl, Prepareldentity(bound token_input), blind sig, blind_inv)

Here, the Finalize function is defined in Section 4.4 of [RFC9474].
If this succeeds, the Client creates a token as foll ows:

struct {
uintl6 t token_type = 0x8002;
uint8 t nonce[ 32];
uint8 t chall enge_digest[32];
uint8 t token_key id[32];
uint8_ t authenticator[NK];

} Token;

If the Finalize function fails, the dient aborts the protocol;
otherwise it stores the token and its correspondi ng one-tine public
key bi ndi ng_pkE

4. Redenption Protocol with Token Bi ndi ng Extension
Thi s section describes the redenption protocol wth token binding
ext ensi on, which includes two types of redenption protocol: one for

privately verifiable tokens and another for publicly verifiable
t okens.
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4. 1.

Token Binding for Privately Verifiable Token Redenption

This section uses notation described in Section 4.4 of [RFC9497],
i ncludi ng Generator, RandonScal ar, HashToScal ar, SerializeEl erent and
Deseri al i zeEl ement, and SerializeScal ar and Deseri al i zeScal ar.

4. 1.

Token Bi nding Generation

The Client first creates a proof_input as foll ows:

proof input = concat (token,

channel _bi ndi ng_t ype,
channel _bi ndi ng_secret)

Thi s docunent defines three variants for channel binding, and the
foll owi ng one-byte values will be used to distinguish between types:

[ ety b e g
| Type | Val ue

B el oo °)
| no_channel _bi ndi ng | 0x00

R +------- +
| tIs_channel _binding | 0x01

I i I I +------- +
| hpke_channel _binding | 0x02 |
R i +------- +

Tabl e 1: Channel Binding Types

The neani ng of the above types and the corresponding
channel _bi ndi ng_secret are described as foll ows:

*

Quo,

The "no_channel _bi ndi ng" type neans that no channel binding is
used in the token binding generation, then the
channel binding secret is a 0-byte val ue.

The "tls_channel _bi nding" type nmeans that a TLS channel binding is
used in the token binding generation, then the
channel _bi ndi ng_secret is a 32-byte value. The conputations of
this secret are defined in [ RFC5705] for TLS 1.2 and in

Section 7.5 of [RFC8446] for TLS 1.3, respectively, and the
correspondi ng inputs are defined in Section 2 of [RFC9266].
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* The "hpke_channel _bi ndi ng" type neans that a HPKE channel binding
is used in the token binding generation, then the
channel _bi ndi ng_secret is a 32-byte value. This secret is
generated according to Section 5.3 of [RFC9180], and it is defined
as follows, where the Context.Export interface is defined in
Section 5.3 of [RFC9180].

channel _bi ndi ng_secret = Context.Export (" EXPORTER- Channel - Bi ndi ng", 32)

The Client then generates a binding proof as follows, which is to
prove possession of the private key skE corresponding to the
previously bound public key pkE

r = Randonfcal ar ()
R=r * Generator()
serialized R = SerializeEl enent (R

chal | engeTranscript = 120SP(l en(serialized R, 2) || serialized R |
| 20SP(1 en(proof _input), 2) || proof input |
"Chal | enge"

¢ = HashToScal ar (chal | engeTranscri pt)

s =r - ¢ * skE

bi ndi ng_proof = (SerializeScalar(c), SerializeScalar(s))

Here, the HashToScal ar function is based on SHA-384, and the private
key skE MAY be recovered fromthe |long-term seed and the Token. nonce
as foll ows.

epheneral _seed = SHA384(concat (seed, Token. nonce))
(skE, _) = DeriveKeyPair (epheneral seed, "PrivacyPassTokenBi ndi ng")

Here, the DeriveKeyPair function defined in Section 3.2.1 of
[ RFC9497] is used to derive only skE

The Client creates a TokenBinding structured as foll ows:

struct {
ui nt 8_t channel _bi ndi ng_type;
uint 8 t bindi ng_pkE[ Ne] ;
uint 8_t bi ndi ng_proof [ Ns+Ns] ;
} TokenBi ndi ng;

I f the "no_channel _binding" type is used, then the token binding can
al so be generated in another nore |ightwei ght way wi thout Schnorr

NI ZK proof generation and verification. Note that the keypair (skE
pkE) is only used once for a Privacy Pass bound token, so the Cient
can directly present the one-tine private key skE to the Oigin to
prove possession of this key, and thus it is not a zero-know edge
proof. In this case, the first Ns-byte val ue of the bindi ng_proof
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field is set to SerializeScal ar(skE) and the second Ns-byte val ue of
this field is set to all zero bytes, and the binding_pkE field is set
to zero-length string since the one-time public key pkE can be
recovered fromthe one-tine private key skE

4.1.2. Sending Token and Token Bi ndi ng

When used for Cient authorization, the "PrivateToken" authentication
schene defines one paraneter, "token", which contains the base64url -
encoded Token structure. This docunent defines a new paraneter,

"t oken_bi ndi ng", which contains the base64url -encoded TokenBi ndi ng
structure. This docunent follows the default paddi ng behavior
described in Section 3.2 of [RFC4648], so the base64url val ue MJST

i nclude padding. The dient presents the Token structure and the
TokenBi nding structure to the Oigin in a new HITP request using the
Aut hori zati on header field as foll ows:

Aut hori zation: PrivateToken token="abc...", token_binding="def..."
4.1.3. Token and Token Binding Verification

Upon receipt, the Origin needs to verify both the token and the token
binding, and if any one of verifications fails, this authorization
request will be rejected.

For the token type of VOPRF(P-384, SHA-384) with Token Bi ndi ng
(P-384, SHA-384) (0x8001), verifying a token requires creating a
VOPRF context using the Issuer Private Key, evaluating the bound
token input, and conparing the result against the token authenticator
val ue.

server_context = Set upVOPRFServer (" P384- SHA384", skl)
t oken_aut henti cator _i nput =
concat ( Token. t oken_t ype,
Token. nonce,
Token. chal | enge_di gest,
Token. t oken_key_i d)
bound_t oken_aut henti cat or _i nput =
concat (t oken_aut henti cat or _i nput, TokenBi ndi ng. bi ndi ng_pkE)
bound_t oken_aut henticator =
server _cont ext. Eval uat e(bound_t oken_aut henti cat or _i nput)
valid = (bound_t oken_aut henti cat or == Token. aut henti cat or)

Here, the SetupVOPRFServer and Eval uate functions are defined in
Section 3.3.1 and Section 3.2 of [RFC9497], respectively.
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Verifying a token binding requires checking that
TokenBi ndi ng. bi ndi ng_proof is a valid Schnorr N ZK proof using the
TokenBi ndi ng. bi ndi ng_pkE, where the HashToScal ar function is based on
SHA- 384.

proof _verification_input =
concat (t oken,
TokenBi ndi ng. channel _bi ndi ng_t ype,
expect ed_channel _bi ndi ng_secret)
pkE = Deseri al i zeEl enent ( TokenBi ndi ng. bi ndi ng_pkE)
= Deseri al i zeScal ar ( TokenBi ndi ng. bi ndi ng_pr oof [ 0] )
= Deseri al i zeScal ar (TokenBi ndi ng. bi ndi ng_proof [ 1])
= (s * Cenerator()) + (c * pkE)
serialized_ R = SerializeEl enent (R
chal | engeTranscript =
| 20SP(l en(serialized_R), 2) || serialized_ R ||
I 20SP(1 en(proof _verification_input), 2) || proof verification_input |
"Chal | enge"
expect edC = HashToScal ar (chal | engeTranscri pt)
valid = (expectedC == c)

c
s
R

If the "no_channel binding" type is used and the token binding is
generated w thout using Schnorr N ZKP, then a token binding is
inmplicitly verified in the above token verification, where the

bi ndi ng_pkE i s conputed as follows.

SkE = Deseri al i zeScal ar ( TokenBi ndi ng. bi ndi ng_pr oof [ 0] )
pkE = skE * Generator ()
bi ndi ng_pkE = Seri al i zeEl ement ( pkE)
4.2. Token Binding for Publicly Verifiable Token Redenption
This section uses notation described in Section 4.3 of [RFC9497],
i ncludi ng Generator, RandonScal ar, HashToScal ar, SerializeEl erent and
Deseri al i zeEl enment, and SerializeScal ar and Deseri al i zeScal ar.
4.2.1. Token Binding Generation
The Client first creates a proof_input as foll ows:
proof input = concat (token,
channel _bi ndi ng_t ype,
channel _bi ndi ng_secret)

Here, the channel _bi nding_type and the channel _bi nding_secret fields
are defined in Section 4.1.1.
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The Cient then generates a binding_proof as follows, which is to
prove possession of the private key skE corresponding to the
previ ously bound public key pkE

r = RandonStcal ar ()

R=r * Generator()

serialized_R = SerializeEl ement (R)

chal | engeTranscript = 120SP(l en(serialized R), 2) || serialized R |
1 20SP(1 en(proof _input), 2) || proof _input |
"Chal | enge"

¢ = HashToScal ar (chal | engeTranscri pt)

s =r - c* skE

bi ndi ng_proof = (SerializeScalar(c), SerializeScalar(s))

Here, the HashToScal ar function is based on SHA-256, and the private
key skE MAY be recovered fromthe | ong-term seed and the Token. nonce
as foll ows.

epheneral _seed = SHA256( concat (seed, Token. nonce))
(skE, _) = DeriveKeyPair (epheneral seed, "PrivacyPassTokenBi ndi ng")

Here, the DeriveKeyPair function defined in Section 3.2.1 of
[ RFC9497] is used to derive only skE

The Client creates a TokenBinding structured as foll ows:

struct {
uint8 t channel _binding_type;
uint8 t bindi ng_pkE[ Ne];
uint8 t binding_proof [ Ns+Ns];
} TokenBi ndi ng;

If the "no_channel _binding" type is used, then the token binding can
al so be generated by using the same |ightweight way as in
Section 4.1.1, thus is onmtted here.

4.2.2. Sending Token and Token Bi ndi ng
As an example, the Client presents the Token structure and the
TokenBi ndi ng structure to the Oigin in a new HITP request using the
Aut hori zati on header field as foll ows:

Aut hori zation: PrivateToken token="abc...", token_binding="def..."
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4.2.3. Token and Token Binding Verification

Upon receipt, the Origin needs to verify both the token and the token
binding, and if any one of verifications fails, this authorization
request will be rejected.

For the token type of Blind RSA (2048-bit) with Token Binding (P-256,
SHA- 256) (0x8002), verifying a token requires checking that
Token. aut henticator is a valid RSA signature over the bound token

i nput using the Issuer Public Key.

token_aut henticator _input =
concat ( Token. t oken_t ype,
Token. nonce,
Token. chal | enge_di gest,
Token. t oken_key _id)
bound_t oken_aut henti cator_i nput =
concat (t oken_aut henti cat or _i nput, TokenBi ndi ng. bi ndi ng_pkE)
val i d = RSASSA- PSS- VERI FY( pkl
bound_t oken_aut henti cat or _i nput,
Token. aut hent i cat or)

Here, the RSASSA-PSS-VERI FY function is defined in Section 8.1.2 of
[ RFC8017], using SHA-384 as the hash function, M1 with SHA-384 as
the Probabilistic Signhature Schene (PSS) mask generation function
(M3F), and a 48-byte salt length (sLen).

Verifying a token binding requires checking that
TokenBi ndi ng. bi ndi ng_proof is a valid Schnorr N ZK proof using the
TokenBi ndi ng. bi ndi ng_pkE, where the HashToScal ar function is based on
SHA- 256.

proof verification_input =
concat (t oken,
TokenBi ndi ng. channel _bi ndi ng_t ype,
expect ed_channel _bi ndi ng_secret)
kE = Deseri al i zeEl enent ( TokenBi ndi ng. bi ndi ng_pkE)
= Deseri al i zeScal ar ( TokenBi ndi ng. bi ndi ng_pr oof [ 0] )
= Deseri al i zeScal ar ( TokenBi ndi ng. bi ndi ng_pr oof [ 1])

serialized R = SerializeEl enent (R

chal | engeTranscript =
1 20SP(1 en(serialized R, 2) || serialized R ||
I 20SP(1 en(proof _verification_input), 2) || proof_verification_input |
"Chal | enge”

expect edC = HashToScal ar (chal | engeTranscri pt)
valid = (expectedC == c)
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If the "no_channel _binding" type is used and the token binding is
generated w t hout using Schnorr N ZKP, then a token binding is
inmplicitly verified in the above token verification, where the
bi ndi ng_pkE i s conputed as foll ows.
skE = Deseri al i zeScal ar (TokenBi ndi ng. bi ndi ng_proof [ 0])
pkE = skE * Generator ()
bi ndi ng_pkE = Seri al i zeEl ement ( pkE)

5. | ANA Consi derations
Thi s docunent defines two new token types "0x8001" and "0x8002" with
the followi ng contents, and requests that | ANA add the two values to
the "Privacy Pass Token Types" Registry defined in Section 6.2 of
[ RFC9577] .
Not e that Token Binding, Ne, Ns are newWwy added fields, where the
latter two MJUST be provided if Token Binding is Y, or not applicable
(N A) otherw se.

5.1. Token Type VOPRF(P-384, SHA-384) with Token Binding (P-384, SHA-
384)

Val ue: 0x8001
Nane: VOPRF(P-384, SHA-384) with Token Bindi ng (P-384, SHA-384)
Token Structure: As defined in Section 3.1

Token Key Encoding: Serialized using SerializeEl enent (Section 2.1 of
[ RFCO497]) .

TokenChal | enge Structure: As defined in Section 2.1 of [RFCO577].
Publicly Verifiable: N

Public Metadata: N

Private Metadata: N

Nk: 48

Ni d: 32

Token Binding: Y

Ne: 49
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5

6

Ns: 48

Change controller: |ETF

Ref erence: This document, Section 3.1
Not es: None

2. Token Type Blind RSA (2048-bit) with Token Bi nding (P-256, SHA-
256)

Val ue: 0x8002
Nanme: Blind RSA (2048-bit) with Token Binding (P-256, SHA-256)
Token Structure: As defined in Section 3.2.

Token Key Encoding: Serialized as a DER-encoded Subj ect Publ i cKeyl nfo
(SPKI') object using the RSASSA-PSS O D [ RFC5756] .

TokenChal | enge Structure: As defined in Section 2.1 of [RFCO577].
Publicly Verifiable: Y

Public Metadata: N

Private Metadata: N

Nk: 256

Ni d: 32

Token Binding: Y

Ne: 33

Ns: 32

Change controller: |ETF

Ref erence: This document, Section 3.2
Not es: None
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