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Abst ract
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and that supports PAKE al gorithnms negotiation and optional channel
bi ndi ng.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 August 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Guo, et al. Expi res 29 August 2025 [ Page 1]



I nternet-Draft PAKE- based PHA for TLS 1.3 February 2025

Tabl e of Contents

1. Introduction 2
2. Termnology . . 3
3. Post - Handshake Authentlcatlon V|a PAKE for TLS 1 3 3
3.1. PAKE Handshake Messages . 3
3.1.1. PAKE dient Hello . 5
3.1.2. PAKE Server Hello . 5
3.1.3. PAKE Hello Retry Request 6
3.1.4. PAKE Finished . .o 6
3.1.5. PAKE Status . 6
3.2. Channel Binding . . . 7
3.3. PAKE-based Post - andshake Authentlcatlon e 8
4. Security Considerations . . . . . . . . . . . . . . ... .. 11
5. References . . . e I
5.1. Normative References e
5.2. Informative References . . . . . . . . . . . . . . . . . 12
Contributors . . e 4
Aut hor s’ Addresses e 2
1. Introduction
In sone cases, it is desirable to use PAKE-based post-handshake
aut henti cation over TLS channel to execute password authentication
between a client and a server, because this does not need to change
the current TLS 1.3 [RFC8446] protocol stack and can defend agai nst
password | eakages caused by a potential man-in-the-mddle (MTM
attack on the underlying TLS channel. This strategy is often called
defense-in-depth, the security of application-Ilayer password
authentication is still guaranteed even if the security of the

underlying TLS-layer is broken. Optionally, this post-handshake

aut henti cation can be binded to the underlying TLS channel in order
to strength password aut hentication, where the PAKE-based
authentication will fail if the underlying TLS channel is broken. In
addition, this post-handshake authentication is able to hide the
client’s identity fromthe network if the underlying TLS channel is
secure
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Not e that the post-handshake authenticati on via OPAQUE has been
discussed in [I-D.draft-sullivan-tls-opaque-01], which utilizes the
mechani sm of Exported Authenticators in TLS 1.3 [RFC9261]. However,
this mechanismis only applicable to these PAKE protocols, such as
OPAQUE [I-D.draft-irtf-cfrg-opaque-18], where both the client and
server own their long-term secret/public keys. This docunent

provi des a nechani smthat uses PAKE as a post-handshake

aut hentication for TLS 1.3 (call ed PAKE-based PHA for TLS 1.3) to
achi eve application-layer password authentication, which does not
require two parties of PAKE protocols to possess long-termkey pairs
and supports PAKE al gorithns negotiation and optional channe

bi ndi ng.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses term nology such as client, server, handshake and
peer that are defined in Section 1.1 of [RFC8446].

3. Post-Handshake Authentication via PAKE for TLS 1.3

This section describes details of PAKE-based post-handshake
authentication for TLS 1.3. In this docunment, four PAKE al gorithns
are considered: CPace [I-D.draft-irtf-cfrg-cpace-13], SPAKE2

[ RFC9382], OPAQUE [I-D.draft-irtf-cfrg-opaque-18] and SPAKE2+

[ RFC9383]. The former two are symetric PAKE al gorithms and the
latter two are asymretric PAKE al gorithns.

3.1. PAKE Handshake Messages

To use PAKE as an application-layer password authentication over TLS
1.3 [ RFCB446], we define PAKEHandshake nessages which are used to
negoti ate PAKE al gorithns and key exchange parameters and to conpl ete
PAKE- based aut hentication. The expected order of PAKE handshake
messages i s: PAKEC i ent Hel | o, PAKEHel | oRet ryRequest, PAKEC i ent Hel | o,
PAKESer ver Hel | o, server PAKEFi ni shed, client PAKEFi ni shed.
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enum {
pake_client_hello (0),
pake_server_hello (1),
pake hello retry request (2),
pake_finished (3),
pake status (4),
pake_message_hash (254),
(255)

} PAKEHandshakeType;

struct {
PAKEHandshakeType nsg_type; /* PAKE nmessage type */
ui nt 24 | engt h; /* bytes in nmessage */
sel ect (PAKEHandshake. nsg_type) {
case pake_client_hello: PAKEC! i ent Hel | o;
case pake_server_hell o: PAKESer ver Hel | o;
case pake_hello retry request: PAKEHel | oRet r yRequest ;
case pake_fini shed: PAKEFi ni shed;
case pake_stat us: PAKESt at us;
1

} PAKEHandshake;

pake client_hello: The PAKEC i entHel |l o nmessage is used by the client
to send its supported PAKE al gorithm suites and PAKE shares for
sel ected algorithmsuites to the server

pake_server_hell o: The PAKEServerHel |l o message is used by the server
to send its PAKE share for the negotiated algorithmsuite to the
client.

pake_hello_retry request: If the server does not support PAKE
algorithmsuites selected by the client in the PAKEC ientHello
message but supports other PAKE algorithmsuites listed by the
client, the server MJST use the PAKEHel | oRet ryRequest nessage to send
a PAKE algorithmsuite that is supported by both parties to the
client.

pake_fini shed: The PAKEFi ni shed nmessage is used by the client or
server to send a nessage authentication code (MAC) to its peer for
identity authentication, key confirmation, and handshake integrity.

pake_status: The PAKEStatus nessage is used by the client or server

to send the execution status of the PAKE protocol to its peer,
i ndi cati ng whet her the PAKE protocol has been successfully executed.
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pake_message_hash: When the server responds to a PAKEC i entHell o
message with a PAKEHel | oRet ryRequest nessage, the value of the
PAKEC i ent Hel | 01 nmessage is replaced with a specific synthetic
handshake nessage of handshake type "pake nessage_hash" contai ni ng
Hash( PAKEC i ent Hel | 01) .

3.1.1. PAKE Cient Hello
Structure of the PAKEC ientHell o nessage is defined as follows:

struct {
PAKEAI gorit hm supported_pake al gorithns<2..2"16-1>;
opaque client_identity<0..2"16-1>;
PAKEShar eEntry client_shares<0..2"16-1>;

} PAKEC i ent Hel | o;

* supported _pake_ algorithns: Alist of all PAKE algorithm suites
supported by the client. The structure of PAKEAlgorithmis
defined in Section 3.1.1 of [I-D. draft-guo-pake-in-tls-01], where
the second bytes "O0x00~0x7F" can be used to represent ciphersuites
wi t hout channel binding and the second bytes "0x80~0xFF' can be
used to represent ciphersuites with channel binding.

* client_identity: Aclient’s identity used in the PAKE al gorithm

* client_shares: A list of offered PAKEShareEntry values in
descendi ng order of client preference. The structure of
PAKEShareEntry is defined in Section 3.1.2 of
[1-D. draft-guo-pake-in-tls-01].

Note that the concatenation of the "random’ value of the CientHello
message (see Section 4.1.2 of [RFC8446]) and the "random val ue of
the ServerHell o nessage (see Section 4.1.3 of [RFC8446]) can be used
as a unique session identifier sid of the CPace al gorithm (see
Section 3.1 of [I-D.draft-irtf-cfrg-cpace-13]).

3.1.2. PAKE Server Hello
Structure of the PAKEServerHell o nessage is defined as follows:
struct {
opaque server _identity<0..2"16-1>;
PAKEShar eEntry server_share;
} PAKESer ver Hel | o;

* server_identity: A server’'s identity used in the PAKE al gorithm
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* server_share: A single PAKEShareEntry value that is in the same
PAKE al gorithmsuite as one of the client’ s shares. The structure
of PAKEShareEntry is defined in Section 3.1.2 of
[1-D. draft-guo-pake-in-tls-01].

3.1.3. PAKE Hello Retry Request
Structure of the PAKEHel | oRet ryRequest nessage is defined as foll ows:

struct {
PAKEAI gorithm sel ect ed _pake_al gorithm
} PAKEHel | oRet r yRequest ;

* selected_pake_algorithm A PAKE algorithmsuite selected by the
server to correct msmatch algorithmsuites with the client.

3.1.4. PAKE Finished
Structure of the PAKEFi ni shed nmessage is defined as foll ows:

struct {
opaque pake verify data[ MAC. | ength];
} PAKEFi ni shed;

* pake_verify data: A MAC value calculated by the client or server
to provide to its peer for identity authentication, key
confirmation and handshake integrity, and nore details about this
calculation will be given in Section 3.3. MAC is the MAC function
negotiated in the PAKE algorithmsuite, and MAC. length is its
output length in bytes.

3.1.5. PAKE Status
Structure of the PAKEStatus nessage is defined as follows:

enum {
pake_success_notify (0)
pake_unexpect ed_nessage (1),
pake_handshake failure (2),
pake_ il l egal paraneter (3),
pake_decode_error (4),
pake_decrypt _error (5),
pake_i nsufficient_security (6),
pake_internal _error (7),
(255)

} PAKESt at usDescri ption;
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struct {
PAKESt at usDescri pti on description;
} PAKESt at us;

pake_success _notify: This status notifies the client of the
successful validation of its PAKEFi ni shed nessage.

pake_unexpect ed_nessage: An inappropriate nessage (e.g., the wong
PAKE handshake nessage, etc.) was received. A peer which receives a
PAKE handshake nessage in an unexpected order MJST abort the
handshake with an "pake_unexpected_nessage" alert. This alert should
never be observed in conmuni cation between proper inplenentations.

pake_handshake failure: Receipt of a "pake_handshake failure" alert
message i ndicates that the sender was unable to negotiate an
acceptabl e PAKE algorithmsuite given the options avail abl e.

pake_il |l egal _paraneter: A field in the PAKE handshake was incorrect
or inconsistent with other fields. This alert is used for errors
whi ch conformto the formal protocol syntax but are otherw se

i ncorrect.

pake_decode_error: A nessage could not be decoded because sone field
was out of the specified range or the Iength of the nessage was
incorrect. This alert is used for errors where the nmessage does not
conformto the formal protocol syntax. This alert should never be
observed in conmmuni cati on between proper inplenmentations, except when
messages were corrupted in the network

pake decrypt _error: A PAKE handshake cryptographic operation fail ed,
i ncludi ng being unable to correctly verify a PAKEFi ni shed nessage.

pake_insufficient_security: Returned instead of

"pake_handshake failure" when a negotiation has failed specifically
because the server requires PAKE paraneters nore secure than those
supported by the client.

pake_internal _error: An internal error unrelated to the peer or the
correctness of the protocol (such as a menory allocation failure)
makes it inpossible to continue.

3.2. Channel Binding
Thi s docunent defines two types for channel binding, which can be
di stingui shed by the second byte of PAKE al gorithm suites (see

Section 3.1.1). The neaning of the types and the correspondi ng
channel _bi ndi ng_secret are described as foll ows:
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* The "wi thout _channel _bi nding" type means that no channel binding
is used in the PAKE-based authentication, then the
channel _bi ndi ng_secret is a 0-byte val ue.

* The "with_channel _binding" type neans that a channel binding is
used in the PAKE-based authentication, then the
channel _bi ndi ng_secret is a 32-byte value. The conputation of
this secret is defined in Section 7.5 of [RFC8446] for TLS 1.3,
and the corresponding inputs are defined in Section 2 of
[ RFC9266] .

Assume that a TLS channel has been established between a client and a
server, fromwhich both parties can derive a unique secret that we
call a channel binding secret in this document. According to the
channel binding type of "tls-exporter” defined in [ RFC9266], the
channel binding secret is conputed as foll ows.

channel _bi ndi ng_secret = HKDF- Expand- Label (Derive-Secret(Secret, |abel, ""), "exporter",
Hash(cont ext _val ue), key_I ength)

VWhere Secret is the "exporter_master_secret” value in TLS 1.3 key
schedul e (see Section 7.1 of [RFC8446]), the label is the ASCII
string "EXPORTER- Channel - Bi ndi ng", the context _value is a zero-length
string, the key length is 32 bytes. The functions HKDF- Expand- Labe
and Derive-Secret were defined in Section 7.1 of [RFC8446].

3. 3. PAKE- based Post - Handshake Aut henti cati on

After the TLS channel is established, if there is no MTM attack, the
client and server can derive a sane channel binding secret. |If the
channel binding is selected, then this secret will be used as another
i nput to PAKE al gorithms except for the password and thus take effect
on the PAKE authentication process. |If there is a MTM attack during
the TLS channel establishment, that is, the client establishes a TLS
channel A with the MTM attacker and the M TM attacker establishes a
TLS channel B with the server, then the client and server will derive
two di fferent secrets respectively. Therefore, when the client and
server execute the PAKE protocol with these inconsistent secrets,
both parties can not pass the PAKE authentication successfully.

The protocol of PAKE-based post-handshake authentication for TLS 1.3
is described as follows.

(1) When PAKE-based post-handshake aut hentication for TLS 1.3 needs
to be performed, it is REQU RED to send the PAKECIientHello as a
first PAKE handshake nessage. The client sets the
"supported pake algorithns" field to a list of its supported PAKE
algorithmsuites, sets the "client identity" field to its identity
used to authenticate, and constructs the "client_shares" field by
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selecting its perferred PAKE al gorithm suites and conputing their
correspondi ng PAKE shares. The conputation of PAKE shares SHOULD
conformto the specification of the sel ected PAKE al gorithns.

Simlar to TLS 1.3, the client MAY provide a single share or nmultiple
shares in the "client_shares" field. The client then sends the
PAKEC i ent Hel | o nessage to the server

(2) After receiving the PAKEC i entHell o message, the server first
parses it to obtain "supported_pake_ al gorithnms"”, "client_identity"
and "client_shares" fields, uses the "client _identity" value to
search a nmatch password or password file, and negotiates a PAKE

al gorithm suite based on the "pake_al gorithni values included in the
"client_shares" field. The server then sets the "server_identity"
field toits identity (e.g., its host nane), and constructs the
"server_share" field by setting the negotiated PAKE al gorithmsuite
and conputing its correspondi ng PAKE share. Based on the received
client’s share and its own secret, the server first derives a PAKE
shared secret, and then derives a session key and a MAC key as
fol | ows.

session_key || mac_key = KDF(pake_shared_secret || channel _bindi ng_secret, Hash(PAKEC ien
tHello || PAKEServerHell o), "TLS13PostHandshakeAut hPAKE", L)

Here, KDF(ikm salt, info, L) is the key-derivation function (KDF)

negotiated in the PAKE algorithmsuite and the derived key length L
relies on the underlying encryption function and MAC function; the

PAKE shared secrets for different PAKEs are defined as follows:

* For CPace, this secret indicates the value ISK in Section 6.2 of
[I-D.draft-irtf-cfrg-cpace-13].

* For SPAKE2, this secret indicates the concatenated value Ke || Ka
in Section 3.3 of [RFC9382].

* For OPAQUE, this secret indicates the concatenated value KnR ||
KnB || session_key in Section 6.4.3 and Section 6.4.4 of
[I-D.draft-irtf-cfrg-opaque-18].

* For SPAKE2+, this secret indicates the value K main in Section 3.3
of [ RFC9383].

Finally, the server conputes its "pake verify data" value as follows,
and sends PAKEServerHell o and server PAKEFi ni shed nessages to the
client.

server _pake_verify_data = MAC(nmac_key, Hash(PAKEC ientHello || PAKEServerHell o))
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(3) After receiving the PAKEServerHell o and server PAKEFi ni shed
messages, the client first parses the forner to obtain the

"server _identity" and "server_share" fields, and parses the later to
obtain the "pake verify data" field. Based on the received server’'s
share and its own secret, the client derives a PAKE shared secret,
and then derives a session key and a MAC key using the sane way as
the server side. The client then authenticates the server by
verifying the server "pake verify data" value. |If this verification
succeeds, the client computes its "pake_verify_data" val ue as

foll ows, and sends the client PAKEFi ni shed nessage to the server

client _pake verify data = MAC(nac_key, Hash(PAKEC ientHello || PAKEServerHello || server
PAKEFi ni shed))

O herwi se, the client sends a PAKESt atus nessage with a
"pake_decrypt _error" alert to the server

(4) After receiving the client PAKEFi ni shed nessage, the server first
parses it to obtain the "pake verify data" field, then authenticates
the client by verifying the client "pake verify data" value. |If this
verification succeeds, the server sends a PAKEStatus nmessage with a
"pake_success _notify" status to the client, otherw se sends a
PAKESt at us nessage with a "pake_decrypt _error"” alert to the client.

If the client has not provided a sufficient "client_shares" field
(e.g., it includes only PAKE al gorithm suites unacceptable to or
unsupported by the server) in the first PAKEC i entHell o nessage, the
server corrects the msmatch with a PAKEHel | oRetryRequest nessage
whi ch contains a "sel ected _pake algorithnl field, and the client
needs to restart the handshake with a second PAKEC i ent Hel | o nessage
whi ch MUST contain an appropriate "client_shares" field. 1In this
case, the conmputation nethod of "pake verify data" values is changed
as follows, where the "pake_message_hash" value represents 1 byte
OXFE as defined in Section 3.1, and Hash.length is the output |ength
of the negotiated hash function in bytes.

server_pake verify data = MAC(nac_key, Hash(pake_message_hash || 00 00 Hash.length || Has
h(PAKEC i ent Hel | 01) || PAKEHel | oRetryRequest || PAKEC ientHell o2 || PAKEServerHell o))

client_pake_verify_data = MAC(nmac_key, Hash(pake_nessage _hash || 00 00 Hash.length || Has
h(PAKEC i ent Hel | 01) || PAKEHel | oRet ryRequest || PAKEC ientHell o2 || PAKEServerHello || se
rver PAKEFi ni shed))

If no conmon PAKE paraneters can be negotiated, the server MJST abort

the handshake with either a "pake_handshake failure" or
"pake_insufficient _security" alert.
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4.

5.

5.

Security Considerations

Thi s docunent describes how to execute PAKE-based post-handshake

aut hentication for TLS 1.3. This execution deviates fromthe
original PAKE protocols in two inportant ways: 1) the original keys
of PAKEs are replaced with the session_key and mac_key in

Section 3.3; 2) the key confirmation nmessages required in PAKEs are
repl aced with the PAKEFi ni shed nessages in Section 3.3. The former

i s because the session_key and mac_key are derived froma transcript,
whi ch includes the paraneters required for PAKEs' key derivation; the
|atter is because the PAKEFi ni shed nessages conpute a MAC over a
transcript, which is a superset of the transcript required for PAKEs’
key confirmation.
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