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1. Introduction

In sone applications, it is desirable to use a pre-shared | ow entropy
secret, such as a password, to authenticate with each other between a
client and a server. Although TLS 1.3 [RFCB446] itself provides an
aut henti cati on mechani sm of pre-shared keys (PSKs), PSKs need to be
full -entropy secrets. |If a lowentropy password is directly used in
this authentication mechanism then the PSK binder val ues can be used
by a passive adversary to nmount an offline dictionary attack on the
password, and even if without the PSK binder and the PSK nechanismis
conmbined with Diffie-Hell man (DH) key establishment, an active
adversary can still offline enunerate the password through a man-in-
the-mddle (MTM attack.

Note that there are already sone early works about PAKE usage in TLS
the Secure Renote Password (SRP) PAKE protocol has been integrated in
prior versions of TLS [ RFC5054], but it does not extend to later TLS
1.3; the Dragonfly PAKE protocol has also been integrated in both
prior versions of TLS and the latest TLS 1.3 [RFC8492]; the
integration of the OPAQUE [I-D.draft-irtf-cfrg-opaque-18] PAKE
protocol with TLS 1.3 has been presented in
[I-D.draft-sullivan-tls-opaque-01]. However, they all do not

consi der PAKE al gorithns negotiation, which is very inportant in
practice, because sone algorithnms may be broken in the future and we
need sone way to negotiate new algorithns. Although PAKE al gorithns
negoti ati on has been nentioned in [I-D.draft-barnes-tls-pake-04], it
only presents the integration of the SPAKE2+ [ RFC9383] PAKE protoco
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with TLS 1.3 assuming that the PAKE al gorithm has been negotiated in
advance. This docunent provides a nechani smthat uses PAKE as an
aut henti cation and key establishnent in TLS 1.3, which supports PAKE
al gorithms negotiation.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses term nol ogy such as client, server, connection,
handshake, endpoint, and peer that are defined in Section 1.1 of
[ RFC8446] .

PAKE Usage in TLS 1.3
This section describes details about PAKE usage in TLS 1. 3.
TLS Extensions

To use PAKE as an authentication and key establishnent nechanismin
TLS 1.3, we define three TLS extensions: "pake_al gorithns",
"pake_share" and "pake_aut h_nodes"

* The "pake_al gorithnms" extension indicates all the PAKE al gorithm
suites supported by the client, it can only appear in ClientHello
and Encrypt edExt ensi on nessages, otherw se peers MJST abort the
handshake with an "illegal paraneter" alert.

* The "pake_share" extension indicates the specific parameters of
PAKE key exchange between both parties, it can only appear in
ClientHell o, ServerHello, and Hel | oRetryRequest nessages,
ot herwi se peers MJST abort the handshake with an
"illegal _paranmeter” alert.

* The "pake_aut h_nodes"” extension indicates the node of PAKE
aut hentication for the server, it can only appear in CientHello
and ServerHell o nessages, otherw se peers MJST abort the handshake
with an "illegal paraneter" alert.

1. PAKE Al gorithms
When sent by the client, the "pake_ al gorithns" extension indicates

PAKE al gorithns which the client supports for authenticated key
exchange, ordered from nost preferred to | east preferred
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The "extension_data" field of this extension contains a
" PAKEAI gori t hnLi st" val ue:

enum {
/* Bal anced PAKE al gorithns */
0x0000~0x3FFF

/* Augnented PAKE al gorithns */
0x4000~0x7FFF

/* Post - Quant um Bal anced PAKE al gorithnms */
0x8000~0xBFFF

[ * Post - Quant um Augnent ed PAKE al gorithns */
0xCO00~0xFFFF
( OXFFFF)

} PAKEAI gorithm

struct {
PAKEAI gori t hm support ed_pake_al gorithns<2..2"16-1>;
} PAKEAI gori t hnli st ;

Here, each PAKE al gorithm suite consists of two part, the first part
is represented by the first byte and specifies different PAKE

al gorithms, and the second part is represented by the second byte and
specifies different ciphersuites for some PAKE al gorithm For
exanple, the first bytes "0x00" and "0x01" represent CPace
[I-D.draft-irtf-cfrg-cpace-13] and SPAKE2 [ RFC9382], respectively;
and the first bytes "0x40" and "O0x41" represent OPAQUE
[I-D.draft-irtf-cfrg-opaque-18] and SPAKE2+ [ RFC9383], respectively.
For the SPAKE2+ algorithmw th the first byte "0x41", the second
byt es "0x00~OxFF" can be used to represent its different ciphersuites
(see Section 4 of [RFC9383]).

As of TLS 1.3, servers are pernmitted to send the "pake_al gorithns"
extension to the client. dients MIST NOT act upon any infornation
found in "pake_al gorithnms" prior to successful conpletion of the
handshake but MAY use the information |l earned froma successfully
compl et ed handshake to change what PAKE al gorithns they use in their
"pake_share" extension in subsequent connections. |If the server has
a PAKE algorithmit prefers to the ones in the "pake_share" extension
but is still willing to accept the dientHello, it SHOULD send
"pake_algorithms" to update the client’ s view of its preferences;
this extension SHOULD contain all PAKE algorithns the server
supports, regardl ess of whether they are currently supported by the
client.
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3.1.2. PAKE Share

The "pake_share" extension contains the endpoint’ s PAKE paraneters.
The "PAKEShareEntry" value is defined as follows:

struct {
PAKEAI gori t hm pake_al gorit hm
opaque pake_nessage<l..2716-1>;
} PAKEShar eEntry;

* The "pake_algorithm' field indicates the PAKE al gorithm used.

* The "pake_nessage" field indicates the PAKE key exchange
information, its contents are determ ned by the specified PAKE
al gorithm as shown bel ow.

struct {
sel ect (pake_algorithm {
case CPace:
opaque dh_share;
opaque associ at ed_dat a;
case SPAKE2:
opaque dh_share;
case OPAQUE
opaque credential _nmessage;
opaque nonce;
opaque dh_share;
case SPAKE2+:
opaque dh_share;

} PAKEN@ssage;

* The "dh_share" field indicates a (EC)DH public elenment that is
determ ned by the specified PAKE al gorithm and the underlying
group. 1) For CPace, the "dh_share" field indicates the value Ya
or Yb in Section 6.2 of [I-D.draft-irtf-cfrg-cpace-13]; 2) for
SPAKE2, this field indicates the value pA or pB in Section 3.3 of
[ RFC9382]; 3) for OPAQUE, this field indicates the val ue
client_public_keyshare or server_public_keyshare in Section 6.1 of
[I-D.draft-irtf-cfrg-opaque-18]; 4) for SPAKE2+, this field
i ndi cates the value shareP or shareV in Section 3.3 of [RFC9383].

* The "associated_data" field for CPace indicates the val ue Aba or
ADb in Section 3.1 of [I-D.draft-irtf-cfrg-cpace-13].

* The "credential nessage" field for OPAQUE i ndicates the val ue

Credenti al Request or Credential Response in Section 6.3.1 of
[I-D.draft-irtf-cfrg-opaque-18].
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* The "nonce" field for OPAQUE indicates the value client_nonce or
server_nonce in Section 6.1 of [I-D.draft-irtf-cfrg-opaque-18].

Note that the "randonmt value of the CientHell o nessage (see
Section 4.1.2 of [RFC8446]) can be used as a uni que session
identifier sid of the CPace al gorithm (see Section 3.1 of
[I-D.draft-irtf-cfrg-cpace-13]).

(1) Inthe dientHell o nessage, the "extension_data" field of this
extension contains a "PAKEShareC ientHello" val ue:

struct {
opaque client_identity<0..2"16-1>;
PAKEShar eEntry client_shares<0..2"16-1>;
} PAKEShar eC i ent Hel | o;

* The "client _identity" field indicates a client’s identity used in
t he PAKE al gorithm

* The "client _shares" field contains a list of offered
PAKEShar eEntry val ues in descendi ng order of client preference.

The contents of "client_shares" field MAY be enpty if the client is
requesting a Hell oRetryRequest. Each PAKEShareEntry val ue MJST
correspond to a PAKE algorithmoffered in the "pake_al gorithns"

ext ensi on and MUST appear in the sane order. However, the val ues MAY
be a non-contiguous subset of the "pake_al gorithns" extension and MAY
omt the nost preferred PAKE algorithnms. Such a situation could
arise if the nost preferred PAKE al gorithns are new and unlikely to
be supported in enough places to nake pregenerati ng PAKE shares for
them efficient.

Clients can offer as many PAKEShareEntry val ues as the nunber of
supported PAKE algorithns it is offering, each representing a single
set of PAKE key exchange paraneters. For instance, a client mght
of fer shares for several PAKE algorithns. The "pake_nessage" val ues
for each PAKEShareEntry MJST be generated independently. dients
MUST NOT offer nultiple PAKEShareEntry val ues for the same PAKE
algorithm Cients MIUST NOT of fer any PAKEShareEntry val ues for PAKE
algorithnms not listed in the client’ s "pake_al gorithns" extension
Servers MAY check for violations of these rules and abort the
handshake with an "illegal paraneter" alert if one is violated. In
addition, servers MJST verify that (1) the list of client shares to
see if there is one with the provided "client_identity" value, and
(2) if the "pake_nessage" contents in the "client_shares” field are

valid (e.g., valid group elenents). |If either of these checks fails,
then servers MJUST abort the handshake with an "illegal paraneter"”
alert.
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(2) In a Hell oRetryRequest nessage, the "extension_data" field of
this extension contains a "PAKEShareHel | oRet ryRequest" val ue:

struct {
PAKEAI gorithm sel ect ed _pake_al gorithm
} PAKEShar eHel | oRet r yRequest ;

If a client receives a second Hell oRetryRequest in the sane
connection (i.e., where the ClientHello was itself in response to a
Hel | oRetryRequest), it MJST abort the handshake with an

"unexpect ed_nessage" alert. Upon receipt of this extension in a

Hel | oRetryRequest, the client MJUST verify that (1) the

"sel ected_pake_al gorithm' field corresponds to a PAKE al gorithm which
was provided in the "pake_al gorithns" extension in the origina
ClientHello, and (2) the "sel ected_pake_algorithnt field does not
correspond to a PAKE al gorithm which was provided in the "pake_share"
extension in the original CientHello. |If either of these checks
fails, then the client MJST abort the handshake with an

"illegal _paranmeter” alert. Oherw se, when sending the new
ClientHell o, the client MJST replace the original "pake_share”
extension with one containing only a new PAKEShareEntry for the PAKE
algorithmindicated in the "sel ected pake_ algorithm field of the
triggering Hell oRetryRequest.

(3) In a ServerHell o nessage, the "extension_data" field of this
extensi on contai ns a PAKEShareServerHel | o val ue:

struct {
opaque server _identity<0..2"16-1>;
PAKEShar eEntry server_share;

} PAKEShar eSer ver Hel | o;

* The "server_identity" field indicates a server’s identity used in
the PAKE al gorithm

* The "server_share" field contains a single PAKEShareEntry val ue
that is in the same PAKE algorithmas one of the client’ s shares.

Upon receipt of the dientHell o message, servers use the

"client _identity" value to determne if there is a PAKE registration
record in their database, if not, servers MAY reply with a fake PAKE
response to prevent active client enuneration attacks (see

Section 3.1.4); if so, servers reply with a normal PAKE response
contai ning a "pake_share" extension in the ServerHell o nessage as
descri bed bel ow.
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I f using PAKE key establishment, servers offer exactly one
PAKEShareEntry in the ServerHello. This value MJST be in the sane
PAKE al gorithm as the PAKEShareEntry value offered by the client that
the server has selected for the negoti ated PAKE key exchange.

Servers MJST NOT send a PAKEShareEntry for any PAKE al gorithm not
indicated in the client’ s "pake_al gorithns" extension. If using PAKE
key establishment and a Hel | oRet ryRequest containing a "pake_share"
ext ensi on was received by the client, the client MJST verify that the
sel ected PAKEAl gorithmin the ServerHello is the sane as that in the
Hel | oRetryRequest. If this check fails, the client MJUST abort the
handshake with an "illegal paraneter” alert. |In addition, the client
MUST verify that (1) the "server identity" value to see if it is the
target server’s name, and (2) if the "pake_message" content in the

"server_share" field is valid (e.g., a valid group elenment). If
either of these checks fails, then the client MJST abort the
handshake with an "illegal paraneter" alert.

3.1.3. PAKE Aut hentication Mdes

In order to use PAKE, clients MJST al so send a "pake_aut h_nodes"
extension. The semantics of this extension are that the client wants
to identify which authentication nodes will be used, and its content
MAY be nmultiple authenticati on nodes. The "extension data" field of
this extension contains a "PAKEAut hMbdes" val ue:

enum {
pake_auth (0),
pake certificate auth (1),
(255)

} PAKEAut hMbde;

struct {
PAKEAut hMbde aut h_npdes<l1. . 255>;
} PAKEAut hMbdes;

* The "pake_auth" node indicates PAKE-only authentication. In this
nmode, the server MJUST NOT send the Certificate, CertificateVerify
and CertificateRequest messages.

* The "pake_certificate auth" node indicates PAKE authentication
conbined with certificate authentication. 1In this node, the
server MJST send the Certificate and CertificateVerify nessages to
conduct certificate-based server authentication, and optionally
sends the CertificateRequest nmessage if certificate-based client
aut hentication is desired.
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A client MJST provide a "pake_aut h_nodes" extension if it offers
"pake_al gorithns" and "pake_share" extensions. |If clients offer
"pake_al gorithns" and "pake_share" w thout a "pake_auth_nodes”
extension, servers MJST abort the handshake with an

"illegal _paraneter" alert. Servers MJST provide only one

aut henti cation node in the "pake_auth_npbdes" extension to

unanbi guously identify which node was sel ected, but MJUST NOT sel ect

an aut hentication node that is not listed by the client. |If servers
of fer "pake_share"” without a "pake_auth_npdes" extension, clients
MUST abort the handshake with an "illegal paraneter” alert.

3.1. 4. Enunerati on Preventi on

If there is not a PAKE registration record on the server and the
server directly aborts the handshake with an "ill egal _paraneter”
alert, then this will provide an attacker with an oracle for client
identities, that allows the attacker to | earn whether there exists a
PAKE registration record for the given "client identity" value. To
prevent this active client enuneration attack, the server can
generate a fake PAKE response as foll ows.

* Select the first pake algorithmthat is supported by both the
client and the server

* O fer a "pake_share" extension in the ServerHell o nessage, which
includes the "server_identity", the selected "pake_al gorithm and
the associ ated "pake_nessage" values. Here, the "dh_share" field
of the "pake_nmessage" can be generated by picking a value at
random fromthe set of all valid DH shares of the selected
pake al gorithm for OPAQUE, the "credential nessage" field of the
"pake_nessage" can be generated according to Section 6.3.2.2 of
[I-D.draft-irtf-cfrg-opaque-18] to contain a fake
Credenti al Response.

* Conpl ete the renmmi nder of the protocol as usual

As a result, the normal and fake PAKE responses are indistinguishable
fromone another, and the client cannot figure out whether the given
"client _identity" value has a PAKE registration record on the server
upon receiving the ServerHello and server’s Finished nessages. The
verification of the server’s Finished nessage will fail with

overwhel ning probability, since the server’s DH share is a randomy
pi cked value. However, the unsuccessful verification make the
attacker only know whether a given (client_identity, password) pair
is correct, and it cannot be used by the attacker to | earn whether
the client identity is an unregistered client identity.
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3.2. Key Schedul e

Based on the PAKE paraneters exchanged in the dientHello and
ServerHello, the client and server execute the negotiated PAKE
protocol to derive a PAKE shared secret, which is denoted by
pake_shared_secret.

* For CPace, this secret indicates the value |SK in Section 6.2 of
[I-D.draft-irtf-cfrg-cpace-13].

*  For SPAKE2, this secret indicates the concatenated value Ke || Ka
in Section 3.3 of [RFC9382].

* For OPAQUE, this secret indicates the concatenated val ue Kn2 |
KnB || session_key in Section 6.4.3 and Section 6.4.4 of
[I-D.draft-irtf-cfrg-opaque-18].

* For SPAKE2+, this secret indicates the value K main in Section 3.3
of [ RFC9383].

As shown bel ow, the "pake_shared_secret” value is used as the

"(EC)DHE" input to the TLS 1.3 key schedul e, and the remaining
process of the key schedul e i s unchanged.
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0
I

%
PSK -> HKDF-Extract = Early Secret

S > Derive-Secret(...)
R S > Derive-Secret(...)
oo - > Derive-Secret(...)
|
v

Derive-Secret(., "derived", "")
I
v

pake_shared_secret -> HKDF-Extract = Handshake Secret

NANNNNNNNNNNNNNNNNN |

R > Derive-Secret(...)
fommm - > Derive-Secret(...)
I
v

Derive-Secret (., "derived", "")
|
v

0 -> HKDF- Extract = Master Secret
I

+----- > Derive-Secret(...)
Fomm - > Derive-Secret(...)
+----- > Derive-Secret(...)
+--- - > Derive-Secret(...)

3.3. Authentication Messages

In this nmechani sm PAKEs are used for both password authentication
and key establishnment, the derived PAKE shared secret is fed into the
TLS 1.3 key schedul e, and PAKE-based authentication is finally
confirnmed by the validation of the Finished nessage.

Not e t hat PAKE-based authentication is conpatible with server-side
certificate authentication. |If the client specifies a "pake_auth"
mode in the "pake_aut h_npdes" extension, then the server does not
need to send Certificate and CertificateVerify messages, and only
needs to send a Finished nessage to perform server-side PAKE
authentication. |If the client specifies a "pake_certificate_auth"
nmode in the "pake_aut h_nodes" extension, or specifies "pake_auth" and
"pake_certificate_auth" nodes and the server selects the latter one,
then the server needs to send Certificate and CertificateVerify
messages to conduct server-side certificate authentication, and send
a Finished nessage to perform server-side PAKE aut henti cati on.
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PAKE- based aut hentication is also conpatible with client-side
certificate authentication, because the server can optionally send a
CertificateRequest nmessage to the client. |If the client receives a
CertificateRequest nmessage, it needs to send Certificate and
CertificateVerify messages to conduct client-side certificate

aut henti cation, and send a Finished nessage to performclient-side
PAKE aut hentication; otherwi se only the Finished nessage needs to be
sent.

4. Security Considerations
4.1. dient Enuneration

Client enuneration denotes attacks where the attacker attenpts to

| earn whether a given client identity has a PAKE registration record
on a server. These attacks are mgrated by requiring servers to
process non-existent client identities in a way that is

i ndi stinguishable fromtheir behavior with registered clients.

4.2. Key Confirmation

Because t he key exchange transcript specified in TLS 1.3 is a
superset of the transcript as defined in PAKEs, the explicit key
confirmati on of PAKEs can be achieved by the TLS 1.3 Finished
messages W t hout generating and verifying the PAKES'’ own key
confirmati on MACs additionally.

5. 1 ANA Consi derations

Thi s docunent defines three new TLS extension types

"pake_al gorithns", "pake_share" and "pake_auths" with the foll ow ng
contents (see Table 1), and requests that | ANA add the three val ues
to the "TLS Extensi onType Val ues" Regi stry defined in [ RFC8446] and
[ RFC8447] .

F el e oo s, et e e
| Value | Extension Nanme | TLS 1.3 | Reference

B e sl ool oo oo °}
| TBDL | pake_algorithns | CH EE | PRF XXXX |
+------- I i T i i F-- - - - +
| TBD2 | pake_share | CH SH, HRR | PRF XXXX |
+------- I I I I +
| TBD3 | pake_auth_nodes | CH, SH | PRF XXXX |
+------- I I I I R +

Table 1: New TLS Extension Types

6. References
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