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Abst ract

Thi s docunment introduces a Certificate Validation extension and a
Certificate Hash extension in the Online Certificate Status Protocol
(OCsSP) request nessage and response nessage, respectively. OCSP is
used to check the status of a certificate, and these two extensions
are used to check the validity of that certificate.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

In sone secure protocols (e.g., TLS [ RFC8446], |Psec [RFC6071]), the
X.509 v3 certificate is the nbst comonly used neans to authenticate
the peer’s identity. The validity of a certificate can be checked by
relying parties by using a locally stored trust anchor and the
received certificate chain. Moreover, relying parties can al so use
Online Certificate Status Protocol (OCSP) [ RFC6960] or Certificate
Revocation List (CRL) [RFC5280] to check the status of that
certificate.

Today, a | arge nunber of network devices across different vendors (or
different trust dommins) need to connect securely. For exanple, the
first use case is that a user equipnment (UE) roans onto a visited

net work, secure connection needs to be established between the
visited network and the UE' s home network for authentication and

ot her services; the second use case is that in the 5G service-based
architecture (SBA), network functions (NFs) from various vendors can
interact with each other through secure connection for
confidentiality and integrity.
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This makes the certificate validation nore conplex, since it requires
every device to configure a list of trusted CAs and transmit the
certificate chain. Moreover, factors such as CA changes further
conplicate the process. 1In the post-quantumera, the public key and
signature sizes of post-quantumalgorithns are significantly |arge
conpared to that of classical algorithns, |eading to excessively

| arge post-quantumcertificates. This, in turn, results in higher
transm ssion costs for certificate chains, thereby affecting the
speed of secure connection establishment.

Thi s docunent provides a nechanismthat uses the extended OCSP to
additionally check the validity of a certificate, wthout
transmtting and verifying the entire certificate chain.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. COCSP Extensions

The nessage formats for OCSP requests and responses are defined in

[ RFC6960]. [RFC6960] al so defines the standard extensions for OCSP
messages followi ng X 509 v3 certificate extensions (see [ RFC5280]).
Thus, each such extension requires an O D, a criticality flag, and

ASN. 1 syntax as defined by the O D.

Thi s docurment defines two new OCSP extensions: Certificate Validation
extension in the OCSP request nessage and Certificate Hash extension
in the OCSP response message. The criticality flags for these two
extensions are optional: per Section 4.4 of [RFC6960], support for
all OCSP extensions is optional. |If the OCSP responder does not
understand the requested extension, it will provide the baseline
validation of the certificate.

3.1. OCSP Request Extension

An OCSP requestor MAY wish to use this extended OCSP to additionally
check the validity of a certificate. To do so, it SHOULD use an
extension with the O D id-pkix-ocsp-cert-valid and the extnVal ue
CertificateValidation. This extension is included as one of the
request’s singl eRequest Extensions; it carries the preferred hash
algorithms that will be used by the OCSP responder to conpute the
requested certificate s hash
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i d- pki x-ocsp-cert-valid OBJECT IDENTIFIER ::= { id-pkix-ocsp 11 }
CertificateValidation ::= SEQJENCE OF PreferredHashAl gorithm
Pref erredHashAl gorithm::= Al gorithmdentifier

The syntax of Algorithmidentifier is defined in Section 4.1.1.2 of
[ RFC5280] .

The client MJUST support each of the specified preferred hash
al gorithms, and the client MJUST specify the algorithns in the order
of preference, fromthe nost preferred to the | east preferred.

3.2. OCSP Response Extension

An QOCSP responder MAY maxim ze the potential for ensuring
interoperability by selecting a supported hash al gorithm using the
foll owi ng order of precedence, as long as the selected al gorithm
meets all security requirenments of the OCSP responder, where the
first selection nechani smhas the highest precedence:

* Select an algorithmspecified as a preferred hash algorithmin the
requestor’s request.

* Select a mandatory or recomrended hash al gorithm which is SHA-256
specified in this docunent.

If the OCSP responder does understand the requested extension, it
SHOULD use an extension with O D id-pkix-ocsp-cert-hash and the
extnVal ue CertHash. This extension is included as one of the
response’s singleExtensions; it carries a certificate hash that is
requested by the OCSP requestor.

i d- pki x-ocsp-cert-hash OBJECT IDENTIFIER ::= { id-pkix-ocsp 12 }
Cert Hash ::= SEQUENCE {

hashAl gorithm Al gorithmdentifier,

cert Hash OCTET STRI NG OPTI ONAL }

* The "hashAl gorithmt field indicates a supported hash al gorithm
sel ected by the OCSP responder

* The "certHash" field contains the hash val ue of the requested
certificate, which is conputed over the entire DER-encoded
certificate including the signature. The hash algorithmused to
conpute the "certHash" value is specified in the "hashAl gorithnt
field.
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For an OCSP request with the id-pkix-ocsp-cert-valid extension, if
the status of a requested certificate is unknown or revoked (non-

i ssued), then the OCSP responder SHOULD i ncl ude the id-pkix-ocsp-
cert-hash extension in the singleExtensions field of the
correspondi ng Si ngl eResponse, and the value of the extension SHALL be
NULL.

OCSP Cert| D Update

Recal | that Section 4.1.1 of [RFC6960] defines a struct CertID to
identify a certificate, and the "issuerKeyHash" field of this struct
is often conputed fromthe issuer’s certificate. As said that in
Section 4.1.2 of [RFC6960], the primary reason to use the hash of the
CA's public key in addition to the hash of the CA's nane to identify
the issuer is that it is possible that two CAs may choose to use the
same Name (uniqueness in the Nane is a recomendation that cannot be
enf orced).

However, if the nanes of different CAs are unique, then only the hash
of CA's name can identify the issuer. |In this case, it should be
better to set the "issuerKeyHash” field to be optional as shown

bel ow, so the CertlID val ue can be constructed only froma single end-
entity certificate.

Cert1 D ::= SEQUENCE ({
hashAl gorithm Al gorithm dentifier,
i ssuer NameHash OCTET STRING -- Hash of issuer’s distinguished name (DN)
i ssuer KeyHash OCTET STRI NG OPTI ONAL, -- Hash of issuer’s public key

seri al Nurrber CertificateSerial Nunber }

Therefore, when receiving only the end-entity certificate, the CertlD
val ue (where the "issuerKeyHash" field is NULL) can be constructed
without transm ssion of the entire certificate chain. Furthernore,
the constructed Certl D can be used with the extended OCSP to query
both the status and the hash of the received certificate, which wll
be used to check whether the certificate is invoked and valid,
respectivel y.
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