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Abst ract

Thi s docunent defines a set of cryptographic transforns for use in
the Internet Key Exchange Protocol version 2 (IKEv2). The transforns
are based on | SO and Chi nese cryptographic standard al gorithns
(called "ShangM " or “SM’ algorithms).

The use of these algorithms with KEv2 is not endorsed by the | ETF.
The SM algorithms is | SO standardi zati on and are mandatory for some
scenario in China, so this document provides a description of howto
use the SMalgorithnms with | KEv2 and specifies a set of cryptographic
transforns so that inplenenters can produce interworking

i mpl ement ati ons.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-guo-ipsecmne-ikev2-using-
shangmi /.

Di scussion of this docunent takes place on the ipsec Wrking G oup
mailing list (mailto:ipsec@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ipsec/. Subscribe at
https://ww.ietf.org/mailman/listinfol/ipsec/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

I nt roducti on

Thi s docunent describes a nunmber of new transforns and a new

aut henti cation nmet hod using SM2 signature and SM3 hash function for

| KEv2 ([ RFC7296]), based on | SO and Chi nese cryptographic standard
algorithms ("SM' algorithns) for encryption, hash function, digital
signature, and key exchange nmethod. Wth the definition in this
docunent, the SM al gorithns can be used to inplenent |PSec protocols.

For a nore detailed introduction to SM cryptographic al gorithns,

pl ease see Section 1.1. These transforns follow the | KEv2
requirenents. Specifically, all the encryption transfornms use SMA in
different encryption node (e.g. CBC node, (Gal oi s/ Counter (GCM node
or Counter with CBC-MAC (CCM npde) . The key exchange mechani sm
utilizes Elliptic Curve Diffie-Hell man Epheneral (ECDHE) over the SM2
elliptic curve, and the signature algorithm conbines the SMB hash
function and the SM2 el liptic curve signature schene.

1. The SM Al gorithns

Several different SM cryptographic algorithns are used to integrate
with KEv2, including SM2 for key exchange and aut hentication, SM4
for encryption, and SM3 as the hash function.

SM2 is a set of cryptographic algorithns based on elliptic curve
cryptography, including a digital signature, public key encryption
and key exchange schenme. |In this docunent, only the SM2 digital
signature al gorithm and basi c key exchange schene are invol ved, which
have al ready been added to | SO | EC 14888-3: 2018 [I SO SM2] (as well as
to [ GBT. 32918. 2-2016]). The paraneter definition of SM2 is described
in [GBT.32918.5-2017]. SM4 is a block cipher defined in

[ GBT. 32907-2016] and now i s being standardi zed by 1SOto I1SO1IEC
18033-3: 2010 [I1SO-SM4]. SMB is a hash function that produces an
output of 256 bits. SMB has al ready been accepted by 1SOin ISOIEC
10118-3: 2018 [I SO SM3] and has al so been descri bed by

[ GBT. 32905- 2016] .

Caution: This specification is not a standard and does not have | ETF
community consensus. It makes use of cryptographic algorithms that
are national standards for China, as well as ISQ|EC standards (ISQO
| EC 14888-3:2018 [1 SO SM2], |SOIEC 18033-3:2010 [I1SO SM4] and | SO
| EC 10118-3:2018 [ISO-SM3]). Neither the | ETF nor the I RTF has

anal yzed that algorithmfor suitability for any given application,
and it may contain either intended or unintended weaknesses.
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2.

3.

3.

3.

3.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Transfornms Description
1. Encryption Transforns

The new encryption transforms introduced in this docunent add three
encryption algorithns: ENCR_SMA CBC, ENCR SM4_GCM and ENCR_SM4_CCM

ENCR SMA_CBC is encryption transform based on SMi4 for SMA[ | SO SMA]
and [ GBT. 32907-2016] encryption al gorithm usi ng CBC node.

ENCR_SMA_GCM (Transform I D XX) and ENCR_SMA_CCM (Transform I D XX) are
AEAD transforns based on SMA ci pher in Gal oi s/ Counter node and SM4

ci pher in Counter with CBC- MAC node, respectively. The hash function
for both cipher suites is SM3 ([ISO SM3]).

1.1. ENCR SW4_CBC

The specification of ENCR SMA_ CBC is as follows: The CBC (G pher

Bl ock Chaining) node is defined in [N ST. SP. 800-38A] and utilized
with the SMAd algorithmin the follow ng sections. The input

pl ai nt ext of SM4-CBC MJST be a nmultiple of the block size, which is
128-bits in SMi. SMA-CBC requires an additional input, the IV, that
is unpredictable for a particular execution of the encryption
process. The |V does not have to be secret. The IV itself, or
criteria enough to determine it, MAY be transmtted with ciphertext.

A sinple test vector of ENCR _SMA CBC is given in Appendix A of this
docunent .

1.2. ENCR_SM4_GCM

The ENCR _SMA_GCM aut henticated encryption algorithmis defined in
[GCM, using SMA as the bl ock cipher, by providing the key, nonce,

pl ai ntext, and additional associated data to that node of operation.
An aut hentication tag conforming to the requirenents of |IKEv2 as
specified in [ RFC5282] MJST be constructed using the partial contents
of the I KEv2 nessage, starting fromthe first octet of the Fixed |IKE
Header through the | ast octet of the Payl oad Header of the Encrypted
Payl oad (i.e., the fourth octet of the Encrypted Payload). This

i ncl udes any payl oads that are between the Fixed | KE Header and the
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Encrypted Payl oad. The additional data input that forns the

aut hentication tag MIUST be the partial contents of the | KEv2 nessage,
starting fromthe first octet of the Fixed | KE Header through the

| ast octet of the Payl oad Header of the Encrypted Payload (i.e., the
fourth octet of the Encrypted Payload). This includes any payl oads
that are between the Fixed | KE Header and the Encrypted Payl oad. The
ENCR_SMA_GCM has four inputs: an SM4 key, an initialization vector
(IV), a plaintext content, and optional additional authenticated data
(AAD). ENCR SMA_GCM generates two outputs: a ciphertext and nessage
aut henti cati on code.

The input and output lengths are as follows:
The SMA key length is 16 octets.
The max plaintext length is $27{36} - 31$ octets.
The max AAD length is $27{61} - 1% octets.
The nonce length is 12 octets.
The authentication tag length is 16 octets.
The max ci phertext length is $27{36} - 15% octets.
The nonce is generated by the party perform ng the authenticated
encryption operation. Wthin the scope of any authenticated
encryption key, the nonce value MJST be unique. That is, the set of
nonce val ues used with any given key MJST NOT contain any duplicates.
Using the same nonce for two different nessages encrypted with the
same key destroys the security properties of GCM node

3.1.3. ENCR SMi_CCM
The ENCR _SMA_CCM aut henticated encryption algorithmis defined in
[CCM using SM4 as the bl ock cipher. The generation of the
aut hentication tag MJUST conformto | KEv2 (See [ RFC5282]) as descri bed
in the above paragraph. ENCR SM4_CCM has four inputs: an SMA key, a
nonce, a plaintext, and optional additional authenticated data (AAD).
ENCR_SMA_CCM generates two out puts: a ciphertext and a nessage
aut henti cati on code.
The input and output lengths are as foll ows:
The SMA key length is 16 octets.

The max plaintext length is $27{24} - 1$ octets.
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The max AAD length is $27{64} - 1% octets.
The max ciphertext length is $27{24} + 15% octets

To have a common set of terns for ENCR _SMA _GCM and ENCR _SM4_CCM
the ENCR _SMI_GCM IV is referred to as a nonce in the remai nder of
thi s docunent.

A simple test vector of ENCR _SM4_GCM and ENCR _SMA_CCM i s given in
Appendi x A of this docunent.

3. 2. Pseudorandom Functi on Transform

Thi s specification defines a new transform of Type 2 (Pseudorandom
Function Transform | Ds):

PRF_HVAC SMB (Transform I D XX). The PRF uses the SM3 hash function
with a 256-bit output defined in [I SO SM3] and [ GBT. 32905-2016] and
with HVAC construction. The PRF has a 256-bit block size and a
256-bit out put | ength.

PRF_ HMAC SM3 i s hash-based nessage authentication code (or HVAC),
which is defined in [ RFC2104], using SM3 as the hash function. The
PRF_ HMAC SM3 has two inputs: HVAC key and the plaintext. The output
of PRF_ HVAC SMB is 256 bits.

3.3. Integrity Algorithm Transform

Thi s specification defines a new transformof Type 3 (Integrity
Al gorithm Transform | Ds):

AUTH HVAC SMB (Transform I D XX). The MAC uses the SM3 hash function
with a 256-bit output defined in [I SO SM3] and [ GBT. 32905-2016] and
wi th HVAC construction. AUTH HVAC SM3 is specified as described in
2. 2.

Wiile no fixed key length is specified in [RFC2104], this
specification requires that when used as an integrity/authentication
algorithm a fixed key length equal to the output |ength of the hash
functions MJUST be supported, and key | engths other than the output

| ength of the associated hash function MJUST NOT be supported. These
key length restrictions are the same with HVAC SHA- 256 (see [ RFC4868]
Sec2.1.1).
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3.4. Key Exchange Method Transform

Thi s specification defines one new transform of Type 4 (Key Exchange
Met hod Transform I Ds): curveSM2. This transformuses a fixed
elliptic curve paraneter set defined in [ GBT.32918.5-2017]. The
specification of curveSM2 is defined in clause 3.2 of RFC 8998

[ RFC8998] as ” curveSM2” , which is used to define new ci pher suites
for TLS 1.3 protocol

I mpl enent ati ons of the key exchange nechanismdefined in this
docunent MUST conformto what [ GBT.32918.5-2017] requires; that is to
say, the only valid elliptic curve parameter set for the ” curveSw”
key exchange is defined as foll ows:

curveSM2: A prime field of 256 bits.
$y"2 = x"3+ ax + b$

p = FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFF

a = FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF
FFFFFFFC

b = 28E9FA9E 9DOF5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92 DDBCBD41
4D940E93

n = FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21060528 53BBF409
39054123

&x = 32C4AE2C 1F198119 5F990446 6A39C994 8FE30BBF F2660BE1 715A4589
334C74C7

Gy = BC3736A2 FAF6779C 59BDCEE3 6B692153 DOA9877C C62A4740 02DF32E5
2139F0A0

4. Aut hentication Method

This section specifies the use of the SM2 signature algorithmas the
aut henti cation nmethod for | KEv2 protocol

The SM2 signature algorithmis defined in [1SOSM]. The SM
signature algorithmis based on elliptic curves. The SM2 signature
algorithmuses a fixed elliptic curve paraneter set defined in

[ GBT. 32918. 5-2017]. This curve is named "curveSM2" as defined in
section 2. 4.
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I mpl enent ati ons of the signature scheme mechani smdefined in this
docunent MUST conformto what [GBT.32918.5-2017] requires.

5. Hash Al gorithns

The SM2 digital signature algorithmuses the SMB hash functions
defined in [1 SO SMB] and [ GBT. 32905-2016]. This specification
defines one new value for the "I KEv2 Hash Al gorithms" registry: SM3
(value XX) for the SMB hash function with a 256-bit output |ength.

The specification of SMB is defined as foll ows:

The SMB algorithmis intended to address nultiple use cases for
commer ci al cryptography, including, but not limted to: - the use of
digital signatures and their verification; - the generation and
verification of nessage authenticity codes; as well as - the
generation of random nunbers.

SMB has a Merkl e-Dangard construction and is simlar to SHA-2

[ NI ST. FI PS. 180- 4] of the MM [RFC6150] famly, with the addition of
several strengthening features including a nore conplex step function
and stronger nessage dependency than SHA-256 [ RFC6234]. SMB produces
an out put hash value of 256 bits | ong, based on 512-bit input nessage
bl ocks, on input lengths up to 22(m [GBT.32905-2016]. This details
the SMB algorithmand its internal steps can be find in

[ GBT. 32905-2016] .

6. | ANA Consi derations

I ANA maintains a registry called "Internet Key Exchange Version 2
(I KEv2) Parameters” with subregistries like "Transform Type Val ues"”,
“I KEv2 Authentication Method” and “IKEv2 Hash Algorithns” .

Thi s docunent describes 3 new encryption transforns, 1 pseudorandom
function transform 1 integrity algorithmtransform 1 key exchange
met hod transform and a new aut hentication nethod using SM2 signature
and SM3 hash function for | KEv2 ([ RFC7296]).

I ANA is requested to assign 3 new TransformIDs to the "Transform
Type 1 - Encryption Al gorithm Transform | Ds" subregistry,
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[ ool oo e sy oo o sl s e
| Nurber | Nane | ESP Reference | | KEv2 Reference |
E S sty s s e, sl
| TBD | ENCR_ SM4_CBC | TBD | TBD |
F-------- I I i I +
| TBD | ENCR SMA_GCM | TBD | TBD |
I i I I I T I i IR +
| TBD | ENCR SM4_CCM | TBD | TBD |
+---- - - - I i T S I I e I T +

Table 1

1 TransformID to the “Transform Type 2 - Pseudorandom Functi on
Transform I Ds” subregistry,

B Sty Ly e, s el
| Nurber | Nane | ESP Reference | | KEv2 Reference |
[ e oo e s oo s sl e e
| TBD | PRF_HVAC SMB | TBD | TBD |
+-------- I i I i I I I +

Table 2

1 TransformID to the “Transform Type 3 - Integrity Al gorithm
Transform I Ds” subregistry,

B e s oo sl s sl
| Nunber | Name | ESP Reference | | KEv2 Reference |
[ el Sl el gl ————(———r———r Ll o
| TBD | AUTH HVAC SMB | TBD | TBD |
I I I e I i IR +

Table 3

1 TransformID to the “Transform Type 4 - Key Exchange Met hod
Transform IDs” subregistry,

[ ool ool oo oo s sl sl ]
| Nurber | Nane | ESP Reference | | KEv2 Reference |
B ety Lol el e ety
| TBD | curveSM2 | TBD | TBD |
F----- - - R I I T I I +

Table 4

1 new Aut hentication Method to the “IKEv2 Authenticati on Method”
subregistry,
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7

8.

8.

[ ool s, e e

| Value | Authentication Method | Reference

[ el el el

| TBD | curveSm | TBD |

+------- I I I I I ] I +
Table 5

and 1 new Hash function to the “IKEv2 Hash Al gorithns” subregistry.

=4 ————————————————{———————————+

| Value | Hash Algorithm | Reference

[ ool s e sl s

| TBD | SM3 | TBD |

+------- i T F--- - - - +
Table 6

Security Considerations

At the time of witing, there are no known weak keys for SM
cryptographic algorithns SM2, SM3 and SM4, and no security issues
have been found for these al gorithns.

A related work [ CQCY21] anal yzed the security of SM2 algorithm, and
the cryptanalysis results shows that SM2 is existentially unforgeable
agai nst adaptively chosen-nessage attacks in the generic group node
if the underlying hash function is uniformand collision-resistant
and t he underlying conversion function is al nost-invertible.

Besi des, SM2 is secure against the generalized key substitution
attacks if the underlying hash functions H and h are nodel ed as non-
pr ogr ammabl e random or acl es (NPRGs) [ZYZC15].

As a result of the increasing preval ence and exploitation of side-
channel attacks ([JYW2O0], [WDWL8], [LZHZ18]), the SM4 algorithmis
now confronted with significant threats when utilized in smart cards
and ot her cryptographic devices. However, these attacks can be
mtigated through the inplenmentation of side-channel protection

([ zCC24], [Sz24], [SCz24], [JUP23]). On the other hand, the classic
cryptanal ysis techniques are not applicable to the entire cipher and
are inpractical, do not conpronise the overall security of SM4.
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Appendi x A. Test Vectors

Al'l values are in hexadecimal and are in network byte order (big

endi an) .

A 1. SM4_CBC Test Vectors

key: 0123456789ABCDEFFEDCBA9876543210

i v : FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

in: 0123456789ABCDEFFEDCBA9876543210

out : FOA2BO7E64DD2C2590F93E4EDDIOFBB4

A 2. SM4A_GCM Test Vectors

Initialization Vector : 00001234567800000000ABCD
Key : 0123456789ABCDEFFEDCBA9876543210

Pl ai nt ext

1 AAAAAAAAAAAAAAAABBBBBBBBBBBBBBBB

(CCOCCOCCOCCOCCCCDDDDDDDDDDDDDDDD EEEEEEEEEEEEEEEEFFFFFFFFFFFFFFFF

EEEEEEEEEEEEEEEEAAAAAAAAAAAAAAAA

Guo, et al.
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Associ at ed Dat a : FEEDFACEDEADBEEFFEEDFACEDEADBEEFABADDAD2
G pher Text : 17F399F08C67D5EE19D0DC9969CABB7D
SFD46FD3756489069157B282BB200735 D82710CASC22FO0CCFA7CBFI93D496AC15
A56834CBCF98C397B4024A2691233B8D
Aut henti cation Tag : 83DE3541E4C2B58177E065A9BF7B62EC
A. 3. SMA_CCM Test Vectors
Initialization Vector : 00001234567800000000ABCD
Key : 0123456789ABCDEFFEDCBA9876543210
Pl ai nt ext : AAAAAAAAAAAAAAAABBBBBBBBBBBBBBBB

COCCCCCCCCOCCCCCDDDDDDDDDDDDDDDD EEEEEEEEEEEEEEEEFFFFFFFFFFFFFFFF
EEEEEEEEEEEEEEEEAAAAAAAAAAAAAAAA

Associ at ed Dat a : FEEDFACEDEADBEEFFEEDFACEDEADBEEFABADDAD2

Ci pher Text : 48AF93501FA62ADBCD414CCE6034D895

DDA1BF8F132F042098661572E7483094 FD12E518CE062C98ACEE28D95DF4416B

ED31A2F04476C18BB40C84A74B97DC5B

Aut hentication Tag : 16842D4FA186F56AB33256971FA110F4
A 4. SM3 Test Vectors

in: 616263

out: 66c¢7f0f 462eeedd9d1f 2d46bdc10e4e24167c4875cf 2f 7a2297da02b8f 4ba8e0
A 5. AUTH HVAC SM3 Test Vectors

Key: 00112233445566778899AABBCCDDEEFF

i n: abcdbcdecdef def gef ghf ghi ghi j hi j ki j kl j kl nkl ml nrmomopnopq

out: DC813339153491AD81477754EB3DFO0DBB3CC3E6A69FICACCE737DB7EG61342FF
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