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Abst ract

Thi s docunent specifies a set of standardi zed BGP comunity to signha
inter-AS routing security policy intent. The initial focus is on
RPKI - based Route Origin Validation (ROV) using ROAs [ RFC6482]

[ RFC6811] [RFC9582]. ROV produces validation outcones such as
"Valid", "lnvalid", and "Not Found", but the operational treatnent of
"Not Found" and sinilar anbi guous cases is entirely a matter of |oca
policy and often differs across networKks.

Thi s docunent defines transitive comunity that allows an Origin AS
to explicitly express its security policy expectations regardi ng how
its own originated routes SHOULD be treated when downstream

Aut ononobus Systens (ASes) perform ROA-based origin validation. A
typical exanple is an Oigin AS indicating a preference for strict
handl i ng of anbi guous validation outconmes (e.g., NotFound) for its
prefixes.

Unli ke validation states, these community does not assert

correctness, authorization, or RPKI deployment status, which is
confront to [AVO D RPKI - STATE-I N-BGP]. Instead, they conmunicate
origin-declared policy intent to all downstream ASes, enabling them
to correlate this intent with locally derived validation results. By
enabling explicit signaling of security expectations without
exporting validation state, this mechani smallows downstream ASes to
make nore infornmed policy decisions while reducing the risk of

acci dental outages caused by m salignment between origin expectations
and downstream | ocal policies

The mechanismis orthogonal to existing routing security validation
technol ogi es and does not alter their semantics or depl oynent nodels.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Inter-domain routing security nmechanisnms intentionally separate
validation frompolicy. Wile this separation inproves robustness,
it also creates persistent operational amnbiguity.

Internet routing security relies on distributed validati on nechanisns
i ke RPKI ROA-based Route Origin Validation (ROV) [ RFC6480] [ RFC6482]
[ RFC6811] [ RFC9582]. However, there is a functional gap between
"knowing a route’s validity state" and "knowing the origin' s policy
intent”

These security mechanisnms are typically enforced locally only. No
standardi zed nethod exists for an AS to signal its security policy
expectations for its originated prefixes as they propagate through
the inter-domain routing system [AVO D RPKI - STATE- I N-BGP] advi ses
agai nst carrying actual RPKI-derived validation state in BGP, in
particular using transitive attributes such as BGP Comunities. This
is an inportant safeguard, but it |eaves downstream ASes with only
their local validation state and no explicit infornmation about the
origin’ s security policy intent.

For exanple, when a Transit AS observes an RPKI "Not Found" state for
a route, it cannot, based on RPKI state al one, distinguish between:

* an Origin AS that has intentionally not deployed ROAs (and may
consi der "Not Found" operationally acceptable for the tinme being);

* and an Origin AS that has depl oyed ROAs but is experiencing a

configuration error or a hijack attenpt (and nmay consi der
"Not Found" operationally undesirable or suspicious).
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Fromthe point of view of the validation algorithm these cases al
appear as "Not Found". Wthout additional information about the
origin s expectations, downstream ASes nust treat them according to
their own local policies, which nay or may not align with the
origin’ s operational intent.

By allowing the Origin ASto signal a stricter security policy
intent, downstream ASes can apply different |ocal policies to

ot herw se identical validation outcomes based on the origin-decl ared
preference. This signaling does not reveal the underlying cause of a
"Not Found" state, and it does not carry validation results. |nstead,
it exposes the origin’ s desired treatnent of its routes under such
anbiguity (for exanple, that the origin prefers its routes to be
handl ed nore strictly when validation is inconclusive).

Current nmechani sns do not allow an Origin AS to express, in a
st andar di zed way:

* whether it prefers strict handling to be applied to ambi guous
val i dation outconmes for its own routes;

* whether certain propagation behaviors are explicitly expected or
operationally acceptable for its routes;

* and whet her "Not Found" or siml|ar outcones are considered
operationally acceptable for its routes.

As a result, downstream networks frequently face situations where
routing information is technically acceptable according to their

| ocal validation policy, yet operationally unexpected fromthe
perspective of the Origin AS. 1In |arge-scale deploynents, this
anbiguity may | ead to:

* inconsistent treatnent of identical prefixes;

* difficulty distinguishing msconfiguration frommalicious behavior
at an operational |evel

By signaling security policy intent, an Origin AS can explicitly
informthe network of its operational expectations regarding routing
security for its own prefixes. For exanple, an Oigin AS may
indicate that it prefers downstream ASes to apply stricter handling
for its prefixes when their |local ROV results are anbi guous

Thi s signaling enabl es downstream ASes, if they choose to honor it,
to better align their local policies with the origin’ s expectations,
while still deriving and using their own validation results locally.
The nmechani smdefined in this docunment is explicitly designed to
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foll ow t he guidance in [ AVO D- RPKI - STATE- | N-BGP] by avoiding the
carriage of RPKI-derived validation state in BG and instead
signaling only origin-declared policy intent.

1.1. Goals and Non-Goal s

Thi s docunent is scoped to signaling origin-declared policy intent
for ROA-based origin validation only. It does not attenpt to define
new val i dati on nechani sns or to standardi ze | ocal routing policies.

The goal of this docunent is to provide a nmechanismfor an Oigin AS
to explicitly express a routing security policy intent to downstream
ASes: nanely, that routes originated by this AS SHOULD be subject to
a stricter local policy when downstream ASes perform ROA-based origin
val i dati on.

The community defined in this docunment is intended to convey only the
Oigin AS s intent concerning the desired treatnent of its own
routes. They do not:

* assert or reveal whether the Origin AS has actually depl oyed RPKI
ROAs, or ROV locally;

* export or encode any RPKI validation state (e.g., "Valid",
"I'nvalid", "NotFound");

* and guarantee that downstream ASes will enforce or even interpret
the signaled intent in a particular way.

Enf orcenment of any stricter policy remains entirely a local decision
of each downstream AS. An Oigin AS can request stricter handling
via this conmunity, but it cannot enforce that request on other ASes.

1.2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Strict:
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In this docunment, the term"Strict" as used in comunity nanes
(namely, "ROA-Strict") refers solely to the Oigin AS s stated
policy preference regarding the handling of anbi guous or

unf avorabl e validation outcones for its own originated routes. It
does not inply any nmandated filtering, dropping, or preference
change by downstream ASes, and it MJST NOT be interpreted as a
renpte instruction to suppress routes.

Security Policy Comrunity:
A BGP Large Community defined by this docunent to convey origin-
declared routing security policy intent for the origin's own
prefixes.

Val idation State
A locally derived outconme of a security validation mechanism such
as RPKI Prefix Origin Validation ("Vvalid", "lnvalid", "NotFound").
Validation state is explicitly out of scope for the community
defined in this docunent and MJST NOT be encoded or inferred from
t hem
2. Architecture and Operations
2.1. Overview
The mechani sm defined in this docunent operates entirely within the
BGP control plane and does not alter protocol message formats or path
sel ection procedures.

This Security Policy Community uses BGP Large Community [ RFC8092].
Its format is "d obal - Admi ni strator: Action-|D: Paraneter".

An Origin AS attaches one Security Policy Comunity when originating
a route. This conmunity is propagated unchanged unless explicitly
renoved or nodified by policy.

I nternedi ate and receiving ASes on the propagation path may choose
to:

* ignore the conmunity;

* |log or nonitor their presence;

* correlate themwith |l ocal validation results;

* and incorporate theminto | ocal policy decisions.

No mandat ory processing behavior is defined, and no interoperability
dependency is introduced.
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2.2. Policy Signaling Versus Validation State
Thi s docunent makes a strict distinction between:

* wvalidation state, which is derived locally from cryptographic or
regi stry-based nechani sns; and

* policy intent, which reflects the Origin AS s operationa
expectations for its own routes.

The community defined herein exclusively signal policy intent. They
do not encode validation outcones, confidence |evels, or security
posture of any AS.

Downst ream ASes MUST NOT interpret these communities as an indication
that validation has been successfully performed, nor as a substitute
for local validation.

| mpl enent ati ons and operators MJST NOT configure policies that set,
clear, or nodify the Security Policy Comunity defined in this
docunent based solely on per-route validation outcones (for exanple,
if validation is Valid, then attach ROA-Strict). Doing so would
effectively re-export validation state in BG Conmunities, contrary
to the guidance in [AVO D- RPKI - STATE-I N-BGP]. This design explicitly
aligns with the guidance in [ AVO D- RPKI - STATE- I N-BGP], and avoi ds
propagati ng dynam c security state within BGP

2.3. Transitivity Considerations

Al conmunities defined in this docunent are specified as transitive,
with the intent that the origin-declared policy intent can be
observed by all ASes al ong the AS-PATH

I nternedi ate ASes may apply local policy that renoves or nodifies
conmuni ties, such behavior is outside the scope of this
specification. This specification does not inmpose any requirenent on
intermedi ate ASes to preserve these communities. Preservation is an
operational choice intended to maxim ze the visibility of origin-

decl ared policy intent.

2.4. Oigin AS Behavi or
An Origin AS that chooses to signal security policy intent SHOULD
attach the appropriate Security Policy Comrunity when originating a

route. The comunities are intended to reflect a relatively stable
per-origin policy posture, not per-route or per-event state.
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For exanple, an AS 65001 that wishes to indicate a strict policy
posture with respect to ROA-based validation anbiguity for a given
prefix may attach the follow ng Large Comunity:

* 65001:1000: 1 (ROA-Strict, default strict policy posture)

An Origin AS MUST NOT attach the Security Policy Comrunities defined
in this docunent as a function of per-route validation outcones.
Instead, the communities are intended to describe the Origin AS s
policy intent independent of the current dynam c validation state of
any one route.

Thi s mechani sm does not require the Oigin AS to disclose whether it
has depl oyed RPKI, ROAs, or ROV, and the presence or absence of these
communities MJUST NOT be interpreted as such disclosure.

2.5. Internedi ate AS Behavi or

A receiving AS that chooses to process these conmmunities SHOULD, when
usi ng Large Comunities, verify that the d obal Administrator ASN in
the Large Community matches the rightnost (Oigin) AS in the AS PATH.
If they do not match, the community MJST be ignored for the purpose
of interpreting origin policy intent, in order to limt unauthorized
pol i cy signaling.

If this plausibility check succeeds, a receiving AS MAY correl ate the
presence of a ROA-Strict comunity with its locally derived
validation results as part of its |local policy franmework

For exanple, a local policy may, if configured by the operator, treat
a route carrying a ROA-Strict comunity as | ess acceptabl e when the

| ocal RPKI validation state is Not Found. Such behavior is
illustrative only and is not mandated by this specification

A receiving AS MUST NOT treat the presence of a ROA-Strict conmunity
as evidence that validation has already been performed, or that a
particul ar validation outconme exists.

2.6. Paraneter Field Extensibility

The "Paraneter" field in the BG Security Policy Conmunity is
explicitly designed for extensibility. Currently, a value of "1"
conveys the default strict policy posture for the associated security
action (e.g., ROA-Strict). Future assignnments may introduce further
paraneters to support nuanced policy signaling, such as variant
handling levels, tinme-limted policies, or security requirenents
specific to nore recent routing security enhancenents.
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3.

3.

3.

Exanpl e encodings (illustrative only, not assigned in this docunent):
* 65001: 1000: 1 (ROA-Strict, default strict policy posture)

* 65001: 1000: 2 (hypothetical future refinenent of ROA-Strict
behavi or)

* 65001: 1001: 1 (hypothetical new Action-1D for a future policy,
e.g., ASPA-Strict)

The Action-ID and Paraneter range is managed through | ANA for orderly
growt h as the comunity adopts richer security policies.

The extensibility of the Parameter field is intentionally limted to
policy refinement and does not introduce conditional |ogic or dynamc
state signaling.

Applicability and Depl oynent
1. Applicability to Route Leak and Hijack Detection

Security policy communities nay serve as additional context for
routing anal ysi s systens.

For exanple, a route that violates an origin-authorized export
constraint, while also exhibiting abnormal AS path patterns, may be
fl agged as anomal ous with higher confidence when it also carries a
strict policy comunity fromthe expected origin.

Such signals can reduce fal se positives in detection systens by
provi di ng operator-declared intent, w thout asserting correctness.
Thi s docunent does not define detection algorithns or mtigation
pr ocedures.

2. Depl oynent Considerations

The proposed mechanismis conpatible with existing routing policies
and does not require changes to BGP i nplementations. Deployment of
this mechanismis expected to be incremental and partial.

The proposed nmechanismis intended for gradual depl oynent and
interoperability with existing BGP technol ogies. Oigin ASes nmay
sel ectively signal policy intent for specific prefixes. |In hybrid
net wor ks where both supporting and non-supporting ASes are present,
policy comunities will sinply be ignored by | egacy BGP speakers,
provi di ng backward conpatibility. No coordination between ASes is
required.
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Operators are encouraged to nonitor for loss or nodification of
policy comunities due to internediate ASes that filter or rewite
BGP Community attributes, so as to ensure policy expectations are
properly signal ed end-to-end.

4. Security Considerations

Thi s docunent defines a policy signaling nmechani sm using BGP
communities. It does not define a security mechani sm and does not
provi de i ndependent security guarantees. It is not intended for
real-tine attack mtigation or automated incident response.

Thi s docunent follows the guidance in [ AVO D RPKI - STATE- | N- BGP] by
not carrying any RPKI-derived validation state in BGP. The

communi ties defined here do not encode or inply specific validation
outcones (such as "Vvalid", "lnvalid", or "NotFound"). Instead, they
allowan Oigin AS to express a relatively stable policy posture
regardi ng how downstream ASes may treat anbi guous validation results
for its routes, if they choose to do so.

4.1. Authenticity and Integrity

The communities defined in this docunment are not cryptographically
protected and may be nodified, renoved, or added in transit. This is
consistent with existing BGP comunity usage and with the design
goal s of this docunent.

No attenpt is nade to ensure integrity or authenticity of conmunity
propagati on. Accordingly, these comunities MJST NOT be treated as
authoritative security assertions and MUST NOT be used as a basis for
accepting otherw se invalid routes.

The semantics defined herein apply only to conmmunities that are

pl ausi bly originated by the Oigin AS, as determ ned, in the case of
Large Conmunities, by the d obal Adnministrator field matching the
rightnost AS in the AS PATH. This check is intended solely to linit
semanti c i npersonation and does not constitute a security guarantee

An adversary capable of hijacking a route may al so attach, nodify, or
renove comunities. It is worthing note that the nmechanismis fail-
closed with respect to adversarial injection of Security Policy
Communities. An internmediate AS, or an active attacker on the path,
could unilaterally attach a strict Security Policy Conmunity to a
route that did not originate it. However, this cannot weaken
security posture: at worst, it causes the route to be treated under
stricter assunptions (e.g., making certain anbi guous states appear
nore suspicious to detection systens) than the true origin nay have

i ntended. Because the communities do not grant additiona
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reachability or override existing validation results, but only bias
anal ysis and filtering towards nore conservative handli ng,

unaut hori zed additi on of such comunities can at nost increase false
positives, not reduce protections.

4.2. Relationship to Validation Mechani sms

The communities defined in this document do not represent validation
results, security states, or assertions of route correctness,
| egitimacy, or authorization.

In particular, the presence or absence of a Security Policy Comunity
MUST NOT be interpreted as indicating whether a route is valid or
i nvalid under RPKI, BGPsec, or any other validation mechani sm

These comunities MJST NOT override locally derived validation
results, including a "Valid" RPKI state. They may be correlated with
val i dation outcones as part of local policy or analysis, but they do
not alter the semantics of those outcones.

I mpl enent ati ons and operators MJST NOT use these comunities as a
reason to skip or short-circuit |local validation.

4.3. Policy Semantics and Downstream Behavi or

The communities defined in this document express origin-authorized
policy intent only. They do not define required actions.

Downst r eam Aut ononous Systens MAY ignhore these communities entirely
wi thout violating this specification. Any routing, filtering, or
preference decisions remain solely a matter of |ocal policy.

The absence of a policy comunity MJST NOT be interpreted as
expressing the opposite intent.

Thi s docunent does not require or expect consistent interpretation or
uni f or m behavi or across Aut ononous Systens. Differences in
interpretation, deployment, and operational use are expected and
accept abl e.

4.4. Denial -of-Service and Abuse Consi derations
Thi s docunent intentionally avoids defining communities that directly
request route suppression or traffic dropping. As a result, it

reduces the risk that a malicious actor could trigger network-w de
di sruption through abuse of policy signaling.
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Nevert hel ess, operators should be aware that m sconfiguration or
abuse of these conmunities may influence |ocal policy decisions if
such decisions are explicitly configured to consider them COperators
are encouraged to avoid automated hard actions based solely on the
presence of these communities, and to conmbine themw th i ndependently
derived validation results and operational context.

4.5. Threat Model
Potential abuse scenarios include, but are not limted to:
* false or msleading signaling of policy intent;
* renmoval or nodification of policy signals during propagation;
* inconsistent signaling across nultiple origin points.
These risks are inherent to existing uses of BGP conmunities and do
not introduce new attack vectors. Operators SHOULD correl ate these
signals with independently verifiable informtion when maki ng
security-rel ated deci si ons.

5. | ANA Consi derati ons
hi s docunent requests the creation of one new sub-registry under the
"BGP Large Communities" registry. No other | ANA actions are
required.

5.1. BGP Security Policy Action IDs
Thi s docunent defines new BGP Large Conmunity values for signaling
security policy intent. Large Comrunities are used, rather than
Ext ended Communities, to avoid ASN exhaustion and anbiguity
associated with 16-bit d obal Administrator fields.

I ANA is requested to create a sub-registry titled "BGP Security
Policy Action IDs" under the "BGP Large Conmunities" registry.

Large Conmunities used for this purpose have the follow ng format:

d obal - Admi ni strator: Action- 1| D: Par anet er
The G obal -Administrator field MUST be set to the ASN of the Origin
AS. The Action-ID field is an integer whose senmantics are defined in
the "BGP Security Policy Action IDs" sub-registry created by this

docunent. The Paraneter field is left to future docunents or
operat or-specific conventi ons.
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The Action-1D space is globally coordinated by | ANA so that the sane
Action-1D has the sanme semantics regardl ess of the Oigin AS using
it. The "Strict" qualifier expresses only an origin-decl ared
preference and does not define any required downstream behavi or

The initial contents of the "BGP Security Policy Action |IDs" sub-
registry are:

Action I D | Nane | Policy Intent Description

| Origin expresses a preference for strict
| handling of its originated routes when

| downstream RPKI validation results are

| ambi guous or unfavorable (e.g., NotFound
| or Invalid).

6. Relationship to Existing and Future Mechani snms

This section clarifies the relationship between the mechani sm defi ned
in this docunent and existing routing policy, traffic engineering,
and routing security mechanisnms. The goal is to explicitly delineate
scope and avoid overlap or semantic anbiguity.

6.1. Relationship to RPKI and ROA

RPKI - based mechani sms such as ROA provide cryptographic or registry-

backed validation outcones for routing information. These nechanisns
answer the question of whether a route is consistent with registered

aut hori zati on dat a.

The communities defined in this docunment do not provide validation
and do not alter validation outcomes. They do not indicate that a
route is valid, invalid, or authorized. Instead, they allow an
Oigin AS to express its operational expectations regarding how
anbi guous or unfavorabl e validation outconmes (e.g., NotFound) _for
its routes_ nmay be handl ed by downstream ASes.

This mechanismis therefore conplenmentary to RPKI and rel ated
val i dati on nechanisns. It operates strictly at the policy signaling
| ayer and does not export validation state, consistent with the

gui dance in [ AVO D RPKI - STATE- | N- BGP] .
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6.2. Relationship to "Avoid RPKI State in BG™

[ AVO D RPKI - STATE- | N- BGP] provi des gui dance agai nst carryi ng RPKI -
derived validation state in BGP, particularly via transitive
attributes such as BGP communities, because doing so can |leak |oca
val i dation outcomes and policy decisions into the global routing
system

The nmechani sm described in this document has been explicitly designed
to conformto that guidance

* |t does not encode, infer, or transport validation states (e.g.,
"Valid", "lnvalid", "NotFound") in BGP attributes;

* it does not attenpt to synchronize or standardi ze | ocal validation
policies across ASes; and

* it uses comunities only to carry origin-declared policy intent
for the treatnent of the origin’ s own routes.

As a result, downstream ASes remain responsible for performng their
own validation and applying their own policies. The comunities
defined here are optional hints that can help align |local policy
decisions with the origin's expressed expectations, w thout exporting
dynani c validation state in BGP

The work in [AVO D RPKI - STATE- I N-BGP] argues that RPKI validation
state (e.g., "Valid", "lInvalid", "NotFound") and related information
SHOULD NOT be propagated in BGP, in order to avoid | eaking |oca

val i dation outcomes and policy decisions into the global routing
system

Thi s docunent is aligned with that principle:

* The conmunities defined here do not carry or reflect any RPK
validation state; and

* they do not reveal whether RPKI/ROV is deployed by the Oigin AS
or by any downstream AS.

I nstead, this docunent only defines a way for the Oigin AS to signa
a policy intent to downstream ASes: "please apply stricter ROA-based
validation policy to ny originated routes, if you support such a
policy." Wether and how a downstream AS uses this hint in its |ocal
policy is entirely at its own discretion
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6.3. Relationship to BGPsec

BGPsec [ RFC3205] provides cryptographic protection of the AS PATH to
ensure path integrity and origin authentication. BGPsec is designed
to assert and verify routing correctness.

The mechani sm defined in this docunent does not provide cryptographic
protection, path validation, or origin authentication. It does not
attenpt to replace or replicate BGPsec functionality. Instead, it
provi des an optional policy signal that may be used in conjunction
with BGPsec or in environnments where BGPsec is not depl oyed.

6.4. Relationship to BGP Col or and Col or - Aware Routi ng

BGP Col or and Col or- Aware Routing nechani sns [ RFC9871] are primarily
i ntended to support traffic engineering and transport-specific
constraints, such as |atency, bandw dth, or SR policy selection.

Wi | e both nechani sns use BGP conmunities as signaling vehicles, the
semantics are fundanentally different. BGP Col or expresses
forwardi ng or transport preferences, whereas the communities defined
in this docunent express origin-declared routing security policy

i ntent.

Thi s docunent does not define path sel ection behavior, traffic
steering, or forwarding constraints, and does not overlap with the
obj ectives of Col or-Aware Routi ng.

6.5. Relationship to Only-To-Custoner (OTC)

OIC [ RFC9234] is a mechani smdesigned to assist in route |eak
prevention by signaling export intent at AS boundaries.

The communities defined in this docunent differ fromOIC in scope and
semantics. OIC signhals propagation constraints related to business
rel ati onshi ps, whereas this docunment signals security policy
expectations related to validation anmbiguity for an origin’s routes.

These nechani sns are conpl enentary and may coexi st on the sane
routes. Neither mechani sm subsunes the other

6.6. Relationship to Potential ASPA-Based Extensions
Thi s docunent focuses exclusively on ROA-based origin validation and
the associated ROA-Strict intent community. Qher validation

mechani snms such as ASPA [ ASPA-Profile] [ASPA-Verification] may, in
the future, benefit fromsinmlar origin-intent signaling constructs.
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7.

7.

7.

Any such ASPA-rel ated comunities, if defined, MJUST follow the sane
core principles as this docunent:

* they MJUST NOT export ASPA-derived validation state in BGP;
* they MJST signal only relatively stable origin policy intent;

* and they MJST | eave all enforcenent decisions to downstream | ocal
policy.

The specification of ASPA-based policy communities, including any
additional Action IDs, is out of scope for this docunent and is
expected to be covered in separate docunments if there is interest.
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