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Abst ract

Thi s docunent specifies a set of standardi zed BGP comunities to
signal inter-AS routing security policy intent. Current nechani sns
such as ROA [ RFC6482] [ RFC9582] and ASPA [ ASPA- Profil e]

[ ASPA- Verification] provide validation outcones, but |eave "NotFound"
or "Unknown" states operationally anbi guous.

Thi s docunent defines transitive communities that allow an Oigin AS
to explicitly express its security policy expectations, such as a
preference for strict handling of ROA or ASPA validation anmbiguity,

t o downstream Aut ononous Systens (AS). Unlike validation states,
these comunities do not assert correctness or authorization

I nstead, they conmmunicate origin-declared policy intent to al
downstream ASes, enabling themto correlate this intent with locally
derived validation results. By enabling explicit signaling of
security expectations without exporting validation state, this
mechani sm al | ows downstream ASes to nake nore inforned policy

deci sions while reducing the risk of accidental outages caused by

m sinterpretation of ambi guous validati on outcones.

This nmechanismis orthogonal to existing routing security validation
technol ogi es and does not alter their semantics or depl oynent nodels.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://FCBGP. gi t hub. i o/ bgp-security-conmunity/draft-guo-idr-bgp-
security-community.htm . Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-guo-idr-bgp-security-
pol i cy-comunity/.

Source for this draft and an issue tracker can be found at
https://github. com FCBGP/ bgp- security-community.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 August 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Inter-domain routing security mechani snms intentionally separate
validation frompolicy. Wile this separation inproves robustness,
it also creates persistent operational anbiguity.

Internet routing security relies on distributed validation mechani sms
i ke RPKI [RFC6480], ROA [RFC6482] [RFC9582], and ASPA [ ASPA-Profil e]
[ ASPA-Verification]. However, there is a functional gap between
"knowing a route’s validity" and "knowi ng the origin's policy
intent."

These security mechanisms are often locally enforced only. No

consi stent nethod exists for an AS to signal its security

requi renents or expectations for propagated prefixes.

[ AVO D- RPKI - STATE- | N-BGP] advi ses agai nst carrying actual RPKI -
derived validation state in BGP, in particular using transitive
attributes such as BGP Conmunities. This is an inportant safeguard,
but it |eaves downstream ASes with ambiguity. For exanple, when a
Transit AS observes an RPKI "Not Found" state, it cannot distinguish
between an Origin AS that has not deployed RPKI and an Oigin AS that
has depl oyed RPKI but suffered a configuration error or a hijack
attenpt. These nmechanisns do not allow an Origin AS to express:

* whether it expects strict handling to be applied to amnbi guous
val i dati on out cones;

* whether certain propagation behaviors are explicitly expected or
operationally acceptabl e;
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* and whet her "Not Found" or "Unknown" outcomes are operationally
accept abl e.

As a result, downstream networks frequently face situations where
routing information is technically acceptable, yet operationally
unexpected. In large-scale deploynments, this anbiguity |eads to:

* inconsistent treatnent of identical prefixes;
* reliance on bilateral or undocunented conventi ons;

* and difficulty distinguishing msconfiguration frommalicious
behavi or.

Exi sting uses of BGP communities partially address this gap, but |ack
standardi zed semantics and a clear separation fromvalidation state.

By signaling security policy intent, an Origin AS can explicitly
informthe network of its operational expectations regarding routing
security. For exanple, an Origin AS may indicate that it prefers
downstream ASes to apply stricter handling for its prefixes when

| ocal validation results are anbi guous

Thi s signaling enabl es downstream ASes to distinguish between

i ntentional non-depl oyment and unexpected validation outconmes, and to
apply locally appropriate policy decisions w thout exporting or
redefining validation state. The mechani smdefined in this docunent
is explicitly designed to follow the guidance in

[ AVO D RPKI - STATE- | N-BGP] by avoi ding the carriage of RPKI-derived
validation state in BGP.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Strict:
In this docunment, the term"Strict" as used in comunity nanes
(e.g., "ROA-Strict") refers solely to the Origin AS' s stated
policy preference regarding the handling of anbi guous validation
outconmes. It does not inply any mandated filtering, dropping, or
pref erence change by downstream ASes, and it MJST NOT be
interpreted as a renpte instruction to suppress routes.

Security Policy Community:
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A BGP Community or Large Community defined by this docunment to
convey origin-declared routing security policy intent.

Val idation State:
A locally derived outconme of a security validation mechanism such
as RPKI Prefix Oigin Validation or ASPA-based path validation
(e.g., "valid", "Invalid", "NotFound", "Unknown"). Validation
state is explicitly out of scope for the conmunities defined in
this docunent.

3. Policy Sighaling and Transitivity
3.1. Transitive Property Requirenent

Al'l conmunities defined in this docunent are specified as transitive,
with the intent that the origin-declared policy can be observed by
all ASes al ong the AS-PATH.

Internedi ate ASes nmay apply local policy that renoves or nodifies
communi ties; such behavior is outside the scope of this
specification. This specification does not inpose any requirement on
intermedi ate ASes to preserve these communities. Preservation is an
operational choice intended to maxim ze the visibility of origin-

decl ared policy intent.

3.2. Policy Signaling Versus Validation State
Thi s docunent nmkes a strict distinction between:

* wvalidation state, which is derived locally from cryptographic or
regi stry-based nechani sns; and

* policy intent, which reflects the Oigin AS s operationa
expect ati ons.

The communities defined herein exclusively signal policy intent.
They do not encode validation outcomes, confidence |evels, or
security posture of any AS other than the origin.

Downst ream ASes MUST NOT interpret these communities as an indication

that validation has been successfully perfornmed, nor as a substitute
for local validation.
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4.

4.

4.

I mpl enent ati ons and Operators MJST NOT configure policies that set,
clear, or modify the Security Policy Communities defined in this
docunent based solely on per-route validation outcones (for exanple,
"if validation is Valid, then attach ROA-Strict"). Doing so would
effectively re-export validation state in BG Conmunities, contrary
to the guidance in [ AVO D- RPKI - STATE- | N- BGP] .

This design explicitly aligns with the guidance in

[ AVO D RPKI - STATE- I N-BGP], and avoi ds propagati ng dynam c security
state within BGP

Pr ot ocol Operations
1. Architecture Overview
The nechani smdefined in this docunent operates entirely within the
BGP control plane and does not alter protocol nessage formats or path
sel ection procedures.
An Origin AS attaches one or nore Security Policy Comunities when
originating a route. These conmunities are propagated unchanged
unl ess explicitly renoved or nodified by policy.
I nternedi ate and receiving ASes may choose to:
* ignore the communiti es;
* |log or nonitor their presence;
* correlate themwi th | ocal validation results;

* and incorporate theminto |ocal policy decisions.

No mandat ory processing behavior is defined, and no interoperability
dependency is introduced.

2. Oigin AS Behavior

An Origin AS that chooses to signal security policy intent SHALL
attach the appropriate Security Policy Community when originating a
route. It MJST ensure that its published RPKI ROAs and ASPA objects
are consistent with the signaled community to avoid self-inflicted
DoS.

For exanple, an AS 65001 that wishes to indicate a strict policy
posture with respect to ROA-based validation anbiguity for a given
prefix may attach the follow ng Large Comunity:
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* 65001: 1000: 1 (ROA-Strict, default strict posture)

An Origin AS MIUST NOT attach the Security Policy Comrunities defined
in this docunent as a function of per-route validation outcones
(e.g., "attach ROA-Strict only when a particular route is currently
Valid"). Instead, the communities are intended to describe a
relatively stable per-origin policy posture.

4. 3. I nt ernedi ate AS Behavi or

A receiving AS that chooses to process these comunities MJST verify
that the @ obal Administrator ASN in the Large Community matches the
rightnost (Origin) ASin the AS PATH. If they do not match, the
community MJST be ignored to prevent unauthorized policy signaling.

If this check succeeds, a receiving AS MAY correl ate the presence of
ROA-Strict or ASPA-Strict comunities with its locally derived
validation results as part of its local policy framework

For exanple, a local policy may treat a route carrying a ROA-Strict
community as | ess acceptable when the local RPKI validation state is
Not Found. Such behavior is illustrative only and is not nandated by
this specification.

4.4. Applicability to Route Leak and Hijack Detection

Security policy communities may serve as additional context for
routing anal ysi s systens.

For exanple, a route that violates an origin-authorized export
constraint, while also exhibiting abnormal AS path patterns, may be
fl agged as anomal ous with higher confidence when it also carries a
strict policy comunity.

Such signals can reduce fal se positives in detection systens by
provi di ng operator-declared intent, w thout asserting correctness.
Thi s docunent does not define detection algorithns or mitigation
pr ocedures.

4.5. Deploynent Considerations
The proposed nmechanismis conpatible with existing routing policies
and does not require changes to BGP i npl enmentations. Deploynment of
this mechanismis expected to be incremental and parti al
The proposed nmechanismis intended for gradual deploynent and

interoperability with existing BGP technol ogies. Oigin ASes nmay
sel ectively signal policy intent for specific prefixes. |In hybrid
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net wor ks where both supporting and non-supporting ASes are present,
policy comunities will sinmply be ignored by |egacy BGP speakers,
provi di ng backward compatibility. No coordination between ASes is
required.

For environments supporting both Standard [ RFC1997] and Large

[ RFC8092] Conmunities, inplenentations SHOULD attach both
representations to maxi mze backward conpatibility. Operators are
encouraged to nonitor for loss or nodification of policy communities
due to internmediate ASes that filter or rewite BGP Community
attributes, so as to ensure policy expectations are properly signal ed
end-t o-end.

5. Security Considerations

Thi s docunent defines a policy signaling mechani sm using BGP
communities. It does not define a security mechani sm and does not
provi de i ndependent security guarantees. It is not intended for
real-tine attack nmitigation or automated incident response.

Thi s docunent follows the guidance in [ AVO D RPKI - STATE- | N- BGP] by
not carrying any RPKI-derived validation state in BG. The

communi ties defined here do not encode or inply specific validation
outcomes (such as Valid, Invalid, or NotFound). Instead, they allow
an Origin AS to express a relatively stable policy posture regarding
how downstream ASes may treat anbi guous validation results, if they
choose to do so

5.1. Authenticity and Integrity

The communities defined in this docunent are not cryptographically
protected and may be nodified, renoved, or added in transit. This is
consistent with existing BGP community usage and with the design
goal s of this docunent.

No attenpt is nmade to ensure integrity or authenticity of conmunity
propagati on. Accordingly, these comunities MJST NOT be treated as
authoritative security assertions and MJUST NOT be used as a basis for
accepting otherw se invalid routes.

The semantics defined herein apply only to communities that are
plausibly originated by the Oigin AS, as determ ned by the G oba
Admini strator field matching the rightnost AS in the AS PATH. This
check is intended solely to linmt semantic inpersonation and does not
constitute a security guarantee

An adversary capable of hijacking a route may al so attach, nodify, or
renove communities
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5.2. Relationship to Validation Mechani sns

The communities defined in this document do not represent validation
results, security states, or assertions of route correctness,
| egitimacy, or authorization.

In particular, the presence or absence of a Security Policy Comunity
MUST NOT be interpreted as indicating whether a route is valid or
invalid under RPKI, ASPA, BGPsec, or any other validation mechani sm

These comunities MJST NOT override locally derived validation
results, including a "Valid" RPKI state. They nay be correlated with
val i dation outcones as part of local policy or analysis, but they do
not alter the semantics of those outcones.

I mpl enent ati ons and Operators MJST NOT use these comunities as a
reason to skip or short-circuit |local validation.

5.3. Policy Semantics and Downstream Behavi or

The communities defined in this document express origin-authorized
policy intent only. They do not define required actions.

Downst r eam Aut ononous Systens MAY ignhore these communities entirely
wi thout violating this specification. Any routing, filtering, or
preference decisions remain solely a matter of |ocal policy.

The absence of a policy comunity MJUST NOT be interpreted as
expressing the opposite intent.

Thi s docunent does not require or expect consistent interpretation or
uni f or m behavi or across Aut ononous Systenms. Differences in
interpretation, deploynment, and operational use are expected and
accept abl e.

5.4. Deni al -of -Service and Abuse Consi derati ons

Thi s docunent intentionally avoids defining communities that directly
request route suppression or traffic dropping. As a result, it
reduces the risk that a nmalicious actor could trigger network-w de

di sruption through abuse of policy signaling.

Nevert hel ess, operators should be aware that m sconfiguration or
abuse of these conmunities may influence |ocal policy decisions if
such decisions are explicitly configured to consider them COperators
are encouraged to avoid automated hard actions based solely on the
presence of these communities, and to conmbine themw th i ndependently
derived validation results and operational context.
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5.

6

6

6

5. Threat Mdel Summary

Potenti al abuse scenarios include, but are not limted to:

* false or msleading signaling of policy intent;

* renmoval or nodification of policy signals during propagation;

* inconsistent signaling across multiple origin points.

These risks are inherent to existing uses of BG conmunities and do
not introduce new attack vectors. Operators SHOULD correl ate these
signals with independently verifiable information when maki ng
security-rel ated deci si ons.

I ANA Consi derations

1. Large Community Mapping

Thi s docunent defines new BGP Community values for signaling security
policy intent. Conpared to Extended Comrunities, Large Communities
are used to avoi d ASN exhaustion and anbiguity associated with 16-bit

d obal Adm nistrator fields.

I ANA is requested to create a sub-registry "BGP Security Policy
Action I Ds" under the "BGP Large Communities" registry.

The format of these communities are "d obal - Adm ni strator: Acti on-
| D: Paraneter”. The d obal Adm nistrator MJST be the ASN of the
Oigin AS

The "Strict" qualifier expresses only an origin-decl ared preference
and does not define any required downstream behavi or.

Action I D | Nane | Policy Intent Description

1000 | ROA-Strict | Oigin expresses a preference for strict handling of
| | routes when RPKI validation results are Invalid or
| | Not Found.

1001 | ASPA-Strict | Origin expresses a preference for strict handling of
| | routes when ASPA validation results are Invalid or
| | Unknown.

2. Standard Conmunity Mappi ng

This mapping is provided solely to facilitate increnmental depl oynent
in networks that do not yet support BGP Large Comuniti es.
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For [RFC1997] support, the follow ng values are assigned fromthe
Vel | - Known range:

*  "65535:1000" (ROA-Strict)
* "65535:1001" (ASPA-Strict)

Operators MJST understand that these Standard Comunities cannot
encode the Origin ASin the G obal Adm nistrator field, and therefore
|l ack the plausibility check described for Large Communities. Their
semantics remain the sanme, but they are nore susceptible to

i mper sonati on and SHOULD be used with care.
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Appendi x A.  Paranmeter Field Extensibility

The "Paraneter” field in the BG Security Policy Conmunity is
explicitly designed for extensibility. Currently, a value of "1"
conveys default strict enforcenent for security actions (e.g., ROA-
Strict or ASPA-Strict). Future assignnents may introduce further
paraneters to support nuanced policy signaling, such as variant
handling levels, time-limted policies, or security requirenments
specific to nore recent routing security enhancenents.

Exanpl e encodi ngs:
*  "65001:1000:1" (ROA-Strict, default strict enforcenent)

* "65001:1000: 2" (ROA-Strict, but only for prefixes with naxLength
constraints, a future possibl e assignnent)

* "65001:1002: 1" (hypothetical new Action-ID for a future policy,
e.g., "AS-Cones Strict")

The Action-I1D and Paraneter range is managed through | ANA for orderly
growt h as the comunity adopts richer security policies.

The extensibility of the Parameter field is intentionally limted to
policy refinenent and does not introduce conditional |ogic or dynanic
state signaling.

Appendi x B. Relationship to Existing Mechani sns

This section clarifies the relationship between the nmechani sm defi ned
in this docunent and existing routing policy, traffic engineering,
and routing security mechanisms. The goal is to explicitly delineate
scope and avoid overlap or semantic anbiguity.

B.1. Relationship to RPKI, ROA, and ASPA

RPKI - based mechani sms such as ROA and ASPA provi de cryptographic or

regi stry-backed validation outcomes for routing informati on. These

mechani sms answer the question of whether a route is consistent with
regi stered authorization data.

The communities defined in this document do not provide validation
and do not alter validation outcomes. They do not indicate that a
route is valid, invalid, or authorized. Instead, they allow an
Oigin AS to express its operational expectations regarding how
anbi guous val idation outcones (e.g., NotFound or Unknown) may be
handl ed by downstream ASes.
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This mechanismis therefore conplenmentary to RPKI and ASPA. |t
operates strictly at the policy signaling |l ayer and does not export
validation state, consistent with the guidance in

[ AVO D- RPKI - STATE- I N- BGP] .

B.2. Relationship to BGPsec

BGPsec [ RFC3205] provides cryptographic protection of the AS PATH to
ensure path integrity and origin authentication. BGPsec is designed
to assert and verify routing correctness.

The mechani sm defined in this docunent does not provide cryptographic
protection, path validation, or origin authentication. It does not
attenpt to replace or replicate BGPsec functionality. Instead, it
provi des an optional policy signal that may be used in conjunction
with BGPsec or in environnments where BGPsec is not depl oyed.

B.3. Relationship to BG Col or and Col or-Aware Routing

BGP Col or and Col or- Aware Routing nechanisns are prinmarily intended
to support traffic engineering and transport-specific constraints,
such as | atency, bandw dth, or SR policy selection.

Wi | e both nmechani sns use BGP comunities as signaling vehicles, the
semantics are fundanentally different. BGP Col or expresses
forwardi ng or transport preferences, whereas the communities defined
in this docunent express origin-declared routing security policy
intent.

Thi s docunent does not define path sel ection behavior, traffic
steering, or forwarding constraints, and does not overlap with the
obj ectives of Col or-Aware Routi ng.

B.4. Relationship to Only-To-Custoner (OTC)

OTC [ RFC9234] is a mechani sm designed to assist in route |eak
prevention by signaling export intent at AS boundaries.

The communities defined in this document differ fromOIC in scope and
semantics. OIC signals propagation constraints related to business
rel ati onshi ps, whereas this docunment signals security policy
expectations related to validation anmbiguity.

These nechani sns are conpl enentary and may coexi st on the same
routes. Neither mechani sm subsunes the other
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B.5. Sunmary of Scope Separation

I'n summary:
*  This docunent does

* this docunent does
aut hori zati on;

* this docunent does
behavi or;

* this docunent does

not

not

not

not

export validation state;

assert routing correctness or

define forwarding or traffic engineering

mandate filtering or rejection behavior

The nmechanismis l[imted to expressing origin-declared security
policy intent and is designed to coexist with existing routing
security and policy mechani snms w thout semantic conflict.
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