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Abstract

Thi s docunent describes the applicability of the Standard

Conmruni cation with Network El enents (SCONE) protocol to | EEE 802.11
based access networks. SCONE defines a mechani sm by which an on-path
networ k el ement can provi de advi sory downlink throughput guidance to
QUI C endpoints. The SCONE protocol is access agnostic and does not
assune any specific access technol ogy.

In | EEE 802. 11 depl oynents, such constraints nmay be derived at access
points or controllers that conbine policy awareness, with visibility
into access network conditions. This docunment explains how existing
SCONE rol es and t hroughput advice semantics apply in these

depl oynents wi t hout assum ng any specific | EEE 802.11 MAC or PHY
behavi or.

Thi s docunent does not define new protocol extensions and does not
nmodi fy SCONE behavior. |Its purpose is to clarify depl oynment
consi derations for | EEE 802.11 environnents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

SCONE [I-D.ietf-scone-protocol] provides a mechanismfor on-path
network el enments to convey advisory uplink throughput guidance to
QUI C [ RFC9000] endpoints. The guidance refl ects throughput
constraints that apply along the network path. SCONE is access
agnostic and does not assume any specific access technol ogy.

| EEE 802. 11 [| EEE80211-2024] access networks are w dely depl oyed
across enterprise, residential, and public hotspots. |In these

=
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net wor ks, throughput constraints nmay arise fromadnministrative policy

or service differentiation and nmay be applied at different points in
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the access network, including access points, wireless controllers, or
gat eways. These characteristics nmotivate an applicability di scussion
for I EEE 802.11, without altering the access-agnostic design of

SCONE

In enterprise | EEE 802. 11 depl oynments, throughput constraints are
commonl y derived from subscriber, device, or service policy conveyed
through Aut hentication, Authorization, and Accounting (AAA) systens
over RADI US protocol ([RFC2865]). Access points or controllers
enforce such policies as part of the session managenent function in
the access network. SCONE can be used in these environments to
expose the resulting throughput guidance to QU C endpoints, without
assuning or relying on | EEE 802. 11 MAC or PHY behavi or.

Thi s docunent describes how existing SCONE rol es and throughput
advi ce senmantics apply to common | EEE 802. 11 depl oynent nodels. It
does not define new protocol behavior and does not specify how

t hroughput constraints are derived or enforced within the access
net wor k.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

1.2. Term nol ogy
Al the terns used in this docunent are to be interpreted as defined
in the |ETF SCONE [I-D.ietf-scone-protocol], QU C [RFCO000] and | EEE
802. 11 [ EEEB0211-2024] specifications. For convenience, the
definitions for sone of the terns are provided bel ow
STA (Station) - | EEE 802.11 Station
AP (Access Point) - | EEE 802.11 Access Point

AAA - Authentication, Authorization and Accounting
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| EEE 802. 11 Depl oynent Mbddel s and Policy Considerations

| EEE 802. 11 access networks are conmonly depl oyed based on two

dom nant architectural nodels, distinguished by whether control and
policy functions are distributed at the access point or centralized
in acontroller. Wile inplenmentations vary, nost deploynents follow
one of these two approaches. 1In addition, many depl oynments use

cl oud- managed systens to host configuration, nonitoring, and policy
distribution functions outside the |ocal network. These managenent
systens typically do not participate directly in data forwarding.

In all deployment nodels, AAA systens are conmonly used to host
network credentials and policy elenments that influence access and
service treatnment. These systems provide a consistent source of
policy configuration, regardless of whether enforcenent is applied
locally at the access point, centrally at a controller, or based on
configuration distributed through cl oud-managed systens. |In smaller
or |l ess conplex deploynents, policy and credential information is
configured locally on the access point or controller wthout the use
of an external AAA system

The foll owi ng subsections describe these depl oynment nodel s and
i dentify where SCONE network el ement functionality may reside.

1. Distributed Access Poi nt Depl oynent

In the distributed access point depl oynent nodel, the | EEE 802. 11
Access Point (AP) perforns radio termnation, policy enforcenent, and
| ocal data forwarding, without a centralized controller in the data
path. This nodel is commonly used in residential networks, snall
enterprises, and branch depl oynents.

Aut henti cation and authorization are performed during association
usi ng standard | EEE 802. 11 nmechani snms. Policy information may be
conveyed to the AP through a AAA system over RADI US protocol, or
configured locally in these depl oynents. Based on these interfaces,
the AP applies policy for the associated station

Thr oughput constraints in this nodel are enforced directly at the AP.
When such constraints are applied, the AP functions as an on-path
networ k el enent capabl e of exposing advi sory throughput gui dance
usi ng SCONE for flows traversing the access network.
[Ai’%A]
| (Policy / Credentials)

I
[STA] -- [AP with SCONE NE|] -- [IP Network]
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Figure 1: Distributed Access Point Deploynent with SCONE Network
El enent

2.2. Centralized Controll er-Based Depl oynent

In the centralized controll er-based depl oynent nodel, the Access

Poi nts operate under the control of a wireless controller that
performs centralized coordination and policy control across multiple
APs. Data forwarding may be centralized at the controller or
distributed at the APs, dependi ng on depl oynent design, while policy
decisions are typically made centrally. Authentication and

aut hori zati on are comonly handl ed through centralized interaction
with AAA system Policy information obtained during authorization is
appl i ed consistently across APs serving the associated station. This
model is widely used in enterprise and canpus environments where
centralized policy control and nobility nmanagenment are required

Throughput constraints in this nmodel may be enforced either at the
controller or at the access points under controller direction. The
SCONE network el enent function resides at the point in the data path
where such constraints are applied. |In deploynents where enforcenent
remains |l ocal to the access point, SCONE placenent is simlar to the
di stributed access point nodel described in Section 2.1

[ AAA]

I
| (Policy / Credentials)

I
[STA] -- [AP] -- [Controller with SCONE NE] -- [|P NetworKk]

Figure 2: Centralized Controller-Based Depl oyment w th SCONE
Net wor k El enent

2.3. doud- Managed Depl oynent

I n cl oud- managed depl oynents, the Access Points are configured and
moni tored using a renote nanagenent system hosted outside the |oca
access network. These systemnms provide centralized configuration and
moni toring functions, while data forwarding remains within the |oca
network. The cloud nanagenent system does not participate in data
forwardi ng or SCONE signaling. However, it can interwork with the
SCONE NE on rate gui dance esti mates.

Aut henti cation and authorization are comonly performed using AAA
systens, with policy information conveyed either directly to the
access points or through configuration distributed by the cloud
managenment system In snaller depl oynents, equivalent policy

i nformati on may be configured locally.
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Throughput constraints in this nodel are enforced locally at the
access point. Wen such constraints are applied, the access point
represents the on-path network el ement capabl e of exposing advisory
t hroughput gui dance usi ng SCONE

(" oud)_
()

|
[STA] -- [AP with SCONE NE] -- [IP Network]
|
| (Policy / Credentials)
[ AAA]

Fi gure 3: C oud- Managed Depl oynent and SCONE Pl acenent
2.4. Policy Based Throughput Constraints

Many enterprise and service-provider W-Fi deploynents rely on AAA
infrastructure for policy and authentication, comonly using RADI US
During authentication, the access point or controller acts as an AAA
client and may receive authorization attributes that override locally
configured W.AN policy.

AAA- based policy nmechani sns are comonly used to convey per-user
parameters such as nmaxi num uplink and downlink throughput, traffic
shaping or policing profiles, session duration limts, or QS
classification. These paraneters reflect admnistrative or
subscri ption-based policy and are enforced by the access point or
controller.

Wil e no standardi zed AAA attribute defines per-user W-Fi

t hroughput, vendor-specific attributes are w dely depl oyed to convey
bandwidth Iimts or rate profiles. Despite differences in
representation, these attributes share a comopn semantic neani ng: a
bounded, policy-defined sustainable throughput for a user session

When such policy-based throughput constraints are enforced in the
data path, SCONE signaling nay be used to expose correspondi ng
advi sory throughput guidance to endpoints. SCONE reflects the
out come of applied policy w thout exposing AAA attributes, policy
rules, or authentication state.

Gundavel i, et al. Expires 31 July 2026 [ Page 6]



I nternet-Draft SCONE- 802. 11 Applicability January 2026

3.

| EEE 802. 11 Specific |nplenentation Considerations

In | EEE 802.11 depl oynents, the access point is the enforcenment point
for access policy and traffic treatnent. As part of nornal

operation, the access point has continuous visibility into activity
within its Basic Service Set (BSS), covering both uplink and downli nk
transm ssions for associated stations. This visibility is intrinsic
to | EEE 802. 11 operation and is independent of higher-I|ayer

pr ot ocol s.

The access point naintains access-local operational context related
to the shared wirel ess nmedi um and connected stations. This context
may include, but is not limted to:

*  PHY Rate (MCS | ndex)

*  Channel Load

* Queue Backl og (Buffer Status)

* pPacket Error Rate (PER) / Retries
* Station Signhal Strength (SNR/ RSSI)
* Active Contending Stations

Such information is maintained to support normal access network
operation and enforcenent and does not require any SCONE-specific
functionality.

In practice, access points may use this access-local context,
together with subscription-based policy, to determ ne throughput
constraints that can be sustainably enforced. These determ nations
may vary over tinme due to changes in the active station set,
mobility, interference, or traffic patterns.

Thi s docunent does not specify how throughput constraints are

determ ned and does not require the use of any particul ar | EEE 802. 11
paraneters or estimation techniques. Wen SCONE is used in an | EEE
802. 11 depl oynent, the SCONE Network El enent exposes advi sory

t hroughput gui dance that reflects the outcome of air interface and
policy conditions
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3.1. Inter Access Point Handovers

In | EEE 802.11 depl oynents, stations may nove between access points
due to mobility, radio conditions, or |oad nanagenent. Wen a
station transitions to a new access point, the data path for active
flows al so nobves. Since SCONE throughput guidance reflects locally
enforced constraints and is carried in-band, continuity of guidance
across access point transitions is desirable to avoid extended gaps
in updates. Each access point independently observes its |ocal radio
and network conditions and can generate SCONE throughput gui dance
based on locally applied policy and enforcenent. After a transition,
the new access point can generate updated guidance that reflects its
own conditions.

In many depl oyments, a limted amount of per-station context is
transferred between access points or coordinated through a controller
during nmobility events. This context may include policy or
enforcement-related informati on. Were such context is available, it
may be used by the new access point to initialize SCONE-rel ated state
for ongoing sessions and reduce del ay before updated gui dance is
provi ded.

Thi s docunent does not require access points to exchange per-flow
SCONE tinmers or define any specific state transfer nmechanism  SCONE
gui dance remai ns advi sory, and endpoints are expected to tolerate

bri ef changes or gaps in guidance following nobility events. The
generati on and update of SCONE t hroughput guidance after a transition
remains a |l ocal decision at the new access point.

4. | ANA Consi derations

Thi s docunent does not define any new protocol mechanisns, or require
any registry updates. Therefore, it does not require any | ANA
actions.

5. Security Considerations

Thi s docunent does not define new protocol nechani sns and does not
i ntroduce new threats beyond those described in the SCONE protoco
speci fication.

SCONE capability is negotiated end to end between QU C endpoi nts
usi ng SCONE protocol elenments. After negotiation, throughput advice
val ues carried in SCONE packets may be inserted, updated, or renoved
by on path network el ements. The throughput advice value is not

aut henti cated, and endpoi nts cannot guarantee that a received val ue
was inserted by a particular on-path network el enent.
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7.

7.

7.

In | EEE 802.11 depl oynents, throughput constraints may reflect
pol i cy-based configuration, including policies infornmed by

Aut henti cation, Authorization, and Accounting (AAA) systens over
RADI US protocol . This docunent does not require exposure of AAA
attributes, authentication state, or other sensitive policy
information to endpoints explicitly.

Exposi ng t hroughput constraints through SCONE to an endpoi nt can
reveal limted information about network policy or service
differentiation through inference. This disclosure risk is inherent
to SCONE signaling and is not specific to | EEE 802. 11 depl oynents.
Operators should consider the granularity and update frequency of
throughput advice to limt unnecessary exposure. Endpoints are free
to ignore advice they consider incorrect or inappropriate.
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