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Abst ract

Thi s docunent describes RADIUS attributes for supporting

aut hori zati on of Emergency Preparedness Comuni cati on Service (EPCS),
enabling authorized users to benefit frompreferential access to W-
Fi network resources during congestion.
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1. Introduction

Priority Services (PS) comunications in support of Nationa
Security/ Emergency Preparedness (NS/EP) services are operational in
various countries around the world. Wile these have traditionally
only been supported over cellular networks [TS.22153], the recent
addi ti on of Emergency Preparedness Comuni cations Service (EPCS)
functionality into W-Fi 7 [| EEEB0211BE] neans that W-Fi now
supports preferred or prioritized channel access (PCA) to authorized
users that can be used for Miultinmedia Priority Services (MPS)
conmuni cati ons over public/private W-Fi networks in emergency
service (ES) scenarios

Whereas W-Fi 7 defines the interactions between the W-Fi Access
Point (AP) and the W-Fi Station (STA) device for prioritized channe
access, it does not provide an end-to-end architecture for enabling
EPCS aut hori zation capability on a per device basis.
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CISRCVIII WA recomendations for FCC highlight the opportunities for
regul atory bodies, like the FCC, to assess and pronmote W-Fi's role
in energency services [ CSRC8-WHA] .

Earlier deliverables from Cl SRCV W& have provi ded reconmendati ons
for the role of the network within the priority services platform and
to enforce priority levels on traffic associated with priority users
[ CSRC5-W38]. There are nunber of factors critical to this

enf orcement function

* The priority user nmust be authenticated and authorized to receive
priority treatnent.

* The network rmust be able to uniquely identify priority user
traffic and associate the authorized | evel of priority to that
traffic.

*  The network must then have the nmeans to apply prioritization to
the identified traffic.

* For cases where networks interconnect, traffic prioritization
i ndi cators nust be securely passed to interconnected networks for
downstream prioritization.

Thi s docunment specifies an extension to the Renote Authentication
Dial-In User Service (RADIUS) protocol [RFC2865] that enables a W-Fi
Net wor k Access Server (NAS) to indicate to a RADIUS server that it is
EPCS capable, as well as enabling a RADIUS server to indicate to a
NAS that an authenticated user is authorized to receive the EPCS
servi ce.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

1.2. Term nol ogy
Aut hori zing Entity:
Refers to the Authority (e.g., Governnent entity) responsible for
vetting and assigning priority privileges and user priority levels to
an individual or organization

Priority Services:
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A feature designed to enable NS (National Security) or EP (Emergency
Pr epar edness) subscribers to make priority calls or data sessions on
a Service Providers network, particularly at times of congestion

Servi ce user:

Means an individual or organization to whomor which a priority
access assignment has been nade.

Wrel ess service provider

Refers to a provider of a wreless communi cati ons service or |nternet
Pr ot ocol - based service, including conmercial or private nobile
service. The termincludes agents of the licensed provider and
resellers of wireless service

2. Overview of EPCS Provisioning

This section first provides background on how MPS service is
currently provisioned and authorized. The section then describes how
this can be adapted for EPCS to support W-Fi use cases.

The service user engages with an authorizing entity to request the
provision of Multimedia Priority Service for a device that has a
subscription with a service provider. |f the request is successful,
the service provider, such as a cellular operator, will receive an
indication fromthe authorizing entity, by an out of band mechani sm
that a subscriber has been authorized for priority services. The
service provider will store such an indication as part of the
subscription profile of the subscriber (e.g., in the cellular network
defi ned Hone Subscriber Server (HSS)).

Figure 1 illustrates the scenario where the service provider is a
cellular operator that is also operating as a W-Fi ldentity
Provider, e.g., using SIMcard credentials to authenticate users onto
third-party W-Fi networks. In such cases, the cellular operator can
mrror the priority service subscription profile information in their
W -Fi Authentication, Authorization and Accounting (AAA) system
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evel RADI US Aut horization flow for an EPCS Service User is
illustrated in Figure 2

tep 1,

tep 2,

the EPCS enabl ed W-Fi Access Network provider
configures the defined EPCS Roani ng Consortiumon its W-Fi
access networKk.

the W-Fi Priority Service User enables an EPCS
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Access Network Query Protocol (ANQP) response with the Roam ng
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4. In steps 4 and 5, the W-Fi device triggers an association with
Access Point/Wreless LAN Controller (AP/WC). The

devi ce includes the EPCS Passpoi nt RCO
Consortium Sel ection el enent [ PASSPO NT] and receives an
associ ati on response.
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10.

11.

12.

In steps 6 and 7, the AP/W.C perforns the Extensible

Aut henti cati on Protocol (EAP) exchange over the LAN using EAPOL
frames exchanged with the device, requesting the device s EAP
identity and receives the corresponding identity associated with
the EPCS Passpoint profile in the EAP response.

In step 8 the AP/W.C extracts the EAP identity and incl udes
this in a RADIUS Access-Request that is sent to the ldentity
Provider. 1In this exanple, the identity real mcorresponds to a
Cel lul ar operator as defined in [TS.23003], e.g.,

w an. mc100. ncc313. 3gppnetwork. org. The AP/W.C adds the Civic-
Location attribute [RFC5580] to the RADI US Access- Request,

i ndi cating the country code and optional subdivision (using
CAType 1) that identify the regulatory regine in which it is
operating, the HS2.0-Roam ng-Consortiumattribute [ PASSPO NT]

i ndi cating the EPCS Passpoint RCO signaled by the device in
step 4, and the EPCS-Capabl e-Indication attribute, as specified
in Section 4.1. If the W-Fi AP/W.C is expecting to receive
paynment for handling the priority service traffic, the AP/WC
can include additional attributes related to charging, for
exanpl e the of fered WBA-Linear-Vol une- Rat e [ WBAVSAS] .

In step 9. the EAP dial ogue conpl etes between the supplicant in
the W-Fi device and the Cellular Operator’s EAP server

In step 10, the authenticated device is matched agai nst the
priority subscription profile. The provider MAY use the country
code signalled in step 6 and conpare that with the regulatory
regines in which priority service is authorized.

In step 11, assuming the user is authorized, the cellular
operator replies with a RADI US Access- Accept including the EAP-
SUCCESS message and the EPCS- Subscription-Info attribute defined
in Section 4.3.

In step 12, the AP/W.C recovers the keying material fromthe
Access- Accept packet and forwards the EAP- SUCCESS nessage to the
devi ce.

In step 13 and 14, the AP/W.C enabl es EPCS priority access by
sending the EPCS Priority Access Enabl e Request frane to the
device. The device (i.e., STA) responds with an EPCS Priority
Access Enabl e Response frame in step 14. (Note: These steps
assune the AP/W.C is configured or triggered to automatically
enabl e EPCS for the device.)

In step 15, the device receives EPCS Priority Access.
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Figure 2: Authorizing Priority Services over W-fi
4. RADI US EPCS Attributes
The current RADI US protocol does not have the support for the flow
described in the previous section and therefore, the follow ng
attributes are defined in this document.
4.1. EPCS-Capabl e-1ndication

Descri ption

The EPCS- Capabl e-1ndication (TBA1l) Attribute allows a RADIUS NAS to
indicate to a RADIUS server that it is EPCS capabl e.

One EPCS- Capabl e-Indication Attribute MAY be included in an Access-
Request packet.

A sunmary of the EPCS-Capabl e-1ndication Attribute format is shown in
Figure 3. The fields are transmitted fromleft to right.

+ ON

789
e

+ OWw

123456789 1

I i e S S
Val ue

B S S O i sl S N

Val ue (cont’d)

B i a T ot ST S o S S S

Fi gure 3: Encodi ng EPCS- Capabl e-1 ndication Attribute

Type
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TBAl
Length

6 octet
Data Type

I nt eger
Val ue

The field encodes a 32-bit unsigned integer that represents

whet her the NAS and the device support the EPCS capability and
what capabilities the NAS has to handle the traffic to the

aut hori zed EPCS users. This docunent defines two such val ues used
with the EPCS- Capabl e-1ndication attribute:

0 EPCS Priority Access is supported by the NAS
irrespective of EPCS support by the authorized EPCS user
device [FCC]. Wen the authorized EPCS user’s device does
not support EPCS, the NAS may prioritize downlink traffic.
When the aut horized EPCS user’s device supports EPCS, the
NAS prioritizes both uplink and downlink traffic.

1 EPCS Priority Access is only supported by the NAS for
EPCS supporting devices. The NAS will prioritize uplink and
downlink traffic for EPCS priority access to authorized EPCS
users. Flows from non-EPCS supporting devices will not be
prioritized.

Note: How the NAS prioritizes the traffic is vendor specific
i mpl ementation and is outside the scope of this docunent.

4.2. EPCS-Regul atory-Info
Descri ption
The EPCS- Regul atory-Info (TBA2) Attribute allows a RAD US Server that
is authorizing a user to receive priority channel access to indicate

the regul atory regi ne under which the RAD US Server operates.

One EPCS- Regul atory-Info Attribute MAY be included in an Access-
Accept packet.

A summary of the EPCS-Regul atory-Info Attribute format is shown in
Figure 4. The fields are transnmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length | Country or Subdivision Code
i i i T i I S i e s o o i i
Fi gure 4: Encodi ng EPCS-Regul atory-Info Attribute
Type
TBA2
Lengt h
Vari abl e
Data Type
String
Val ue
The field is a variable length string that encodes either an | SO
3166-1 two-letter country code in capital ASCI| letters, e.g., US
or FR, or an | SO 3166-2 sub-division code, e.g., US-NY or FR-NC
[1SO3166] .
EPCS- Subscription-Info
Descri ption

The EPCS- Subscription-Info (TBA3) Attribute allows a RAD US Server to
indicate to a NAS that a user is authorized to receive priority
servi ce.

One EPCS- Subscription-Info Attribute MAY be included in an Access-
Accept packet and its presence indicates the authenticated user is
aut horized to receive priority service together with the priority
| evel associated with the user’s subscription.

A summary of the EPCS-Subscription-Info Attribute fornmat is shown in
Figure 5. The fields are transmitted fromleft to right.
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7.

0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Type | Length | Priority-Ievel |
B S T i s T S S S R S i ik Tk I I N R S S S i e
| Priority-level (cont’'d) |
e e ol ol T R R TR R SR SRR
Figure 5: Encodi ng EPCS- Subscription-Info Attribute

Type

TBA3
Length

6 octet
Data Type

I nt eger
Val ue

The field encodes a 32-bit unsigned integer that represents the
priority level associated with the user’s subscription. Priority
|l evel s are adm nistered by the regulatory regine identified by the
EPCS- Regul atory-Info attribute, specified in Section 4. 2.

Security Considerations
Al'l systems which send RADI US packets outside of secure networks MJIST
use either | Psec, RAD US/TLS, or RADI US/ DTLS
[1-D.ietf-radext-deprecating-radius].

I ANA Consi derations
Thi s docunent creates three new RADI US nessage types
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Changel og

* 01 - switched all integers to unit32. Updated regulatory info
attribute to support both | SO 3166-1 two-letter country code as
well as |1 SO 3166-2 subdivision code as well as correspondi ng
support with RFC5580 CAType.
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