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Abst ract

Thi s docunent specifies an authenticated encryption algorithmcalled
Doubl e Nonce Derive Key AES-GCM (DNDK-GCM). It operates with a 32-
byte root key and is designed to encrypt with a 24-byte random nonce
and optionally to provide for key commtnent.

Encryption takes the root key and a 15-byte portion of the random
nonce, and derives a fresh 32-byte encryption key and (optionally) a
key comm tment value. Then, it invokes AES-GCM with the derived key
and the remai ning bytes of the nonce, and outputs the ciphertext,
aut hentication tag and the key comm tnent val ue.

Al though this is not the primary use case, it is also possible to use
DNDK- GCM wi th a non-repeating but non-random nonce (i.e., a "counter-
based nonce").

The low collision probability in a collection of 24-byte random
nonces and the per-nonce derivation of an encryption key extend the
lifetime of the root key, and the schene can support processing up to
2"64 bytes under a given root key.

DNDK- GCM i ntroduces a rel atively small overhead compared to using
AES-GCM directly, and its security relies only on the standard
assunption that AES acts as a pseudorandom permnut ati on.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts. The list of current Internet-Drafts is at
http://datatracker.ietf.org/drafts/current/.

Uni versity



Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
https://ww.ietf.org/1lid-abstracts. htm.

The list of Internet-Draft Shadow Directories can be accessed at
https://ww. ietf.org/shadow. htm

This Internet-Draft will expire on Septenber 21, 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted fromthis docunent nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.
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1. Introduction

Aut henticated Encryption with Additional Data (AEAD) [ RRFC5116] is a
fundanental cryptographic tool providing both confidentiality and
integrity in a single schene. AES-GCCM [GCM is one of the nost widely
used AEAD scheres, owing to its high performance on nodern pl atforns
with native instructions to accel erate AES conputations and

pol ynom al multiplications used for authentication

However, AES-GCM has notable limtations, including nonce |ength
requi renents and the absence of key conmmitnent, which have |led to the
devel opment of alternative approaches.

1.1. Limtation 1: Short Nonces Enforce Frequent Key Rotation

AES-GCM i s a nonce-respecting AEAD, neani ng that a uni que nonce nust
be used for each nessage encrypted under the sanme key. Reusing a
nonce for different nessages can |lead to a severe conprom se of both
confidentiality and integrity.

Applications can enforce nonce uni queness by constructing nonces with
a counter. However, in many real -world scenarios, maintaining state
to track counters is costly or vulnerable to errors. In practi ce,
systens often generate a random nonce for each nmessage under the
assunption that the probability of nonce collisions during the key’'s
lifetime is sufficiently small. In this context, N ST's Speci al
Publ i cation 800-38D [GCM states (Section 8) that:

The probability that the authenticated encryption function wll
ever be invoked with the sane IV and the key on two (or nore)
distinct sets of input data shall be no greater than 27-32

For AES-GCM in a 12-byte random setting, nonce collision probability
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in Qcalls is at nost Q'2/27297, and this bound is also essentially
tight. Upper bounding this probability by 27-32 limts the lifetinme
of a key to at mpst 27232.5 encryptions. In nmany scenarios, e.g., for
processing data at the cloud scale, this inposes a too-frequent key
rotation rate. Note that AES-GCM can consume nonces of arbitrary

| engths, but the key rotation linmtation is not fully alleviated by
using longer than 12 bytes nonces even with a stateful counter, and
i ndependently, the birthday bound linits the anpbunt data that can be
encrypted under a single key.

1.2. Limtation 2: Lack of Key Commi tnent

AES- GCM has the followi ng property: it is possible to find two (or
more) keys K1, K2, and two (or nore) messages ML, M2, such that
encrypting ML under K1 and encrypting M2 under K2 give the sane
ciphertext-tag pair. As a result, a receiver decrypting a ciphertext
with an unverifiable key might mstakenly accept a plaintext as
valid, even if it was crafted by a malicious actor. This |lack of key
commi tnent property is not unique to AES-GCM It applies to other
AEADs where aut hentication uses universal hashing rather than e.g.,
(less efficient) collision resistant hashing. In sone scenarios, |ack
of key conmmitnent can be a problem [ DGRWM8], [LGR21], [ADG+22] and
addi ng sone mitigation would be useful. Several approaches for adding
key commtnent are detailed in [ADG+22], and sonme nethods have

al ready been depl oyed in cloud systens (e.g., AWS Encryption SDK

[ Gue20]).

1. 3. DNDK- GCM Desi gn Goal s
DNDK- GCM i s designed to address the limtations of AES-GCM by:
a) M nimzing performance overhead conpared to AES- GCM

b) Reusing vetted and optim zed AES-GCM i npl ementations to | everage
exi sting hardware instructions (e.g., AES-N [GuelO] and PCLMJLQDQ
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[ GK08] ).

c) Relying on widely accepted cryptographi c assunptions for security.
Nanely, that the output of AES (with a uniformrandomkey) is
i ndi stinguishable fromthe output of a uniformrandom permnutation.
This is already the assunption that establishes the security of
AES- GCM



2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Prelimnaries and Notation

A byte is an integer between 0 and 255, conmmonly represented by two
hexadeci mal digits. For example, the decimal value 5 is represented
as 0x05 in hexadecimal, and 135 is represented as 0x87.

Let U be an array of bytes of length u. The bytes of U are indexed
fromO to u-1 and denoted as U j], where j=0, 1, ..., u-1.

Let T=UT([a: b] denote the sub-array of U containing bytes from
index ato b (inclusive), where 0 <= a <= b <= (u-1). The length of T
is (b-a+l). For exanple, if U= [0x01, 0x02, 0x03, 0x04], then U 1: 3]
= [0x02, Ox03, 0x04]. For a=b, T=UJa: a] isUJ[a] and T = U [O:
u-1] inplies T = U If a = b+l, the sub-array Ua:b] is defined as
enpty.

Note: In this docunent, the two boundary indices in T [a: b] are
i nclusive, which differs fromconventions in sone (not all)
programm ng | anguages, such as Python, where the upper boundary is
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Let U0 be an array of uO bytes and Ul an array of ul bytes. Suppose
that 0 <= al <= bl <=(ul-1), 0 <= a0 <= b0 <= (u0-1), and that b0 -
a0 = bl - al = s. Then, the notation Ul [al: bl] = U0 [a0: b0O] is an

assignnent that sets Ul [al + j] = W [a0 +j], j =0, ..., s.

Concat enation of arrays is denoted by "||". If Ul is an array of ul

bytes and U0 is an array of uO bytes then W || Ul is the array W of
uO+ul bytes whose bytes are W[j] = W [j], j =0, ... u0-1 and WJj]
= Ul [j-u0], j =u0, ..., uO+ul-1. For exanple, if U0 = [0x01, 0x02]

and Ul = [0x03, 0x04], then U0 || Ul = [0x01, 0x02, 0x03, 0x04.

For an integer s, (0x00)”~s denotes an array of s zero bytes. If s =
0, (0x00)"0 is defined as the enpty string. An array of 16 bytes is
al so called a "bl ock".

Note that the bytew se specification of an array is agnostic to the
way that the array is listed as a sequence (of bytes), i.e., whether
byte O is in the rightnost or the | eftnost position. The bytes
positions in the sequence need to be specified unanbi guously.

Exanple. Let U0 be an array of length u0 = 16 (block), listed as
fol |l ows:



byte index (position) 00010203040506070809101112131415
uw = 3df cc48e6¢f 4e1d25a8f f 0de58c97a69

(i.e., U0 [00] = Ox3d, WO [07] = Oxd2, WO [15] = O0x69). Then,

byte index (position) 00010203040506070809101112131415

W [00: 15] = 3df cc48e6¢f 4e1d25a8f f 0de58c97a69

W [00: 07] = 3df cc48e6cf 4e1d2
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U [08: 15] = 5a8f f 0de58c97a69

w [12: 14] = 58c973

w [13: 13] = c9

U [01: 00] =

Let Ul be an array of 16 bytes. The assignment Ul [4: 6] = W0 [12:
14] determines 3 bytes of Ul as foll ows:

byte index (position) 00010203040506070809101112131415

Ul — ********58097a******************

(the unspecified bytes are denoted by "**")

The synbol FAIL is used here to indicate a failed integrity check.
The synbol !'=is the "not-equal"” operator.

Here, AES refers to the Advanced Encryption Standard [AES],
specifically, to the version with a 256-bit key (equivalently 32-byte
key) AES256. If K (key) is an array of 32 bytes and Z is an array of
16 bytes, then C = AES (K, Z2) is the 16-byte array that results from
encrypting Z with AES under the key K

Here, AES-GCMrefers to the Authenticated Encryption with Additional
Dat a (AEAD) scheme standardized in [GCM. AES-GCM encryption and
decryption are denoted AES-GCM Enc and AES- GCM Dec, respectively.
They take the tuples (N, A, P) and (N, A, C T), respectively, where
Nis a nonce, Ais the Additional Authenticated Data (AAD), P is the
pl ai ntext nmessage, Cis the ciphertext, and T is the authentication
tag. Here, the inputs and outputs are assuned to be arrays of bytes,
Kis an array of 32 bytes, Nis an array of 12 bytes, T is an array
of 16 bytes, Ais an array of at nost 2761 - 1 bytes and P (and C) is
an array of at mpst 2736 - 32 bytes. AES-GCM Enc outputs the pair (C,
T), which explicitly identifies the ciphertext and the tag.

Equi valently, it is possible to view the concatenation of C, T (i.e.,
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(C|| T]| KC as a single array that is called "ciphertext-blob"
(and parsed accordingly). Fromthis perspective, AES-GCM Enc produces
a single output (ciphertext-blob), while AES-GCM Dec takes three
inputs (N, A ciphertext-blob).

4. DNDK- GCM Definition

4.1. I nput and Qutput Ranges

DNDK-GCM is defined with the I ength and range paraneters K _LEN,
N LEN, A MAX, P_MAX, C MAX, T _LEN, and KC LEN.

- K LEN: Length of the root key (in bytes).

- N LEN: Length of the nonce (in bytes).

- A MAX: Maximum | ength of Additional Authenticated Data (AAD).

- P_MAX: Maximum | ength of pl aintext.

- C_MAX: Maximum | ength of ciphertext.

- T LEN: Length of the authentication tag (in bytes).

- KC LEN: Length of the key conmitment value (in bytes).
Encryption is denoted by DNDK- GCM Enc and decryption is denoted by
DNDK- GCM Dec. These procedures are defined for inputs that are arrays
of bytes.

DNDK- GCM Enc takes as input a tuple (K, N, A P) where Kis the

secret (root) key, Nis the (randomy selected) nonce, Ais the AAD,
and P is the plaintext nmessage. It outputs ciphertext C an
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authentication tag T and a commitment value KC (that nay optionally
be an enpty array). In this notation, C, T, KC are explicitly
identified and naned, and the length of Cis the sane as the length
of P.

Equi valently, it is possible to view the concatenation of C, T, KC as
a single array of bytes (parsed accordingly with the matching offsets
for C, T, and KC) called "ciphertext-blob". Under this view, DNDK-
GCM Enc has a single output (nanely ciphertext-blob) and the byte-

| ength of ciphertext-blob equals to the length of P plus 48 when KC
is not enpty, and equals to the length of P plus 16 when KC is enpty.

DNDK- GCM Dec takes a tuple (K, N, A, C T, KC, where Kis the root



key, Nis the nonce, Ais the AAD, Cis the ciphertext, T is the
authentication tag and KCis the commtnent value. It outputs a
pl ai ntext nessage P with the same byte-length as C, or a failure
i ndication (FAIL).

Equivalently, if the concatenation of C, T, KCis viewed as a single
array "ciphertext-blob", DNDK-GCM Dec has four inputs (namely K, N,
A, ciphertext-blob).

The root key (K) MJST consist of K LEN bytes. It MJST be generated in
a uniformy random (or pseudorandom) way and known only to the
parties (sender and recipient) using the schene.

The nonce (N) MUST consist of N LEN bytes preferably sel ected
uniformy at random for every encryption. The AAD (A) MJST consi st of
at nost A MAX bytes, the nessage (M MJST consist of at npbst P_MAX
bytes, the ciphertext (C) MJST consist of at nost C MAX bytes, the
aut hentication tag (T) MJST consist of T_LEN bytes, and the key

comm tnent val ue (KC) MUST consist of KC LEN bytes. The arrays A P,
C may be enpty.

Inputs to DNDK- GCM Enc and to DNDK- GCM Dec are assuned to be valid
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and within the defined range of lengths (i.e., DNDK-GCM Enc and DNDK-
GCM Dec check the inputs and abort if they are invalid).

Tag truncation: The AES-GCM specification [GCM (Section 5.2.1.2)
permits 16-byte tags to be truncated to 12 bytes or even shorter tags
of 8 or 4 bytes, where these lengths are accepted subject to the
usage constraints outlined in Appendix C of [GCCM. For sinplicity and
brevity, this document defines DNDK-GCM only with a 16-byte tag and
inplicitly ignores a tag truncation option (even to the innocuous
truncation to 12 bytes). However, DNDK- GCM usages that require (and
settle with) a shorter tag of d < 16 bytes, MAY truncate it to d =
12, 8, or 4 bytes as specified in [GCCM. The formatting and agreenent
of such truncation is left for the comrunicating parties or protocol.

4. 2. DNDK-GCM Cont ext and Options

The DNDK- GCM context is KC_Choice (either 0 or 1) and LN (12 <= LN <=
27). These paraneters determne the schenme’s configuration as
fol | ows:

The choi ce KC Choice = 0 indicates that a comm tnent value (KC) is
nei t her conputed nor output by DNDK-GCM Enc and is not required as
i nput to DNDK-GCM Dec. Equivalently, KCis an enpty byte array.

The choice KC Choice = 1 indicates that a KC value is conputed, KC
is part of the DNDK-GCM Enc output and KC is a required input for
DNDK- GCM Dec.

LN is the byte-length of the nonce.



A DNDK- GCM root key MJST be used with only one configuration that is
pre-agreed by the communicating parties that use the schene.
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4.3. The Preanbl e: Derive-L1-LNL2-L3

The al gorithm "Derive-L1-LN-L2-L3" that takes a root key (K) of L1
bytes and a nonce (N) of LN bytes (12 <= LN <= 27). It outputs a
derived key (DerivedKey) of L2 bytes and (optionally, depending on
KC _Choi ce) a key commitnent value (KeyCommit) of L3 bytes. This
docunent sets the paraneter values to L1 = L2 = L3 = 32.

For brevity, Derive-32-24-32-32 is referred to as "Derive".

If LN < 27, Derive appends (27-LN) zero bytes to Nto define a 27-
byte array named NPadded. If LN = 27, NPadded = N.

The sub-array of the first 15 bytes of NPadded is called NHead, and
the sub-array of the remaining 12 bytes is called NrTail.

Derive uses the 15 bytes of NHead and "ConfigByte", a byte that
encodes KC Choice and LN. It applies the XORP pseudorandom functi on
(defined in [1wa06], section 3, under the name "F') with the root key
K and the bl ock NHead || ConfigByte and produces a 32-byte DerivedKey
and (optionally) a 32-byte KeyCommt.

ConfigByte is defined by

ConfigByte = 128 * KC Choice + 8 * (LN - 12)
ConfigByte is divisible by 8 so its three least significant bits are
zero. Thus, for all 0 <= w <=7, the bytes ConfigByte and (Confi gByte
+ w) have the same five nmost significant bits.
For exanple, with KC Choice = 1 and LN = 24, ConfigByte = 0xe0 (=224)

and (ConfigByte + 4) = Oxed4 (=228). Wth KC Choice = 0 and LN = 24,
ConfigByte = 0x60 (=96) and (ConfigByte + 3) = 0x63 (=99).
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Derive al so produces NTail as the 12-byte value GCM IV that is
subsequently used for the AES-GCM cal | .

Al gorithnl 1 defines Derive.

Algorithm 1. Derive (K,

Input: K (root key), N (array of LN bytes)
Cont ext: KC _Choice, LN

LN = len (N)

NPadded = N || (0x00)~(27-LN)

NHead = NPadded [0: 14]

NTai | = NPadded [15: 26]

GCM_ IV = NrTai |

ConfigByte = 128 * KC Choice + 8 * (LN - 12)

BO = NHead || (ConfigByte + 0)

Bl = NHead || (ConfigByte + 1)

B2 = NHead || (ConfigByte + 2)

if KC Choice = 1:
B3 = NHead || (ConfigByte + 3)
B4 = NHead || (ConfigByte + 4)

X0 = AES (K, BO)

X1 = AES (K, Bl)
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X2 = AES (K, B2)
i f KC Choice = 1:
X3 = AES (K, B3)
X4 = AES (K, B4)
Y1 = X1 XOR X0
Y2 = X2 XOR X0
DerivedKey = Y1 || Y2

KeyConmmit = (0x00)”"0
i f KC_Choice = 1:
Y3 = X3 XOR X0
Y4 = X4 XOR X0
KeyCommit = Y3 || Y4
Qut put: (GCM_ IV, DerivedKey, KeyConmit)

4. 4. Encryption

DNDK- GCM Enc receives the tuple (K, N, A, P) as input. It first runs
the preanble Derive over K and Nto conpute GCM 1V, a derived key
(DK) and if KC Choice = 1, a 32-byte key conmitnment value (KC). It
then i nvokes AES-GCM Enc using DK as the encryption key, the 12-byte



nonce CCM 1V, A and P. This produces the ciphertext Cwith the sane
length as P and the authentication tag T. The output is C, T, KC (or,
equivalently, C|| T || KO if viewd as a single array called

ci phertext-blob. Recall that if KC_ Choice = 0 KCis the enpty array.
This allows for witing the output of DNDK-GCM Enc as C, T, KC
(equivalently C|| T || KC for both values of KC_Choice.
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DNDK- GCM Enc i s defined by Al gorithm 2.

Al gorithm 2. DNDK- GCM Enc

Input: K N, A P

Cont ext: KC_Choi ce, LN

(GCMLIV, DK, KC = Derive (K, N

(C, T) = AES-GCM Enc (DK, GCM.IV, A P)
Qutput: C T, KC

4.5. Decryption

DNDK- GCM Dec receives the tuple (K, N, A C, T, KC as input (or
equivalently, C|| T || KC as a ciphertext blob). It first runs the
preanble "Derive" on K and Nto compute GCM 1V, a derived key (DK),
and, if KC Choice = 1, a 32-byte key comm tnent val ue candi date
(KC). If KC!= KC, decryption fails. In this case, DNDK-GCM Dec
term nates i medi ately without executing AES-GCM Dec and out puts
FAI L.

Al ternatively, to avoid an early exit, DNDK-GCM Dec can proceed wth
AES- GCM Dec but force a failure indication FAIL, regardl ess of the
decryption result. In both cases, DNDK-GCM Dec outputs FAIL if KC!=
KC .

AES-GCM Dec is then invoked using DK as the decryption key, GCM 1V (a
12-byte nonce), A C, and T. This process either retrieves a nessage
P (with the sane length as C) or returns an authentication failure

i ndi cation. The final output of DNDK-GCM Dec is P (only if KC = KC
and AES- GCM aut henti cati on succeeds) or FAIL.
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Not abl y, AES- GCM Dec does not rel ease any part of P until full
aut hentication is conplete.

The early-exit variant of DNDK-GCM Dec is defined in Algorithm 3.

Al gorithm 3. DNDK- GCM Dec

Input: K N A C T, KC

Cont ext: KC _Choice, LN

(GCM IV, DK, KC) = Derive (K, N

If KC !'= KC output FAIL and abort

P/ FAIL = AES-CCM Dec (DK, GCM IV, A C T)
Qutput: P or FAIL

Appendi x A provides step-by-step detail ed exanples with the
i ntermedi ate val ues. Appendi x B provides a reference Python script
i mpl ementation (that produces the val ues shown in Appendi x Al).

Not e about conparison and side channels: The conparison of the

recei ved key conmitnent value (KC) with the reconputed value (KC)
MUST be perforned in a manner that is free from si de-channel | eaks,
especially timng attacks. For exanple, if an inplenentati on conpares
KC and KC byte by byte and exits at the first m smatch, an adversary
coul d guess the correct value of KC one byte at a tinme. To prevent
this, the conparison should be perforned in constant tine.

4.6. DNDK-GCM Par amret er s

DNDK-GCM i s defined with the foll owi ng paraneter values: K LEN = 32,
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A MAX = 2761 - 1, P_MAX = 2736 - 32, C MAX = 2736 - 32, T_LEN = 16,
and KC LEN = 32.

Al t hough Algorithms 1, 2, 3 are defined for any N LEN = LN such that
12 <= LN <= 27, DNDK-GCM is constrained here only to the two options,
N_LEN = LN = 24 and N_LEN = LN = 12.

4.7. Using a Random Nonce and a Counter Nonce

DNDK- GCM i s a nonce respecti ng AEAD and therefore, for a given root
key, DNDK-GCM Enc must use uni que nonces.

The nmain goal of the DNDK-GCM design is to support the random nonce
scenari o where the LN-byte nonce N is chosen uniformy at random The
use of sufficiently |Iong random nonces (e.g., LN = 24) nakes the
nonce collision probability bel ow the maxi mum acceptable threshold



(e.g., 27-32) during the allowed lifetime of the root key. Wen LN
12, the nonce collision probability is the same as the nonce
collision probability of AES-GCM (with a 12-byte nonce).

DNDK- GCM can be used in the non-repeating but non-random nonce

sel ection ("counter nonce") scenario. For such usage, it is
RECOMVENDED to construct the nonce N such that the values of NHead
NPadded [0: 14] never repeat. Such a nonce selection is called
"uni que NHead nonce".

Since the usage of a counter nonce requires maintaining a state,
there should be no difficulty with using uni que NHead nonces. A
possi bl e exanple, for the case of LN = 24, is to set the nonce for
the i-th invocation of DNDK-GCM Enc, to

Ni = encode (i, 12) || (0x00)"(LN 12)

4.8. Usage Linits

Gueron Expi res Septenber 21, 2025 [ Page 17]

Internet-Draft DNDK- GCM March 2025

This section describes the limts on the DNDK- GCM usage with a given
root key.

In the random nonce settings: for LN = 24, a given root key can be
used for encrypting as many as 2”64 nmessages while processing up to
2764 pl ai ntext blocks. For LN = 12, a given root key can be used for
encrypting at nost 2732.5 nessages.

In the uni que NHead counter nonce settings: for LN = 24 and LN = 12,
a given root key can be used for encrypting as many as 2764 nmessages
whi |l e processing up to 2764 pl ai ntext bl ocks.

5. AEAD

We define four AEADs, in the format of [RFC5116], that use DNDK- GCM
namel y AEAD DNDK_GCM LN 24_KC_ 1, AEAD DNDK_GCM LN_24_KC_0,
AEAD_DNDK_GCM LN 12_KC 1, and AEAD DNDK_GCM LN 12_KC 0.

The conmon parameters for these four AEADs are as follows: K LEN = 32,
A MAX = 27261 - 1, P_MAX = 2736 - 32, C MAX = 2736 - 32, T_LEN = 16.

They differ in the paranmeters N LEN and KC LEN as foll ows:

For AEAD DNDK_GCM LN 24 KC 1, N LEN = 24, and KC_LEN = 32.
For AEAD DNDK_GCM LN 24 KC 0, N LEN = 24, and KC_LEN = 0.
For AEAD DNDK_GCM LN 12 _KC 1, N LEN = 12, and KC_LEN = 32.
For AEAD DNDK_GCM LN 12 _KC 0, N LEN = 12, and KC_LEN = 0.
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6. Security Considerations
6.1. Perform ng The Checks During Decryption
DNDK- GCM decryption invol ves two checks:

Check 1. matching the input key commitnent value with the conputed
key comm tnent val ue.

Check 2. matching the input authentication tag when AES-GCM Dec i s
i nvoked.

Bot h checks nmust be perforned, and no part of the plaintext should be
rel eased until they both pass. An inplenentation of AES-GCM Dec MAY
continue the computations even if the first check fails, to rel ease
the failure indication only after executing AES-GCM

Note that the first check is bypassed if KC Choice = 0 (i.e., the
nmost significant bit of ConfigByte equals 0), indicating no key
conmi tnent is required.

6.1. The Key Conmit nment

To find two (adversarial) root keys K1, K2, and two nonce- AAD-
plaintext triples N1, Al, P1, N2, A2, P2, such that DNDK- GCM Enc (K1,
N1, Al, P1l) = DNDK-CGCM Enc (K2, N2, A2, P2), an adversary needs to
mat ch the 32-byte key commi tnent val ues as defined by Derive.

6.2. Security Bounds for DNDK-GCM
Suppose that DNDK-GCM i s used for encrypting Q <= 2764 nessages (N,
A, M) where M consists of Lj <= Lmblocks and Aj consists of at

nmost La blocks, j =1, ... , Q Assune that the PRP advantage of AES
(inthis nmultikey setting) is negligible for such Q and Lm
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Derive is an instantiation of the XORP construction [Iwa06] with
paraneter w <= 4, which is run over

NHeadj = NPaddedj [0: 14] || ConfigByte



wher e
NPaddedj = Ny || (0x00)~"(27-LN)

The di stingui shing advant age of an adversary observing XORP sanpl es
over at nost Q distinct NHeadj values is at nost w2 Q 27(128),
which, for w<= 4 is at nost Q27(124) and is negligible for Q <=
2"64 (see [IMC16]).

Up to this advantage, the sequence of (at nost Q derived keys from
(at nost Q distinct NHeadj values is indistinguishable froma
sequence of (at nmost Q uniformrandom 32-byte val ues. The
probability to encounter a collision in a uniformrandom 32-byte
sequence is at npbst Q‘2/27(257) <= 27(-129).

In the unique NHead nonce setting, all the values of NHeadj are, by
definition, distinct. Thus, up to the probability of 27(-129) plus
the XORP di stingui shing advant age, the derived keys are distinct.
Hence, in this scenario every derived key is used for encrypting
exactly one nessage.

In the random nonce scenario with LN = 24, the probability of a nonce
collision is at nobst Q'2/27(193) <= 27(-65). Here, the NHeadj val ues
are not necessarily distinct when Q <= 2~(64) is large, but the
probability to encounter a 3-way collision across the NHeadj val ues
(i.e., 0 <=i <j <k <= Qsuch that NHeadi = NHeadj = NHeadk) is at
most Q*3/(6 * 27(240)) <= 27(-50). Therefore, with a probability of
at nmost 27(-65) + 27~(-50) (in addition to the XORP di stingui shing
advant age), every derived key is used to encrypt at nost two
messages. In fact, for large Q the vast majority of the derived keys

Gueron Expi res Septenber 21, 2025 [ Page 20]

Internet-Draft DNDK- GCM March 2025

are used for encrypting only one nessage.

It follows that (up to some small probability), DNDK-GCM can be
viewed as AES-GCM in a multi-key scenario, where every key is used
for encrypting at nost two nmessages (of |ength <= Lmax bl ocks).

Note that if N !'= Nk for sone 1 <= < k <= Q and NHead]j = NHeadk
then NTailj !'= NTailk. This inplies that AES-GCMis invoked with the
same derived key, but with distinct GCMIV val ues.

Under these conditions, the distinguishing advantage of passively
vi ewed ci phertext-tag(-Conmm tnent) tuples fromchosen inputs, and
uni form random strings of the matching | engths, is dom nated by
Q (Lm+ 2)nr2 / 27128
Thi s upper bound can be further refined.
For integrity, an adversary that views Q <= 27(64) encryption results

and tries a total of Q <= 27(64) forgery attenpts has a forgery
success probability of at nost



Q@ * (Lm+ La + 1) [/ 27 (127)
A detailed analysis is available in [ Gue25].
7. Design Rationale

The main goal of the DNDK-GCM design is to address the short nonce
limtation of AES-GCMin the random nonce setting. To this end, DNDK-
GCM supports a doubl e-1ength nonce of 24 bytes, where the probability
to encounter a nonce collision in Q uniformrandom sanples is upper
bounded by @Q‘2/27193, which is negligible for Q <= 27(64).
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The DNDK- GCM desi gn extends the Derive-Key approach of [G.17], where
the Derive function and the underlying AEAD share the same nonce, as
seen in AES-GCM SIV [ RFC8452], which utilizes a 12-byte nonce. To
enabl e using a 16-bytes pernutation (AES) as a primtive, Derive
operates over a sub-array of NPadded, nanely NHead, that is strictly
shorter than a single block. The DNDK- GCM desi gn chooses the | ongest
possi bl e such subarray, i.e. a 15-byte NHead. It popul ates a bl ock
with NHead and uses the remaining byte for encodi ng KC _Choice, LN,
and while leaving 3 bits for a counter (counting fromO to 2 or 4).
The remai ni ng ni ne bytes of NPadded (NTail) are used as the AES- GCM
IV that is invoked with the derived key.

In the random nonce setting, splitting NPadded into a 15-byte NHead
and a 12-byte NTail mnimzes the key collision and the 3-way key
collision probabilities. This |owers the upper bounds on the

di stingui shi ng advant age of DNDK- GCM out puts from uni f orm random
strings and allows for processing a very |arge nunber of nessages and
a very large anpbunt of data under a given root key.

In the counter nonce setting, DNDK-GCM is a nonce respecting AEAD.
Note that invocations of DNDK-GCM Enc can choose to fix the 15-byte
NHead and place a counter in NTlail. This would fix the derived key
and yield security bounds that are simlar to those of AES-GCM (with
a counter nonce). However, this is a non-optiml way to construct
counter nonces and nuch better bounds are achieved in the unique
NHead nonce settings where all the NHead val ues are, by definition,
di stinct.

Wth the choice LN = 12 and the counter nonce setting, DNDK-GCM
reduces the upper bounds on the ciphertext indistinguishability
conpared to plain AES-GCM This may justify the Derive overhead while
usi ng only 12-byte nonces. In the random nonce setting, both AEADs
have the same limtations on the anbunts of processed data and nunber
of nmessages. In this case, DNDK-GCM is defined only for conpleteness.
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DNDK- GCM enpl oys t he Beyond- Bi rt hday- Bound (BBB) pseudorandom
function XORP [1wa06], which requires only 5 (or 3 w thout key
conmmitnent) AES calls to output the required 64 bytes (or 32 bytes
wi thout key commitnent). It can be argued that a non-BBB Derive that
is based on a counter node (using only 4 (or 2) AES calls) also
suffices. However, in this case, the derived keys are sanpled from
only a subset of the key space (all 32-byte arrays), and a
justification would require some non-standard assunption on AES.

I ncorporating KC Choice and the key commtnent into the configuration
byte ConfigByte = 128 * KC Choice + 8 * (LN - 12) creates a donmain
separation that leads to different derived keys per configuration.

Domai n separation: The scheme as specified in a way that whether (or
not) a key commitnent (KC) is conmputed, is supposed to be part of the
agreed configuration between sender and recipient. Nevertheless, this
choice it is also encoded in the ConfigByte, and thus inpacts the
derived AES-GCM key. To argue why such a domain separation is
desirable, we note that this feature provides a sort of cryptographic
verification that the sender and recipi ent have actually agreed on
the configuration. This nay hel p detect mi smatches, for exanple if
encryption is conmputed with KC Choice = 1 but KCis onmtted fromthe
blob that is submitted for decryption.

7.1. The DNDK- GCM over heads

Thi s section describes the overheads of DNDK- GCM conpared to AES- GCM
(with a 32-byte key).

The function Derive requires 5 calls to AES256 with the root key if
KC Choice = 1, and 3 calls if KC Choice = 0. These AES256

comput ations are executed over independent bl ocks and can be

paral l elized for better perfornmance.

In addition, every encryption (and decryption) requires an AES256 key
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expansion with the fresh derived key (and other initialization steps

for AES-GCM). This conputational overhead is independent of the nonce
length (LN). The total overhead is relatively small (see [GQue25] for

a full account).

8. | ANA Consi der ati ons



| ANA needs to add one entry to the "AEAD Al gorithns" registry:
AEAD DNDK_AES 256 _GCM (Nuneric |ID TBD) referencing this docunent as
its specification.
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Appendi x A. DNDK- GCM Encrypti on Wrked- Qut Exanpl es

Thi s appendi x provi des DNDK- GCM encryption exanples. Arrays of bytes
are typed in increasing order of byte positions fromleft (byte 0) to
right.

Al. A Wrked-Qut Exanple (LN = 24; Wth Key Comm tnent)

KC_Choi ce =

--------- Bytes Position---------
00010203040506070809101112131415
.16171819202121232425262728293031

Root key = 01000000000000000000000000000000
00000000000000000000000000000000
I nput
Nonce = 000102030405060708090a0b0c0d0e0f
1011121314151617
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aad (5 bytes) = 0100000011
pl ai ntext (4 bytes) = 11000001
Qut put
ci pher (4 bytes) = 8eee8a4db
tag = 8alc8d0ceb7e07e3c834caf e75aa001f
Key conmitnent val ue = 2baf 00ef d298de13055c9a6c39e05aee

571583384357635e144f a21444239968

ci phertext tag (20 bytes) = 8eeeB8a4b8alc8d0ceb7e07e3c834caf e



75aa001f
ci phertext tag conmt
(52 bytes) = 8eeeB8ad4b8alc8d0ceb7e07e3c834cafe
75aa001f 2baf 00ef d298de13055c9a6¢c
39e05aee571583384357635e144f a214
44239968

Deri vedKey = 3d1480ee39a968d581d16a578bdaf 0e6
719dcf ff 6e127b40bbdd844accea7elc
AES- GCM nonce = 0f 1011121314151617000000
Nonce PAD | ength (bytes) = 3
Padded nonce (NPadded) = 000102030405060708090a0b0c0d0eOf
1011121314151617000000
Confi gByte
128 * KC _Choice + 8 * (LN - 12)
as int = 224
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in hex = el

BO = 000102030405060708090a0b0c0d0ee0
X0 = c¢d8a6170df 972d556aeleaf 9ea9bd799
ConfigBytePlusO = €0
Bl = 000102030405060708090a0b0c0d0Oeel
X1 = f09eel9%9ee63e4580eb3080ae6141277f
ConfigBytePlusl = el
B2 = 000102030405060708090a0b0c0d0ee?2
X2 = bcl7ae8fb1855615d13c6eb32671a985
Confi gBytePlus2 = e2
B3 = 000102030405060708090a0b0c0d0ee3
X3 = e625619f 0dOf f 3466f bhd7095d37b8d77
Confi gBytePlus3 = e3
B4 = 000102030405060708090a0b0c0d0ee4
X4 = 9a9f e2489cc04e0b7eae48edaeb84ef 1
ConfigBytePlus4 = e4
Y1l = 3d1480ee39a968d581d16a578bdaf 0e6
Y2 = 719dcfff6el27b40bbdd844accea7elc
DerivedKey (= Y1 || Y2) =
3d1480ee39a968d581d16a578bdaf 0e6
719dcf f f 6e127b40bbdd844accea7elc
Y3 2baf 00ef d298de13055c9a6¢39e05aee
Y4 571583384357635e144f a21444239968
KeyCommit (= Y3 || Y4) =
2baf 00ef d298de13055c9a6¢c39e05aee
571583384357635e144f a21444239968

A2. A Wrked-Qut Exanple (LN = 24; No Key Commitnent)
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Nonce length (LN) = 24
KC Choi ce = 0

————————— Bytes Position---------
00010203040506070809101112131415
.16171819202121232425262728293031

Root key = 01000000000000000000000000000000
00000000000000000000000000000000
| nput
Nonce = 000102030405060708090a0b0c0d0e0f
1011121314151617
aad (5 bytes) = 0100000011
pl ai ntext (4 bytes) = 11000001
CQut put
ci pher (4 bytes) = 7f 6e39cc
tag = b61df 0a502¢c167164e99f a23b7d12b9d
Key conmitnent value =
ci phertext tag (20 bytes) = 7f 6e39cch61df 0a502¢c167164e99f a23
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b7d12b9d

ci phertext tag commt
(20 bytes) = 7f 6e39cch61df 0a502¢c167164e99f a23
b7d12b9d



I nt ermedi ate val ues

Deri vedKey = d974a46f bbeb3dec953ce088ef 6b6085
73248947acf 51606de5ale5b72629197

AES- GCM nonce = 0f1011121314151617000000

Nonce PAD | ength (bytes) = 3

Padded nonce (NPadded) = 000102030405060708090a0b0c0d0eOf
1011121314151617000000

Confi gByte

128 * KC Choice + 8 * (LN - 12)

as int = 96

in hex = 60

BO = 000102030405060708090a0b0c0d0e60
X0 = d3a8349b7cd72d37e061b49c3c5d2c12
Confi gBytePlusO = 60
Bl = 000102030405060708090a0b0c0d0eb1
X1 = 0adc90f4c73c10db755d5414d3364c97
ConfigBytePlusl = 61
B2 = 000102030405060708090a0b0c0d0e62
X2 = a08cbddcd0223b313e3baac74e3f bd85
ConfigBytePlus2 = 62

Gueron Expi res Septenber 21, 2025 [ Page 31]
I nternet-Draft DNDK- GCM March 2025
Y1 d974a46f bbeb3dec953ce088ef 6b6085

Y2 73248947acf 51606de5a1e5b72629197
DerivedKey (= Y1 || Y2) =
d974a46f bbeb3dec953ce088ef 6b6085
73248947acf 51606de5al1e5b72629197
KeyCommit (= Y3 || Y4) =

Nonce length (LN) = 12

KC Choi ce = 1
--------- Bytes Position---------
00010203040506070809101112131415
.16171819202121232425262728293031
Root key = 01000000000000000000000000000000
00000000000000000000000000000000
I nput
Nonce = 000102030405060708090a0b

aad (5 bytes) = 0100000011



pl ai ntext (4 bytes) = 11000001
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CQut put
ci pher (4 bytes) = 1915d0bd
tag = 187b392eeb9b231a57a852db20e02201
Key conmmitnent val ue = 675f b3ec6d0e56002333¢c2504d1b70db
47¢3713775999c9600bedcf da76f 8d8c
ci phertext tag (20 bytes) = 1915d0bd187b392eeb9b231a57a852db
20e02201

ci phertext tag conmit
(52 bytes) = 1915d0bd187b392eeb9b231a57a852db
20e02201675f b3ec6d0e56002333¢250
4d1b70db47c¢3713775999¢c9600bedcf d

a76f 8d8c
I nt ernedi ate val ues
DerivedKey = df de3¢c721be6e0b0369770788941a293
96c4e50dd81725d3832221f a47d564el
AES- GCCM nonce = 000000000000000000000000
Nonce PAD | ength (bytes) = 15
Padded nonce (NPadded) = 000102030405060708090a0b00000000
0000000000000000000000
Confi gByte
128 * KC_Choice + 8 * (LN - 12)
as int = 128
in hex = 80
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BO 000102030405060708090a0b00000080

X0 78d5b87c1bf 1f 2ee7de63d4899309b82
ConfigBytePlusO = 80

Bl = 000102030405060708090a0b00000081
X1 = a70b840e0017125e4b714d3010713911



ConfigBytePlusl = 81
B2 = 000102030405060708090a0b00000082
X2 = eell5d71c3e6d73df ec4lch2dee5ff 63
ConfigBytePlus2 = 82
B3 = 000102030405060708090a0b00000083
X3 = 1f 8a0b9076f f a4deeb5ed5f f 18d42beb59
Confi gBytePlus3 = 83
B4 = 000102030405060708090a0b00000084
X4 = 3f16c94b6e686e787d58e1b53e5f 160e
Confi gBytePlus4 = 84
Y1l = df de3c721be6e0b0369770788941a293
Y2 = 96¢4e50dd81725d3832221f a47d564el
DerivedKey (= Y1 || Y2) =
df de3c721be6e0b0369770788941a293
96¢c4e50dd81725d3832221f a47d564el
Y3 = 675f b3ec6d0e56002333c2504d1b70db
Y4 = 47c¢3713775999¢c9600bedcf da76f 8d8c
KeyCommit (= Y3 || Y4) =
675f b3ec6d0e56002333¢c2504d1b70db
47¢3713775999c9600bedcf da76f 8d8c

DNDK- GCM exanpl e
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KC _Choi ce =
————————— Bytes Position---------
00010203040506070809101112131415
.16171819202121232425262728293031

Root key = 01000000000000000000000000000000
00000000000000000000000000000000

| nput

Nonce = 000102030405060708090a0b

aad (5 bytes) = 0100000011

pl ai ntext (4 bytes) = 11000001

CQut put

ci pher (4 bytes) = b95cf 258

tag = 39e74511d997eaaf dOf 567d13758305h

Key conmitnent value =



ci phertext tag (20 bytes) =

3758305b

b95cf 25839e74511d997eaaf dOf 567d1

ci phertext tag conmit

Guer on
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(20 bytes) = b95cf 25839e74511d997eaaf dOf 567d1

3758305b

Deri vedKey = 13c31bcaf 1f 11785e1dcb29d5d65541a
4b371b1142bb60f 39cea823f 189e0al?

AES- GCCM nonce =

Nonce PAD | ength (bytes) = 15

Padded nonce (NPadded) =

Confi gByte
128 * KC Choice + 8 * (LN - 12)

000000000000000000000000

000102030405060708090a0b00000000
0000000000000000000000

X0

000102030405060708090a0b00000000
e794aa3c8558d394f 822920ae2a9d6e5

ConfigBytePlusO = 00

B1
X1

000102030405060708090a0b00000001
f457b1f 674a9c41119f e2097bf cc82f f

ConfigBytePlusl = 01

B2
X2

000102030405060708090a0b00000002
aca3b12dc7e3b36764c81035f a37dcf 2

ConfigBytePlus2 = 02

Y1l
Y2

13c31bcaf 1f 11785e1dch29d5d65541a
4b371b1142bb60f 39cea823f 189e0al7’

DerivedKey (= Y1 || Y2) =

Quer on
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KeyCommit (= Y3 || Y4) =

Appendi x B. A Python Script Reference |nplenmentation Exanple

Thi s Appendi x provides a Python script inplementation of DNDK- GCM
(the variant with the key conmtnent). The inputs that produce the
val ues reported in Appendix A (LN = 24 and KC Choice = 1)

# DNDK- GCM encryption exanpl e

from Crypt odone. G pher inport AES

# Root key

Root Key =\
0x0100000000000000000000000000000000000000000000000000000000000000. \
to _bytes(32,'big’)

# Nonce (24 bytes)

N =\

0x000102030405060708090a0b0c0d0e0f 1011121314151617.\

to_bytes(24,' big’)

# The 12-byte case
HHHHH IR R R H B R R

# Nonce (12 bytes)

N =\
0x000102030405060708090a0b. \
to _bytes(12,'big’)

HRHHH IR BRI H R R R
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# aad and pl ai nt ext
aad = 0x0100000011.to_bytes(5,’'big’)
pl ai ntext = 0x11000001.to_bytes(4,’ big’)

#

# Configuration
#

LN = len (N

KC Choice = 0 # 1/0 with/w thout key commitnent

PADLEN = 27-LN

NPadded = N + (0x00).to_bytes (PADLEN, 'big’')

NHead NPadded [0: 15] # The first 15 bytes of the nonce
NTai | NPadded [ 15: 27]

##H#HGCM |V = NTail + (0x00).to_bytes (3, 'hig')

GCM_I'V = NrTai |

# Preparing blocks BO, Bl, B2, B3, B4 for XORP

Confi gurenum = 128 * KC _Choice + 8*(LN 12)

Confi gBytePlusO = (Configurenum+ 0).to_bytes (1, '"big’)
BO = NHead + Confi gBytePl usO

ConfigBytePlusl = (Configurenum+ 1).to _bytes (1, 'big’)
Bl = NHead + Confi gBytePl usl

ConfigBytePlus2 = (Configurenum+ 2).to_bytes (1, 'big’)
B2 = NHead + Confi gBytePl us2



i f KC _Choice == 1:
Confi gBytePlus3 = (Configurenum+ 3).to_bytes (1, 'big’)
B3 = NHead + Confi gBytePl us3
Confi gBytePlus4 = (Configurenum+ 4).to _bytes (1, 'big’)
B4 = NHead + Confi gBytePl us4

#

# X val ues
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root ci pher = AES. new key=Root Key, node=AES. MODE_ECB)

X0 = rootci pher. encrypt (B0)
X1 = rootcipher. encrypt (Bl)
X2 = rootcipher. encrypt (B2)

i f KC _Choice == 1:
X3 = rootci pher. encrypt (B3)
X4 = rootcipher. encrypt (B4)
# Y val ues
Y1l = bytes(a » b for (a,b) in zip (X1, X0))
Y2 = bytes(a ™ b for (a,b) in zip (X2, X0))
DerivedKey = Y1 + Y2
# Set KeyConmit to be enpty
# if KC_Choice = 0, KC, is enpty
KeyConmit = 0x00.to_bytes (0, 'bhig’)
# Ot herw se, conmpute KeyConmit
i f KC _Choice == 1:
Y3 = bytes(a ™ b for (a,b) in zip (X3, X0))
Y4 = bytes(a ™ b for (a,b) in zip (X4, X0))
KeyCommit = Y3 + Y4
#
# Encrypt (A, M wth AES-GCM under DerivedKey, key
# and the 12-byte nonce GCM IV
aesgcnkey = Deri vedKey
ci pher = AES. new aesgcnkey, AES. MODE GCM nonce=GCM | V)
ci pher. updat e(aad)
ci phertext, tag = cipher.encrypt_and_di gest(pl ai ntext)
# Combi ned ci pher, tag, KeyConmit
ci phertext tag = ciphertext + tag
ci phertext _tag_conmit = ciphertext + tag + KeyCommt
#
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# Printing the values can be done by e.g., the follow ng lines:
# print ("N=", N hex()[0: 32])

# print (" ", N hex()[32: 54])

# print ("BO =", BO.hex())

# print (" ", KeyCommit.hex()[0: 32], sep="")

# print (" ", KeyCommit.hex()[32: 64], sep="")
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