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Abst ract

Section 9.2.2 of RFC 9113 identifies, but does not normatively
resolve, a failure node in which the application protocol and the

ci pher suite are selected independently, resulting in a successfully
conpl et ed TLS handshake whose negoti ated paraneters may be rejected
at the HTTP/2 | ayer with an | NADEQUATE SECURI TY connection error.
Thi s docunent addresses that gap by adding a SHOULD-1evel procedure
that coordi nates ci pher suite selection with ALPN negoti ati on, and
updat es RFC9113.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Novenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

An interoperability hazard between TLS ci pher suite selection and
Application-Layer Protocol Negotiation (ALPN) [RFC7301] for HTTP/ 2

[ RFC9113] over TLS 1.2 [RFC5246] was raised in [|ISSUE-612] during the
drafting of [RFC7540], the predecessor of [RFC9113]. The HTTP
Working Group’s resolution, nmerged via [ PR-644], introduced the |ist
of prohibited cipher suites now codified in Appendi x A of [RFC9113],
together with the mandatory ci pher suite

TLS ECDHE RSA W TH AES 128 GCM SHA256 as a guar ant eed- avai |l abl e

al ternative.

This resolution ensures a guarant eed-avail abl e h2-conpati bl e ci pher
suite, but |eaves server behavior unspecified when both prohibited
and h2-conpatibl e cipher suites are avail able for negotiation.
Section 9.2.2 of [RFC9113] notes the resulting failure node:

Note that clients m ght advertise support of cipher suites that
are prohibited in order to allow for connection to servers that do
not support HTTP/2. This allows servers to select HITP/1.1 with a
ci pher suite that is prohibited in HITP/2. However, this can
result in HTTP/ 2 being negotiated with a prohibited cipher suite
if the application protocol and cipher suite are independently

sel ect ed.
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When a client chooses to enforce the cipher suite requirenments of
Section 9.2.2 of [RFC9113], it may signal this by tearing down the
HTTP/ 2 connection via GOAWAY with error code | NADEQUATE SECURI TY
(Section 7 of [RFC9113]). However, Section 9.2.2 of [RFC9113] only
acknow edges this failure without prescribing a solution, |eaving a
preventabl e failure node unaddressed.

TLS 1.2 remnins widely deployed, and this failure node affects any
TLS 1.2 server where prohibited cipher suites are avail abl e al ongsi de
h2- conpati bl e ci pher suites.

Thi s docunent adds a SHOULD-I| evel procedure for coordinating cipher
suite selection with ALPN negotiation. |t does not nodify the

prohi bited cipher suite list in Appendix A of [RFC9113] or the

mandat ory ci pher suite requirenment of Section 9.2.2 of [RFC9113].
Instead, it closes the nornative gap | eft open by Section 9.2.2 of

[ RFC9113], which identifies independent selection as a failure node
but does not prescribe howto prevent it when prevention is possible.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

The term"CientHello" is used as defined in Section 7.4.1.2 of
[ RFC5246] .

The term "h2-compati bl e ci pher suite" refers to any TLS 1.2 ci pher
suite that is not listed in Appendix A of [RFC9113].

3. Applicability

Thi s docunent applies to TLS 1.2 [RFC5246] servers that negotiate
ALPN [ RFC7301] and support HTTP/ 2 [ RFC9113].

Thi s docunent does not apply to TLS 1.3 [ RFC8446]. HITP/2 over TLS
1.3 is addressed by Section 9.2.3 of [RFC9113].

The procedure specified in Section 4 is nost directly relevant to

depl oynent s where prohibited cipher suites are present in the
negoti ati on al ongsi de h2-conpati bl e ci pher suites.
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4.

7.

Ci pher Suite Sel ection Procedure

VWhen a TLS 1.2 server receives a CientHello that includes "h2" in
the ALPN extension [RFC7301], and the intersection of cipher suites
offered in the ClientHell o and supported by the server includes at

| east one h2-conpatibl e cipher suite, the server SHOULD sel ect an
h2- compati bl e ci pher suite.

Security Considerations

Thi s docunent does not nodify the cipher suite requirenments of
Section 9.2.2 of [RFCI9113] or the list of prohibited cipher suites in
Appendi x A of [RFC9113]. The TLS threat nodel is unchanged. This
procedure addresses an availability concern: it prevents connection
failures that occur when a prohibited cipher suite is selected
despite an h2-conpati bl e one being avail able for negotiation

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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