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Abstract

   Section 9.2.2 of RFC 9113 identifies, but does not normatively
   resolve, a failure mode in which the application protocol and the
   cipher suite are selected independently, resulting in a successfully
   completed TLS handshake whose negotiated parameters may be rejected
   at the HTTP/2 layer with an INADEQUATE_SECURITY connection error.
   This document addresses that gap by adding a SHOULD-level procedure
   that coordinates cipher suite selection with ALPN negotiation, and
   updates RFC9113.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 24 November 2026.

Copyright Notice

   Copyright (c) 2026 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
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   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   An interoperability hazard between TLS cipher suite selection and
   Application-Layer Protocol Negotiation (ALPN) [RFC7301] for HTTP/2
   [RFC9113] over TLS 1.2 [RFC5246] was raised in [ISSUE-612] during the
   drafting of [RFC7540], the predecessor of [RFC9113].  The HTTP
   Working Group’s resolution, merged via [PR-644], introduced the list
   of prohibited cipher suites now codified in Appendix A of [RFC9113],
   together with the mandatory cipher suite
   TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 as a guaranteed-available
   alternative.

   This resolution ensures a guaranteed-available h2-compatible cipher
   suite, but leaves server behavior unspecified when both prohibited
   and h2-compatible cipher suites are available for negotiation.
   Section 9.2.2 of [RFC9113] notes the resulting failure mode:

      Note that clients might advertise support of cipher suites that
      are prohibited in order to allow for connection to servers that do
      not support HTTP/2.  This allows servers to select HTTP/1.1 with a
      cipher suite that is prohibited in HTTP/2.  However, this can
      result in HTTP/2 being negotiated with a prohibited cipher suite
      if the application protocol and cipher suite are independently
      selected.
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   When a client chooses to enforce the cipher suite requirements of
   Section 9.2.2 of [RFC9113], it may signal this by tearing down the
   HTTP/2 connection via GOAWAY with error code INADEQUATE_SECURITY
   (Section 7 of [RFC9113]).  However, Section 9.2.2 of [RFC9113] only
   acknowledges this failure without prescribing a solution, leaving a
   preventable failure mode unaddressed.

   TLS 1.2 remains widely deployed, and this failure mode affects any
   TLS 1.2 server where prohibited cipher suites are available alongside
   h2-compatible cipher suites.

   This document adds a SHOULD-level procedure for coordinating cipher
   suite selection with ALPN negotiation.  It does not modify the
   prohibited cipher suite list in Appendix A of [RFC9113] or the
   mandatory cipher suite requirement of Section 9.2.2 of [RFC9113].
   Instead, it closes the normative gap left open by Section 9.2.2 of
   [RFC9113], which identifies independent selection as a failure mode
   but does not prescribe how to prevent it when prevention is possible.

2.  Conventions and Definitions

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in BCP
   14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

   The term "ClientHello" is used as defined in Section 7.4.1.2 of
   [RFC5246].

   The term "h2-compatible cipher suite" refers to any TLS 1.2 cipher
   suite that is not listed in Appendix A of [RFC9113].

3.  Applicability

   This document applies to TLS 1.2 [RFC5246] servers that negotiate
   ALPN [RFC7301] and support HTTP/2 [RFC9113].

   This document does not apply to TLS 1.3 [RFC8446].  HTTP/2 over TLS
   1.3 is addressed by Section 9.2.3 of [RFC9113].

   The procedure specified in Section 4 is most directly relevant to
   deployments where prohibited cipher suites are present in the
   negotiation alongside h2-compatible cipher suites.
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4.  Cipher Suite Selection Procedure

   When a TLS 1.2 server receives a ClientHello that includes "h2" in
   the ALPN extension [RFC7301], and the intersection of cipher suites
   offered in the ClientHello and supported by the server includes at
   least one h2-compatible cipher suite, the server SHOULD select an
   h2-compatible cipher suite.

5.  Security Considerations

   This document does not modify the cipher suite requirements of
   Section 9.2.2 of [RFC9113] or the list of prohibited cipher suites in
   Appendix A of [RFC9113].  The TLS threat model is unchanged.  This
   procedure addresses an availability concern: it prevents connection
   failures that occur when a prohibited cipher suite is selected
   despite an h2-compatible one being available for negotiation.

6.  IANA Considerations

   This document has no IANA actions.
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