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Abst r act

Thi s docunent defines the AgentlD Protocol, an open standard for
establ i shing, verifying, and managing the identity of autononmous Al
agents operating across the Internet. As Al agents increasingly
interact with web services, APls, and each other on behal f of humans
and organisations, the industry |acks a universal nechanismto
determ ne which agent is making a request, who is accountable for it,
and what it is pernmitted to do.

Agent I D i ntroduces the Agent Identity Token (AIT), a signed JWI
carrying agent identity, owner verification, capability, and

del egation chain clainms. The protocol defines agent registration,
owner verification |evels, service-side access tiers, and transparent
del egation chains with scope attenuation. It builds on existing
standards including QAuth 2.0, Openl D Connect, JSON Wb Token (JWI),
and JSON Wb Key (JWK), adapting themto the unique requirements of
non- human aut ononbus actors.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Septenber 2026
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1. Introduction

Today’ s Internet authentication infrastructure was designed for
humans interacting with services through browsers. QAuth 2.0

[ RFC6749] enables a user to grant an application |limted access to
their resources. OpenlD Connect [Openl D. Core] enables a user to
prove their identity across services. Neither protocol was designed
for autononmous software agents that:

* (Operate independently wi thout a human in the | oop

* Chain together in multi-step workfl ows where Agent A di spatches
tasks to Agent B

* Make decisions and take actions at machi ne speed on behal f of
princi pals who nay not be present

The result is a proliferation of ad-hoc solutions: raw APl keys with
no ownership tracing, QAuth tokens repurposed beyond their design
intent, workload identity frameworks such as [SPlI FFE] that address
service-to-service authentication but not agent-specific concerns

i ke owner accountability and del egati on chains, and proprietary
agent authentication schenmes that fragnment the ecosystem

Agent | D addresses this gap by providing a |ightweight,
cryptographically secure identity |layer purpose-built for autononous
Al agents. It answers three questions that no existing standard
addr esses conprehensi vel y:

1. Wich agent is this?

2. Wo is accountable for it?

3. Wiat is it pernmtted to do?
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Agent  An aut ononous software systemthat interacts with services on
behal f of a principal (human user or another agent).

Agent ldentity Token (AIT) A signed JWI that an agent presents to
authenticate itself to a service

Omner The human or organi sation | egally accountable for an agent’s
actions.

Principal The entity on whose behal f an agent acts. May be a user,
an organi sation, or another agent.

Del egation Chain The ordered sequence of principals and agents
t hrough which authority was del egated, fromthe origina
aut horiser to the acting agent.

Registry A service that stores agent identities, public keys, and
owner verification records

Scope Attenuation The principle that each link in a del egation chain
can only have equal or fewer perm ssions than the previous |ink

Verification Level A nuneric indicator (0-3) of the rigour of
identity verification perforned on an agent’s owner.

2. Threat Model

Wthout a standardi sed agent identity |ayer, services face the
followi ng threats:

Unattri butabl e Abuse An anonynous agent submits |arge vol unes of
spam books fake appointnents, or scrapes content. The service
has no way to trace the actor or hold anyone accountabl e.

I mpersonation A malicious agent clains to act on behalf of a
reput abl e organi sation w thout any verifiable proof.

Privilege Escalation An agent granted read access to a resource
exploits | oose controls to performwite or del ete operations.
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Del egation Opacity Agent A spawns Agent B which spawns Agent C. A
service receiving a request from Agent C has no visibility into
the del egation chain or the original authorising principal

Rate-Limt Evasion Wthout stable agent identity, rate linmiting
falls back to I P addresses, which agents trivially rotate.

3. Protocol Requirenents
The protocol MJST satisfy the followi ng requirenents:

1. *Verifiable Identity:* A service MJIST be able to
cryptographically verify an agent’s identity without a
synchronous call to a central authority.

2. *Omner Accountability:* Every agent identity MJST be traceable to
a verified human or organi sati onal owner.

3. *Ganular Access Control:* Services MJST be able to define
policies based on agent identity, owner identity, verification
| evel, and decl ared capabilities.

4. *Del egation Transparency:* Wen an agent acts on behal f of
anot her agent or a human, the full chain of delegation MIST be
i nspect abl e.

5. *Revocability:* Conprom sed or abusive agent identities MJST be
revocable in real tinme.

6. *Interoperability:* The protocol MJST work across agent
framewor ks, programmi ng | anguages, and depl oynent nodel s.

7. *Performance:* Token verification MIST be possible offline using
cached public keys, with registry | ookups reserved for enhanced
checks.

4. Agent ldentity Token (AIT)
The Agent ldentity Token is a signed JSON Wb Token (JWI) conformn ng
to [ RFC7519], with a custom clai mset designed for agent
identification. The token is self-contained: any service with access
to the issuer’s public key can verify the token w thout contacting
the registry

4.1. Token Header

The AIT JOSE header MJST contain the follow ng paraneters:
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alg REQUI RED. MJST be "ES256" (ECDSA using P-256 and SHA- 256, per
[ RFC7518] Section 3.4).
typ REQUI RED. MJST be "Al T+ wt".
kid REQURED. Key identifier for key rotation, corresponding to a
key in the registry's JWS [ RFC7517] .

"al g": "ES256",

"typ": "AITH wt",

"kid": "agentidp-2026-03-01"
}

Figure 1: AT Header Example
4.2. Token C ains

The AI'T payl oad contains the follow ng clains organised into four
groups:

4.2.1. ldentity dains

agent _id REQU RED. String. dobally unique agent identifier
assigned by the registry.

agent _name REQUIRED. String. Human-readabl e name of the agent.

agent _version RECOVMENDED. String. Senmantic version of the agent
sof t war e.

agent _description OPTIONAL. String. Brief description of the
agent’s purpose.

4.2.2. Ower dains

owner_id REQU RED. String. Unique identifier for the agent’s owner
in the registry.

owner _type REQUIRED. String. Either "person" or "org".
owner_name REQUIRED. String. Display nane of the owner.
verification_level REQU RED. Integer (0-3). See Section 5.
4.2.3. Capability dains

capabilities OPTIONAL. Array of strings. Declared capabilities
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usi ng the namespace convention defined in Appendi x A
4.2.4. Delegation d ains

del egation_chain OPTIONAL. Array of del egation objects. See
Section 8.

4.2.5. Standard JWI Cl ai ns

iss REQURED. String. The registry URL that issued the agent
identity.

sub REQUIRED. String. Same value as agent_id.

aud RECOWMMENDED. String. The target service URL.

iat REQU RED. NunericDate. Tine at which the token was issued.

exp REQU RED. NunericDate. Expiration tine. MJST NOT exceed 24
hours after iat. A lifetine of 1 hour or less is RECOMVENDED f or

hi gh-security contexts.

jti  REQU RED. String. Unique token identifier for replay
preventi on.

4.3. AT Exanple

The following is an exanple AT payl oad:
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"agent _id": "ag_7xKOn2nP4qRt L8",
"agent _nane": "AcneBooki ngAgent",
"agent _version": "1.2.0",
"owner _id": "own_T1nR4xBq9",
"owner _type": "org",
"owner _nane": "Acne |nc",
"verification_ |evel": 2,
"capabilities": ["cal endar:read", "calendar:wite"],
"del egation_chain": [{
"principal type": "user",
"principal _id": "usr_abc123",
"granted_at": "2026-03-01T10: 00: 00Z",
"scopes": ["cal endar:read"]
H
"iss": "https://registry.agentidp.dev",
"sub": "ag_7xKOn2nP4qgRt L8",
"aud": "https://api.exanple.coni,
"iat": 1740000000,
"exp": 1740003600,
"jti": "tok_uni que_nonce_123"

Figure 2: AT Payl oad Exanpl e
4. 4. Cryptographi c Requirenents

Al'l Agent ldentity Tokens MJUST be signed using ES256 (ECDSA with the
P-256 curve and SHA-256) as defined in [ RFC7518] Section 3.4. This
al gorithm provides strong security with conpact signatures suitable
for high-frequency agent-to-service comunication

Agent key pairs are generated during registration and the public key
is published via the registry’'s JWKS endpoi nt [ RFC7517]. Services
verify tokens by fetching the public key fromthe JWKS endpoint, with
aggressi ve cachi ng (RECOWENDED TTL: 24 hours).

4.5. Token Lifetine

Al T tokens MUST have a maximumlifetine of 24 hours (the difference
bet ween exp and iat MJUST NOT exceed 86400 seconds). For high-
security contexts, a lifetine of 1 hour or |ess is RECOMVENDED.
Short-lived tokens limt the blast radius of key conprom se. Agents
MUST i mpl enent automatic token refresh using their private key.
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5. Omer Verification Levels

The protocol defines four verification |evels providing increasing
assurance about the agent owner’s identity. Services can set mnininmm
verification requirenents per endpoint.

Level O - Unverified Email address confirned only. Suitable for
testing, devel opnent, and open-access services.

Level 1 - Email Email and phone verification. Suitable for |owrisk
public services.

Level 2 - Domain DNS TXT record or well-known file verification at
the owner’s domain. Suitable for business APls and partner
i ntegrations.
Level 3 - Organisation Know Your Business (KYB) verification
i ncluding company registration and legal entity verification
Suitable for financial services, healthcare, and regul ated
i ndustries.
6. Agent Registration
Agent registration is a two-phase process: owner verification
(perforned once) followed by agent creation (performed per agent). A
single verified owner MAY register nultiple agents.
6.1. Phase 1. Omer Registration

1. Owner registers at an Agentl D-conpliant registry with email and
aut henti cating credenti al s.

2. Omer conpletes verification to their desired |l evel (email
domai n DNS, or KYB docunent subm ssion).

3. Registry issues an owner _id and managenent credenti al s.
6.2. Phase 2: Agent Creation

1. Owner calls POST /vl/agents with agent nanme, description, and
decl ared capabilities.

2. Registry generates an ES256 key pair, stores the public key, and

returns the agent_id, private key (in JW format per [RFC7517]),
and the kid.
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3. Agent uses the private key to self-sign AIT tokens. The private
key MUST NOT be retained by the registry after delivery to the
owner .

Omers MUST i mmedi ately store the agent private key in a secure
secrets manager. |If the private key is lost, the agent MJST be re-
registered with a new key pair.

Servi ce-Si de Access Control

Servi ces consum ng Agentl D tokens inplenment access policies based on
the claims present in the AIT. The protocol defines three standard

access tiers:

Open Any agent may access. No AIT required. Rate limting is IP-
based only. Suitable for public read-only endpoints.

Authenticated A valid AIT fromany regi stered agent is required.
Token signature and revocation status are verified. Rate liniting
is per agent_id. Suitable for general-purpose APIs.

Perm ssioned A valid AIT is required AND the agent _id or owner _id
MUST be on an explicit allowist maintained by the service. Rate
limting is per agent_id. Suitable for partner integrations and
sensitive data.

Pol i cy Expression

Services define policies as a set of rules evaluated against AIT
clains. The protocol RECOMVENDS the follow ng policy structure:

{

"resource": "/api/bookings",
"access_tier": "authenticated",
"mn_verification_level": 2,

"required_capabilities": ["calendar:wite"],
"rate_limt": {

"requests_per_hour": 100,

"scope": "agent _id"
1
"allowist": null,
"denylist": ["ag_known_bad actor"]

Figure 3: Access Policy Exampl e
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8.

8.

Del egati on Chain

When Agent A instructs Agent B to performan action, or when a human
user authorises an agent to act on their behal f, the del egati on chain
is encoded in the AIT so that the receiving service can inspect the
full provenance of the request.

1. Delegation Chain Structure
The del egation_chain claimis an ordered array of del egation objects,
fromthe original principal (index 0) to the nobst recent del egator

Each entry records who del egated, when, and with what scope
restrictions.

"del egation_chain": [

{
"principal _type": "user",
"principal _id": "usr_john_abc",
"granted_at": "2026-03-01T10: 00: 00Z",
"scopes": ["cal endar:read", "calendar:wite"],
"evi dence": "oaut h2:token_exchange"
H
{
"principal _type": "agent",
"principal _id": "ag_orchestrator_1",
"granted_at": "2026-03-01T10: 00: 052",
"scopes": ["cal endar:read"],
"evi dence": "ait:del egation”
}

Figure 4: Del egation Chain Exanple
Each del egati on object contains:
principal _type REQU RED. String. Either "user"” or "agent".

principal _id REQURED. String. Ildentifier of the delegating
princi pal .

granted_at REQU RED. String (datetine). Wen the del egati on was
gr ant ed.

scopes REQU RED. Array of strings. The scopes granted in this
del egati on step.
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evidence OPTIONAL. String. Reference to the mechanismused to
establish the del egation (e.g., "oauth2:token_exchange" per
[ RFC8693], "ait:del egation").

8.2. Scope Attenuation
Each link in the del egati on chain MJUST have scopes that are equal to
or a strict subset of the previous link’'s scopes. A delegate MJST
NOT grant nore perm ssions than it received. This is enforced by
both the issuing agent (when constructing the token) and the
verifying service (when validating clains).

If a verifying service detects a scope attenuation violation, it MJST
reject the token with error code Al D009 (DELEGATI ON_|I NVALI D).

9. Agent Registry
The Agent Registry is the trust anchor of the AgentlD ecosystem It
stores agent public keys, owner verification records, and revocation
st at us.

9.1. Registry API

A conmpliant registry MJST inplenent the foll owi ng endpoints:
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| Method | Endpoint | Description |
[ ety e ——_—————————————————————— Ll p—p—r" o
| POST | /vl/owners | Register a new owner |
T o e e e e e e eee e g +
| POST | /vl/owners/{id}/verify | Submit verification

| | | evidence |
Fomm e - o - o e e e e e e e e m e e o e e e e e e oo +
| POST | /vl/agents | Register a new agent |
S SRR o e e e e e e e e e o e e e e e oo oo +
| GET | /v1/ agents/{agent id} | Public agent | ookup

T o e e e e e e e i e g +
| CGET | /vl/ | Fetch agent public |
| | agents/{agent_id}/public-key | key (JVK) |
Fomm oo o e e e e e e e e e o T +
| DELETE | /vl/agents/{agent_id} | Revoke an agent |
T o e e e e e e eee e g +
| GET | /.well-known/jwks.json | Registry JVKS |
| | | endpoi nt |
Fomm e - o - o e e e e e e e e m e e o e e e e e e oo +
| GET | /vl/agents/{agent _id}/status | Real-time revocation |
| | | check |
T o e e e e e e eee e g +

Table 1
9. 2. Revocati on

Agent revocation MJST be i medi ate. Wen an owner revokes an agent
or the registry suspends one, the agent status is set to "revoked"

* Services inplementing real-tine checks SHOULD call the status
endpoi nt ..

* Services relying on cached public keys SHOULD i npl ement a naxi mum
cache TTL of 1 hour and MJST honour Cache-Control headers returned
by the registry.

10. Relationship to QAuth 2.0

Agent I D is designed to conplenent, not replace, QAuth 2.0 [ RFC6749].

For services that already use QAuth for user authentication, AgentlD

adds the agent identity layer. A typical integration pattern is:

1. The user grants an QAuth token to the agent (user del egation).

Uzua Expi res 15 Septenber 2026 [ Page 13]



I nternet-Draft Agent | D Prot ocol March 2026

11.

11.

11.

11.

11.

12.

2. The agent includes the QAuth grant reference in the AIT
del egation chain via the "evidence" field (e.qg.
"oaut h2: t oken_exchange").

3. The service verifies both the agent’s identity (AgentlD) and the
user’s authorisation (QAuth).

This | ayered approach allows services to answer "which agent is
this?" (AgentlD) independently from"what is this user allow ng?"
(QAut h), providing conplete request provenance.

Security Considerations
1. Key Managenent

Agent private keys MJST be stored in hardware security nodul es (HSMs)
or cloud secret managers in production. Key rotation is supported
via key versioning: owners can generate a new key pair w thout
changi ng the agent_id. Both old and new keys are valid during a
configurable overlap period (default: 72 hours).

2. Replay Prevention

Every AIT includes a unique jti claim Services SHOULD naintain a
jti cache (e.g., with TTL nmatching token expiry) and reject tokens
with previously seen jti values. For stateless verification, the

short token lifetime provides an acceptable trade-off.

3. Abuse Mtigation

Regi stries SHOULD i npl enent aut omat ed abuse detection nonitoring for
anomal ous patterns. Services can report abusive agent_ids to the
registry. A graduated response nodel is RECOMVENDED: warni ng,
tenmporary suspensi on, pernmanent revocation, owner-|evel ban

4. Privacy Considerations

Regi stries store owner identity information subject to applicable
data protection regulations (GDPR, etc.). Owmner personal data MJST
NOT be exposed via the public agent | ookup APl unl ess the owner
explicitly opts in. The minimum public disclosure is: owner_type,
verification_level, and (for Level 2+) verified_domain.

| ANA Consi der ati ons
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12.1. Media Type Registration
Thi s docunent requests registration of the "AIT+Hw" nedia type
subtype in the "JSON Wb Token Types" sub-registry of the "JSON Wb
Token (JWI)" registry.
Type name: Al T+j wt
Subt ype name: N A
Required paraneters: NA
Optional parameters: NA
Ref erence: This docunent

12.2. JWI Clainms Registration

Thi s docunent requests registration of the following clainms in the
"JSON Web Token C ai ns" registry:

* agent _id - dobally unique agent identifier
* agent _nanme - Human-readabl e agent nane
* agent_version - Agent software version
* agent _description - Agent purpose description
* owner_id - Agent owner identifier
* owner_type - Omer type (person or org)
* owner_nane - Owner display nane
* wverification_ level - Omer verification Ievel (0-3)
* del egation_chain - Del egation provenance chain
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Appendi x A, Capability Nanespace Convention

Capabilities follow a resource: action fornat:

formsubmt Submt formdata
formread Read form structure/ schema
cal endar: read Read cal endar events
calendar:wite Creat e/ update events
cal endar: del ete Del ete events

emai | : send Send email s

emai |l : read Read i nbox

storage: read Read files
storage:wite Upl oad/ nodi fy files
paynent:initiate Start a paynent
paynent : confirm Confirm a paynent
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Servi ce providers MAY define custom capabilities using reverse-donain

notation (e.g.,

Appendi x B. Error Codes
+:::::::::+:::::::::::::::::::::::::::
| Code | Nare
[ ooy s e
| AID-001 | | NVALI D TOKEN
I I
S e e e e e e e eaea oo n
| AID-002 | TOKEN EXPI RED
I I
B Tt
| AID-003 | AGENT_REVCOKED
I I
S e e e e e e e eaea oo n
| AID-004 | AGENT_SUSPENDED
I I
B Tt
| AI'D-005 | | NSUFFI Cl ENT_VERI FI CATI ON
I I
S e e e e e e e eaea oo n
| AID-006 | CAPABI LI TY_DEN ED
I I
B Tt
| AID-007 | RATE_LIM T_EXCEEDED
I I
S e e e e e e e eaea oo n
| AID-008 | NOT_ON _ALLOAMLI ST
I I
B Tt
| AID-009 | DELEGATI ON I NVALI D
I I
S e e e e e e e eaea oo n
| AID-010 | REPLAY_DETECTED
I I
B Tt

Acknowl edgenent s

Table 2

"com exanpl e. booki ng: create").

::::::::::::::::::::::+
Descri ption |
sl
Al T signature |
verification failed |
______________________ +
Al T has exceeded its |
exp claim |
...................... +
Agent has been |
revoked |
______________________ +
Agent is tenporarily |
suspended |
...................... +
Onner verification |
| evel bel ow m ni mum |
______________________ +
Agent | acks required |
capability |
...................... +
Per-agent rate limt |
exceeded |
______________________ +
Agent not on service |
all oW i st |
...................... +
Scope attenuation |
vi ol at ed |
______________________ +
Token jti previously |
used |
...................... +

The authors wish to thank the contributors to the Agentl| D Protocol
specification on GtHub, and the broader conmunity working on Al

agent
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