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Abstract

Thi s docunent proposes an | Pv6-based address | abel terminal identity
aut hentication architecture, which tightly binds identity information
to the source address of data packets. This approach enabl es hop-by-
hop identity authentication while ensuring source address
verification. The nechanismfacilitates user identity verification,
ensuring privacy protection, security, and efficient auditing.
Additionally, this docunment details the inplenentation of address

| abel authentication within the | Pv6 extension header
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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1. Introduction

In the real mof network conmmunication, the | P address, serving as a
relatively stable identifier for the origin of requests, is
particularly vulnerable to exploitation by malicious
attackers[1-D.ip-address-privacy-considerations]. The ease with
whi ch I P addresses can be forged and i npersonated conplicates the
task of ascertaining the legitimcy of data packets for all network
participants. Consequently, the inplenentation of source address
verification becomes inperative.

Furthernmore, the existing network architecture suffers froma

di sconnecti on between the | P address and the terminal identity,
rendering the process of tracing a termnal’s identity fromits I[P
address exceedingly cunbersonme. This separation not only hinders
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efficient identity verification but also | eaves the network nore
susceptible to various security threats. Thus, there is a pressing
need for a robust mechanismthat can effectively bridge this gap,
ensuring both the security and integrity of network conmunications.

Thus this docunent proposes an identity authentication mechani sm
based on address tags to protect user privacy and facilitate identity
verification. The address label identifies the identity of different
term nals. The address | abel serves as an identifier, created by
initializing the nultidinensional attribute table of the term nal and
encrypting it using a symmetric key. The length of the address | abe
depends on the I ength of the encryption algorithm A section of the
address label will be incorporated into the | Pv6 address, serving as
a conmuni cation identifier. The remaining part will accompany the
data packet to the next hop. At the subsequent hop, the device wll
utilize this information to acquire the conpl ete address | abel

The identity authentication mechanism relying on address | abels,
utilizes the user’s nmulti-dinensional attributes. It designs a
unified user identity and enpl oys a distributed consensus
infrastructure for consensus and nmanagenment. The user identity is
anonym zed and enbedded in the data packet to ensure secure data
transm ssion. The cross-domain receiving end verifies the
authenticity and trustworthiness of the terminal identity through the
dynani c | abel authentication mechani sm

G ven the aforenentioned reasons, we enpl oy address | abel extension
headers to transmt termnal identity for authentication and scrutiny
within the network. W nake full use of the |IPv6 address space to
establish a robust connection among termnal identity, address, and
data. This allows address |labels to withstand diverse attacks |ike
tanpering, replay, and forgery.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Address Label Extension Header For mat

The ALE extension header is encapsulated in the Hop-by-Hop Options
header. The (outer) protocol header (IPv6, or Extension) that

i medi ately precedes the ALE header contain the value 0 in its Next
Header fiel d[ RFC5871] (see | ANA web page at

http://wwv. i ana. or g/ assi gnnent s/ prot ocol - nunbers). Figure 1
illustrates the basic format of the ALE header[ RFC6564] [ RFC7045].
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0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| Next Header | Lengt h | Opt Type | Opt Data Len |

e L i i T L s ok o i R SR S
| AVD Type | | CC Type | Reserve |

i e e R e o o i i S N S S
/1 Addi tional Validation Data(variable) /1
B i s T T i i o S o T Ji I
/1 Integrity Checksum Code(vari abl e) /1

e T S S s SH i SEp S S S AR S e

Figure 1: Basic Format of the LAE Header

* The Next Header field identifies the type of header imrediately
foll owi ng the Hop-by-Hop Options header[ RFC8200] .

* The Length field indicates the |l ength of the Hop-by-Hop Options
header in 8-octet units, not including the first 8 octets.

* The Opt Type field identifies address | abel data with a val ue of
0x73[ RFC8200] .

* The Opt Data Len field indicates the length of the entire ALE
header in 8 bytes, including the variable | ength Additional
Validation Data and Integrity Checksum Code secti ons.

* The AVD Type field represent the nmethod of encryption used in the
AVD field and the length of it. The value of this field MJUST NOT
be 0.

* The I1CC Type field represent the method of hash used in the ICC
field and the length of it. The value of this field MJST NOT be
0.

* The Reserve field provides roomfor our future work. W aimto
incorporate path verification functionality into our protocol if
possi bl e.

* The Additional Validation Data is a variable length field used to
store partially encrypted data with a symetric key (see
Section 2.1).

* The Integrity Checksum Code is a variable length field used to
store the hash results of partial terminal identity information
and the entire transport |ayer data (see Section 2.2).
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2.1. Additional Validation Data

The Additional Validation Data (AVD) represents a partial val ue
derived fromthe encryption of identity information using a symetric
key.

The initial 64 bits of the encryption result will be inserted into
the trailing 64 bits of the | Pv6 packet source address (referred to
as the Inplicit Identifier I1D). The remaining portion will be
stored in the AVD field, ensuring data authenticity and the
inviolability of identity infornmation.

The length of this field MAY vary dependi ng on the sel ected
encryption algorithm The data requiring encryption encompasses the
anonynous identity, tinmestanp, and serial number of the term nal

The verifier nust decrypt these outcones to authenticate the
identity.

The encryption algorithmtype used is represented by the AVD Type
field, and specific values refer to Table 1:

[§ sl s s sl b U
| AVD Type field | Encryption Algorithm| AVD Length/bits

| O | Reserve | |
oo o - o e e e e e e oo o e e e e oo - +
| 1 | sSwu | 64 |
S o e e e e e oo oo o e e e e oo +
| 2 | AES128 | 64 |
o a o g o e e oo +
| 3 | AES256 | 192 |
oo o - o e e e e e e oo o e e e e oo - +
| 4 | DES | 64 |
S o e e e e e oo oo o e e e e oo +
| 5 | 3DES | 64 |
o a o g o e e oo +

Table 1: Category of Symmetric Key Encryption Al gorithm
Val ues not listed in the table are considered reserved val ues.
2.2. Integrity Checksum Code
The Integrity Checksum Code field (1 CC) is a hash result containing

partial identity information of the term nal and the conplete
transport |ayer data.
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The 1 CC field guarantees data integrity during transmi ssion. The
data subject to hash verification enconpasses the |Pv6 source
address, destination address, AVD, anonynous term nal identity A D
ti mestanp, serial nunber, and the transport |layer data (i ncluding
transport |ayer headers) of the nessage. In the verification
process, the identical hash operation is applied to these data, and
subsequently, the I1CC is conpared. Transm ssion correctness is
confirmed only when the two match; otherw se, this packet should be
di scar ded

D fferent hash algorithns MAY result in different Iengths of ICC. W
use the I1CC Type field to represent the current hash al gorithm being
used, and specific values refer to Table 2

[§ pleemmsfomsbomsemsfoss b esos s ese s espe e sfsos s ospsses e es s os s ese s e el s s ps s e
| 1CC Type field | Encryption Algorithm| |1CC Length/bits

[ sy s el et
| O | Reserve | |
o a o o o +
| 1 | SHA256 | 256 |
o e T o e e e oo +
| 2 | SHA384 | 384 |
o a o g o e e e oo +
| 3 | SHA512 | 512 |
o a o o o +
| 4 | MD5 | 128 |
o e T o e e e oo +
| 5 | RI PEMD160 | 160 |
o a o g o e e e oo +

Table 2: Category of Hash Al gorithm
Val ues not listed in the table are considered reserved val ues.
3. Address Label Protocol Processing
3.1. Assunptions

The process description for the term nal identity authentication
based on address | abel will be based on the foll owi ng assunptions:

(a) Al entities can verify the routing prefix generated by AS.
(b) Each host and router in the protocol negotiates a symretric key
through a secure method for the subsequent protocol service.

The source AS and destination AS al so share the correspondi ng
symetric key in secret.
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(c) The encryption nethod is assunmed to be secure, i.e., encryption
cannot be broken and MACs cannot be forged.
3.2. Network Environnent
Thi s docunent describes a protocol process that includes a Source AS

and a Destination AS, both of which contain a Border Router for
packet forwardi ng, and each of which contains a User/Host. The

network environnent is illustrated in the figure 2 bel ow
S + S +
| Source AS | | Destination AS |
I I I I
| o e e e e o - + | | o e e e e o - + |
| | User/ Host | | | User/Host | |
| | || I
| S S + | S S + |
I I I I I I
I I I I I I
| R + I nt er net [ R + |
| | Border | |<--------------- > | Border | |
| | Router | | | Router | |
| (. | (.
| e + | e + |
e + e +

Figure 2: Process Description Topol ogy
3.3. Address Label Packet Sending

Each packet sent fromthe source host MJST insert the extension
header descri bed above and encrypt the Anonynous ldentifier (AID) of
its own | Pv6 address using a symretric key. The first 64 bits of the
encrypted result are used as the IID(inplicit ldentifier) of the
address, while the remaining bits are used as the AVD in the
extension header. By follow ng these steps, the non-linkability

bet ween the sender and receiver is inproved to counter third-party
observers on the sane LAN segnment and maintain anonymty.

To ensure that there are no errors during data transmi ssion, we al so
use ICC fields as a neans of verifying data correctness. W use
specific hash algorithns to cal cul ate the checksum of parti al
termnal identity information and all transport |ayer data. In
addition, the original checksum check of the transport layer is also
retained. But due to the nodification of the IPv6 address, the
checksum of the transport |ayer MAY need to be recal cul at ed.
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3.4. Address Label Packet Forwarding

For out goi ng packets, when the border router of the source AS

recei ves an outgoing packet, it uses the corresponding symetric key
to decrypt the |1 D and AVD of the address, thereby obtaining the
original AID. Next, the border router calculates the |ICC using the

| P header and payl oad and then conpares it with the ICCin the packet
to verify the integrity of the packet. |If the verification fails,
the border router discards the packet. Oherwi se, it uses the
correspondi ng symmetric key shared with the destination ASto re-
encrypt the AID and forwards the packet.

For inconing packets, when the border router of the destination AS
recei ves an incom ng packet, it requests and reproduces the synmretric
key of the terminal fromthe domain server based on the information
in the packet extension header, and decrypts the address |abel to
verify it. |If the verification is successful, it encrypts the
original source address’'s AID using the symetric key and forwards

t he packet.

According to [I-D.ietf-6nman-hbh-processing] and

[ PROC- HBH- OPT- HEADER] , new options should be defined with the Action
type set to 00 to skip over this option. However, due to our

nodi fication of the packet’s source address, skipping the hop-by-hop
option header can lead to nore serious issues, such as | CMPv6’' s
inability to notify the source address of certain network errors.
Therefore, we decided to adopt a design that directly discards the
dat a packet.

3.5. Address Label Packet Reception

The packets forwarded by the border router are received by the User/
Host in the destination AS, which decrypts the AID of the source
address with its owm symmetric key, and verifies the real source
address of the host with which it communicates. Sinmlarly, the host
needs to verify the correctness of data transnission through | CC
field.

Thr ough the above steps, the protocol in this docunment can guarantee
that only verified packets can | eave the source AS and successfully
reach the destination host.

4. Security Considerations

This section contains security considerations for the protoco
described in this docunent.
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4.1. Randomess Requirenents

Al'l random val ues in the protocol and symretric key MJUST be generated
using a cryptographically secure source of randomess [ RFC4086].

4.2. Anonynous Address

Attackers can track and identify the sender’s activity patterns and
hi story by using the source address in network traffic to conduct
tracking attacks. 1In the network environnment, the source address is
usually a fixed or stable identifier, such as an I P address, a MAC
address, or other types of identifiers. These identifiers can be
coll ected and correl ated by attackers to construct the sender’s
activity patterns and history.

Thi s docunent protocol ensures that the sender can hide their
identity fromthe source AS, the transit ASes, the destination AS
and even the receiver, making it difficult for the source address
information in network traffic to be exposed or identified. This is
because the attacker does not know the symretric key of the AS, so
they cannot decrypt |1 DD and AVD to obtain user identifiers and
extract user identities, thus fully protecting the sender’s privacy
and security.

However, it is inportant to note that this docunent protocol does not
mai ntai n sender anonymity for observers in the LAN segnent because
they already know the identity (link |ayer address) of the sender

4.3. Unlinkability

Unlinkability in this document refers to the ability of the sender’s
different actions or activities to be uncorrelated. This way, the
sender can prevent their actions or activity frombeing |inked by
adversaries or other third parties, thereby avoiding the | eakage of
their information or intentions.

Through this protocol, adversaries cannot obtain nore information
about the source correlation of traffic by observing any nunber of
flows fromthe same Autonomous System (AS). The source correlation
of traffic refers to the possibility of two flows conming fromthe
sanme sender. The neaning of traffic here is the sane for the sender
and receiver as it is in traditional networks, but it is different
for other devices and observers in the network. This is because the
protocol in this document changes the source or destination address.

In the network environnent, adversaries nmay invade hosts in the sane

LAN segnent as the sender and obtain clues about the sender’s
identity, which |l eads to a decrease in sender-receiver unlinkability.
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When the sender sends a data packet, the invaded host in the LAN
segnment can know t he source and destination addresses. However, in
this document protocol, since the sender encrypts the AID of the
destination address in each data packet, the invaded host cannot know
the true destination address.

4.4. Integrity Protection
Integrity protection ensures that the information in the extended

header has not been tanpered with or nodified during packet
transm ssi on.

In this docurment protocol, if an adversary sends packets with
incorrect 1CCs, the border router will concatenate and decrypt the
11D and AVD in the packet and cal cul ate a new I CC using SN,

ti mestanps, and other data. |If the new I CC cal cul ated by the border

router does not match the one in the packet header, the border router
identifies the packet as bogus and discards it. Through the above
anal ysis, data packets that do not pass the ICCintegrity check in
this protocol will not be forwarded, thus ensuring data integrity.

5. Privacy Considerations

According to the design outlined in this docunent, the |Pv6 source
addresses of each packet will change at each hop, making it difficult
to trace the source based on the address label. This effectively
protects the sender’s privacy information

Al t hough the MAC address is not within the scope of this docunment, it
is crucial to note that the MAC address changes w th each hop, naking
it difficult to trace back to the original sender of the data packet.

6. | ANA Consi der ations

I ANA is asked to assign the Option Type in the "Destination Options
and Hop-by-Hop Options" subregistry of the "Internet Protocol Version
6 (1 Pve) Parameters" registry as foll ows:

B et oo e oo st
| Hex Value | Binary Val ue | Description | Reference |
[ ety plpjp—p—" —jp—p—j— b —p—p—j—_ g —(———(———(—— oy —p———————
| | act | chg | rest | | |
[ Sl e sl el ol oo oo oo ooy s s
| Ox73 | 01 | 1 | 10011 | Address Label | This document |
F--- - - - +----- +----- +------- S I S I +

Tabl e 3: Destination Options and Hop-by-Hop Options Registry
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