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Abst r act

Thi s document codifies a consistent and reversible convention used in
the threat intelligence and security comunities for sharing
potentially malicious indicators of conpromise (10Cs), such as URLs,

| P addresses, enmail|l addresses, and domain nanes. It describes a safe
obfuscation format that reduces the risk of accidental execution or
activation when I OCs are displayed or transnmtted. The recomended
form brackets the URI scheme nanme so that the string is not
syntactically a valid URI per generic URl parsers, and extends the
same bracket treatment to colons inside IPv6 literals; recognizable
nested indicators within the Path, Query, or Fragnent of a URl are
obfuscated in place, and | egacy schene-substitution tokens are
defined for de-obfuscation interoperability. Safe-10C strings are a
textual rendering convention, not URIs, and are not intended to be
processed by generic URI parsers. These conventions aimto inprove
interoperability among tools and feeds that exchange threat
intelligence data.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 Novenber 2026.
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The purpose of this docunent is to define a single transfornmation
that converts a URL, |IP address, domain nane, or enail address into
an inert textual rendering, together with the inverse transformation
that recovers the original value. Specifying both directions enabl es
interoperability anmong the systens that produce, transport, or
consunme these renderings while preventing accidental activation by
gener al - purpose software that handles themin transit.

The secure sharing of malicious artifacts is vital to threat
intelligence, open-source intelligence (OSINT), and incident
response. However, sharing raw URLs, |P addresses, and enail
addresses associated with malware or threat actors poses a risk of
acci dental activation.

Partici pants who routinely share indicators of conprom se (IQCs)

i nclude security operations center (SOC) anal ysts, computer security
i nci dent response teans (CSIRTs), OSINT researchers, incident
responders, and vendors of threat intelligence platforns and feeds.

| OCs appear in email threads, instant-nmessaging channels, ticketing
systens, PDF and HTM. reports, blog posts, paste sites, nachine-
readabl e formats such as STIX [ STI X21] / TAXIl [TAXI121], and

pl atforns such as MSP [MSP]. Both human readers and aut omated

pi pel i nes consune this materi al

When a raw URI such as "https://malicious-host. exanpl e/ path" is
enbedded in those channel s, many systens automatically detect it and
render it as a clickable or otherwi se actionable Iink. An analyst
may then activate the resource unintentionally: navigating to an
attacker-controlled URI can reveal the analyst’'s |IP address and
organi zational affiliation, trigger delivery of nalware, or alert the
threat actor that a particular indicator is under active
investigation. Some mail and web infrastructure pre-fetches or

resol ves links for scanning or preview purposes, producing the same
exposure wi thout any deliberate user action. PDF viewers and rich-
text editors may turn strings that resenble URIs into hyperlinks even
when the aut hor intended plain text.
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A longstanding practice in the security comunity is to alter 10Cs so
that they remai n human-readabl e but are not treated as live URIs by
typical software: for example, replacing "." with "[.]" and w apping

the schene nane in brackets so that "http" becones "[http]". dder
conventions substituted characters within the schene nane (e.g.,
"http" to "hxxp"), but many variant spellings energed (e.g., "h**p",

"hXXp"), hindering reliable parsing and automation. This docunent
defines a canonical formthat uses uniform square-bracket w apping
for the scheme, dot, at-sign, and (inside IPv6 literals) colon
delimters, and a strict order of operations so that independent

i npl ementations can interoperate. Legacy schene substitutions
("hxxp", "hxxps") are docunmented for de-obfuscation interoperability
but are NOT RECOMMENDED for new out put.

Saf e-1 OC strings produced by this specification are a textual
rendering convention intended for hunman consunption and for |ossy
text channels. They are deliberately not valid URIs per [RFC3986]
and are not intended to be passed to generic URl parsers, resolvers,
or dereferencing libraries.

The canonical "[schenme]” form does not occupy the URl schene
nanespace (see Section 4). The |egacy tokens "hxxp" and "hxxps" do
occupy that syntactic position. The security inplications are

di scussed in Section 11. Inplementations MJUST NOT treat any
obfuscated formas a resol vable URl schene.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Term nol ogy

*bf uscating:* The process of altering an indicator so that it cannot
be accidentally activated or clicked. The goal is to prevent
automati c execution or resolution, not to conceal the content from
human readers; the original indicator remains visually recognizabl e.

*De- obfuscating:* The process of restoring an obfuscated indicator to
its original, actionable form

*] OC.* I ndicator of Conmprom se - data such as a URL, |P address,

domai n nane, enmmil| address, or hash associated with malicious
activity.
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*IP-literal:* The bracketed formof an |IPv6 address as it appears in
a URI authority component (e.g., "[2001:db8::1]"), per Section 3.2.2
of [ RFC3986].

*Nested Indicator:* A URl, enmil address, or IP address literal that
appears inside the Path, Query, or Fragnment of another URI (for
exanpl e, an open-redirect target carried as a query paraneter, or an
emai | address enmbedded in a redirect URL).

3. Probl em St at enent

I nconsi stent obfuscation practices hinder the reliable and autonated
exchange of threat intelligence. For exanple:

* A URL obfuscated as "h**p://exanpl e[.]exanpl e" cannot be reliably
parsed by tools expecting "[http]://exanpl e[.]exanple".

* An | P address obfuscated with parentheses (e.g., "192.0.2(.)1")
may fail to de-obfuscate in systens expecting "[.]".

* An IPv6 literal left in col on-hexadecimal form(e.qg.,
"[2001: db8::1]") renmains parseable by UR libraries and may be
aut o-1inked by docunent viewers, mail clients, and termni nal
emul ators, producing the same activation risk that "[.]"
substitution addresses for |Pv4 and domai n nanes.

Such inconsistencies reduce the effectiveness of threat detection and
response.

4., Canonical Transformation Rul e

To prevent doubl e-bracketing (e.g.,
"[[https]]://exanple[[.]]example”) when a tool processes the sane
string twice or in the wong order, inplenmentations MJST apply
transformations in the following strict order of operations.

| mpl enent ati ons MUST treat already-obfuscated substrings (the tokens
"[schene]", "[.]1", "[@", and "[:]") as opaque and MJST NOT apply
transformati ons to them again; thus, the transformation is

i denmpot ent .

Percent -encoding is handled as follows. Percent-encoded forns of the
delinmters ".", "@, and ":" in the Host or Userinfo of an input URI
(i.e., "9%Re" or "9WRE" for ".", "%0" for "@, and "¥3a" or "9BA" for

":") MJST be decoded to their literal formbefore Steps 2 and 3 are
applied; the resulting literal characters are then bracketed by those
steps. Oher percent-encoded content in the Host or Userinfo (e.g.,
"op5" for "e") does not affect the obfuscation outcone and MAY be
decoded or preserved verbatim Percent-encoded content inside a
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Pat h, Query, or Fragnment MJST NOT be decoded during obfuscation, so
that independent inplenentations produce the sanme output for the same
input. The output of the transformati on MUST NOT contain percent-
encoded forns of the bracketed delimters, nor token-like sequences
such as "[%Re]", "[%0]", or "[%Ba]".

4.1. Step 1: Schene

ldentify the URI schene and wap it in square brackets. For exanple,
"http" becones "[http]", "https" beconmes "[https]", "ftp" becones
"[ftp]". The leading "[" character is not pernitted in a URl schene
nane (Section 3.1 of [RFC3986]), so the result cannot be m staken for
a valid URI by conpliant parsers. Because the transformation is
purely syntactic wapping, it extends to any current or future schene
wi t hout requiring a per-schenme mapping table; for exanple,
"snb://fil eserver. exanpl e/ share" becones
"[snmb]://fileserver[.]exanpl e/share". Only the schene nane is

wr apped; the schenme delimter ("://" for hierarchical URIs, ":" for
schenes such as mailto: or tel:) is preserved unchanged. The case of
the schene nane is preserved verbatim Applications that require
case-fol ded schenmes can nornalize before or after applying this
transformation.

The | egacy tokens "hxxp" and "hxxps" are in w despread operationa
use as obfuscated fornms of "http" and "https" respectively.

I mpl enent ati ons encountering these tokens in existing data SHOULD
recogni ze them as obfuscated indicators during de-obfuscation (see
Section 6). These |legacy forns are NOT RECOMVENDED for new out put.
No ot her |egacy substitutions (e.g., "h**p", "fxxps") are defined by
this specification.

4.2. Step 2: Userinfo

Identify the "@ synbol in the userinfo subconponent (per [RFC3986])
and replace it with "[@". This applies to email addresses and URl s
containing userinfo (e.g., "usernane: password@ost").

4.3. Step 3: Host

Replace all "." (period) characters in the Host subconponent with
"[.1". This applies to donmai n nanes and | Pv4 addresses, including
st andal one values (e.g., "evil.exanple" or "198.51.100.1" without a
schene). | Pv4 addresses use dotted-decinmal notation that overl aps
with domai n nanme syntax, so the "[.]" substitution applies to them
naturally. |Inside an IPv6 literal, replace every ":" (colon) with
"[:]1"; if the literal contains an enbedded | Pv4 address (e.g.,
"ooffff:192.0.2.1" per Section 2.5.5 of [RFC4291]), each "." in that
enbedded | Pv4 MUST al so be replaced with "[.]". The outer square
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brackets that surround an IP-literal in URI syntax (Section 3.2.2 of
[ RFC3986]) are part of the URI granmmar, not part of the obfuscation,
and MJST be preserved verbatim Port nunbers foll owi ng the host
(e.g., ":8080" or the port following an IP-literal) are not part of
the Host subconponent and MJUST NOT be altered.

Zone identifiers (per [RFC4007]) may appear attached to an |IPv6
address as the "%zone-id>" suffix in bare form or as the "%5<zone-
id>" suffix inside a URI IP-literal. The URI-literal encoding was
originally defined in [ RFC6874], which has since been obsol eted by

[ RFC9844] without a replacenent URI syntax; the "9%25<zone-id>" form
remains in operational use and is treated here as the de facto
encodi ng. Whichever formis present is preserved verbatimby this
transfornmation.

Bare IPv6 literals w thout surrounding URI brackets (e.g.,

"2001: db8::1") MJIST receive the sane col on-bracketing treatnent.

| mpl enent ati ons SHOULD recogni ze bare | Pv6 by the presence of either
a "::" shorthand or the fully expanded ei ght-group col on-hexadeci ma
formso that strings such as "host:port" (a single colon) are not

m sclassified. Intermediate fornms (nore than one colon but neither a
"::" shorthand nor a full eight-group expansion, e.g., a malforned
"2001: db8:1:2:3:4:5") are not recognized as IPv6 by this rule and are
| eft unchanged.

Addresses presented with a CIDR prefix-length suffix (e.g.,
"192.0.2.0/24" or "2001:db8::/32") are handl ed by applying the host-
| evel transformations to the address portion only; the "/" and the
prefix-length digits are preserved verbatim For exanpl e,
"192.0.2.0/24" becomes "192[.]0[.]2[.]0/24" and "2001: db8:: /32"
becomes "2001[:]db8[:][:]/32".

For schenmes whose content after the scheme delimter is not a
hi erarchical authority (e.g., "mailto:" per [RFC6068], or "urn:"),
i npl ementations apply Step 2 to every "@ and Step 3 to every "."
within the scheme body, up to the first "?" or "#" delimter.

When a schene is present, host subconponent boundaries are detern ned
by the URI syntax defined in [RFC3986]. For bare indicators wthout
a schene, inplenmentations identify the host by matching the input

agai nst one of the follow ng productions, in order

* A dotted-decinmal |Pv4 address per the | Pv4address production of
Section 3.2.2 of [RFC3986];

* A bare IPv6 literal as defined above (containing "::"

expanded ei ght-group col on- hexadeci mal form;

or the fully
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* A domai n nanme mat chi ng the obf-host production from Section 5
after tenporary renoval of any bracketing already present (one or
nmore dot -separated | abel s, each matching obf-1abel).

I nputs that match none of these productions are not Safe-1OC inputs
under this specification and are |eft unchanged.

4.4. Step 4: Nested Indicators

I mpl enent ati ons MUST NOT apply Steps 2 and 3 whol esale to the Path,
Query, or Fragnment of the primary URI; doing so would alter senantics
(for exanple, by bracketing dots in file extensions or query val ues)
and is not reversible w thout ambiguity.

I mpl enent ati ons | ocate nested indicators by scanning the literal
(undecoded) text of the Path, Query, and Fragnent for spans matching
one of the grammars |isted bel ow, each matched span is obfuscated in
pl ace by recursively applying Steps 1 through 3. For the purposes of
this step, a nested indicator is one of the follow ng:

* AUR with a schenme (including "mailto:" URIS).

* A bare emnil address (an addr-spec per Section 3.4.1 of
[ RFC5322]).

* A bare IPv4 or | Pv6 address literal.

Only spans matching one of the grammars above are obfuscated; dots,
"@, and ":" characters that appear el sewhere in the Path, Query, or
Fragment MJST be preserved verbatim

5. Formal ABNF G amar

The foll owi ng uses Augnented BNF (ABNF) per [RFC5234] to define the
tokens used in obfuscated I OC strings. The scheme production matches
the syntax in Section 3.1 of [RFC3986]. An inplenentation MAY use
this grammar to validate whether a string is already obfuscated or
still requires processing.
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saf e- schene "[" scherme "]"

schene = ALPHA *( ALPHA / DIGT / "+" [ "-" [ " ")
| egacy-scheme = "hxxp" / "hxxps"
saf e- dot ="t
saf e- at ="[""a "1"
saf e-col on =" ot
obf - | abel = 1*( ALPHA/ DIAT / "-" )
obf - host = obf-label 1*( safe-dot obf-I|abel )
obf -1 ocal = 1*( ALPHA/ DGEGT/ "." [ " " | "%
[+ =)
obf - enai | = obf-1local safe-at obf-host

Figure 1

The obf-1abel production permts any character allowed in a DNS | abe
but does not enforce DNS | abel structure rules; applications that
will resolve the recovered host SHOULD additionally enforce the no-

| eadi ng-or-trailing-hyphen and 63-octet-maxi rumrul es per Section 3.5
of [RFCL035]. The obf-host production matches a host of two or nore
| abel s; a single-label host has no dots to bracket and is left
unchanged by Step 3. The conposition of a full URI (scheneg,
authority, path, query, fragnment) and of an obfuscated IPv6 litera
is not restated here; both are defined algorithmcally in Section 4
and rely on the URI grammar of [RFC3986] and the address grammar of

[ RFC4291] .

A conpliant inplenentation MJST recognize a string as obfuscated when
it contains any of the tokens safe-schene, |egacy-schene, safe-dot,
safe-at, or safe-colon in the roles described in this docunent.

6. De-obfuscation Techni ques

Tool s designed to ingest obfuscated data SHOULD automatically reverse
these transformations in a determnistic manner:

* Strip enclosing brackets from"[schene]" to recover the origina
schene nane (e.g., "[https]" becones "https").

* Convert |egacy token "hxxps" back to "https"
* Convert |egacy token "hxxp" back to "http"

* Convert "[.]" back to ".".

* Convert "[@" back to "@.

*  Convert "[:]" back to ":".
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The substitutions listed above are non-overl apping and may be applied
in any order, with one exception: for |egacy tokens, |onger strings
MJST be reversed before shorter prefixes that are substrings of them
(e.g., reverse "hxxps" before "hxxp"). De-obfuscation MJST maintain
the original semantics of the data to avoid msinterpretation

The percent-decoding of delimter forns required during obfuscation
(Section 4) is not restored by de-obfuscation: an input such as
"evi | %2eexanpl e” is obfuscated to "evil[.]exanple”, and the inverse
produces "evil.exanpl e". The de-obfuscated value is semantically
equi valent to the original under [RFC3986] but is not necessarily
byte-for-byte identical

Safe-1 OC strings may contain two kinds of square brackets: the URI
IP-literal brackets (Section 3.2.2 of [RFC3986]) and the obfuscation
tokens "[schene]", "[.]", "[@", and "[:]". Wwen an IPv6 URI is
obfuscated, adjacent "[" or "]" characters nay appear (e.g.,
"[httpl://[[:][:12]1"). These are adjacent tokens, not nested
brackets. Parsers SHOULD tokenize left-to-right, attenpting to match
the obfuscation tokens first and treating any remaining "[" or "]" as
a URl IP-literal delimter

6.1. Safety Check for Reversibility
De- obf uscati on MUST only be perforned when the output is witten to a
non- execut abl e buffer (e.g., a variable, string, or file) that cannot
be automatically interpreted, executed, or rendered as a clickable
link by the systemor application. The tool MJST NOT de-obfuscate a
string if it is currently being rendered in a "live" environnent
(e.g., a web browser preview, an active docunent viewer, or any
context where the resulting string could be automatically executed,
resol ved, or displayed as a clickable |ink).
De- obf uscati on SHOULD only occur in controlled contexts such as:
*  Command-line tools with explicit user confirmation
* |solated anal ysis environments (sandboxes)
* Backend processing pipelines that do not render output to users

7. Exanple Use Cases
Conmon scenari os i ncl ude:
* *QOSINT Sharing:* Areport lists obfuscated URLs (e.g.,

"[http]://mal ware[.]exanpl e/ payl oad") to prevent accidenta
clicks.
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* *FEmai| Communication:* Security teams share obfuscated I CCs |ike
"attacker[ @exanpl e[ .] exanpl e" or
"[mailto]:attacker[ @exanple[.]com in enmail threads.

* *Threat Intelligence Platforns:* Autonated ingestion of obfuscated
IPs (e.g., "192[.]0[.]12[.]1" or
"[http]://[2001[:]db8[:][:]11]:8080/") for blocklist updates.

Safe-1OC strings are intended for human-readabl e contexts (reports,
email, tickets, chat) and for free-text fields in structured formats
such as STIX 2.1 [STIX21]; they are not a substitute for the typed
observabl e and indicator objects those formats provide.

8. I nplenentati on Gui dance

Sof tware designed to parse threat intelligence feeds should
explicitly support these obfuscation and de-obfuscation conventi ons.

I mpl enent ati ons SHOULD verify correct behavior through unit tests and
validation scripts using the test vectors in Section 10.

9. Internationalized Domai n Names

Apply Step 3 (Section 4.3) to the Internationalized Donmain Nane as
presented, in either A-label (ASCII-Conpatible Encoding, "xn--"
prefixed) or Ul abel (native Unicode) form per [RFC5890]; for
exanpl e, "xn--n3h.exanpl e" becomes "xn--n3h[.]exanmple". The
transformati on operates on the displayed formof the | abel and does
not perform | DNA conversi on between A-|abel and U-| abe
representations.

10. Test Vectors

The followi ng provides a "gol den set” of inputs and expected outputs
in JSON form intended to be consunmed directly by automated test

har nesses. Each entry has a "label", an "input", an "operation"
("obfuscate" for the forward transformation defined in Section 4,
"deobfuscate" for the inverse transformation defined in Section 6),
and the "expected" output. Domain nanes use the "exanple" reserved
space per [RFC2606]; |Pv4 addresses use docunentation ranges per

[ RFC5737]; 1Pv6 addresses use the docunentation prefix per [RFC3849].

The forward URI rows exercise Steps 1 through 3 on full URI's and on
bare indicators, including IPv4, IPv6 in every formcovered by
Section 4.3, zone identifiers, userinfo, ports, CIDR prefix-Ilength
suffixes, and percent-encoded delimter forns in the Host and
Userinfo. The Step 4 rows (nested-url-in-query, nested-enail-in-
query) exercise in-place obfuscation of nested indicators. The

i denpotency rows confirmthat applying the transformation to al ready-
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obfuscated i nput produces no change. The deobfuscate rows exercise
the inverse transformation defined in Section 6, including the |egacy
"hxxps" recognition rule.

[
{"label ": "standard-url", "operation": "obfuscate",
"input": "https://bad. exanpl e",
"expected": "[https]://bad[.]exanple"},
{"label": "url-wth-path", "operation": "obfuscate",
"input": "https://evil.exanpl e/ path",
"expected": "[https]://evil[.]exanpl e/ path"},
{"label ": "deep-link-url", "operation": "obfuscate",
"input": "https://bad. exanpl e/ pat h/ t o/ page?q=1#frag",
"expected": "[https]://bad[.]exanplel/path/tol/page?q=1#frag"},
{"label": "http-url", "operation": "obfuscate",
"input": "http://attacker.exanple",
"expected": "[http]://attacker[.]exanple"},
{"l'abel": "ftp-url", "operation": "obfuscate",
"input": "ftp://files.exanplel",
"expected": "[ftp]://files[.]exanplel"},
{"label": "mailto", "operation": "obfuscate",
"input": "nmailto:user@xanpl e.cont,
"expected": "[mailto]:user[@exanple[.]con},
{"l'abel ": "ipv4-address", "operation": "obfuscate",

"input": "198.51.100.1",
"expected": "198[.]51[.]100[.]1"},
{"label": "ipv4-in-url"™, "operation": "obfuscate",
“input": "http://192.0.2.1",
"expected": "[http]://192[.]0[.]12[.]1"},
{"label": "ipv6-in-url", "operation": "obfuscate",
"input": "http://[2001: db8::1]:8080",
"expected": "[http]://[2001]:]db8[:][:]1]:8080"},
{"label": "ipv6-full-forni, "operation": "obfuscate",
"input": "http://[2001:db8:0:0:0:0:0:1]/",
"expected": "[http]://[2001]:]db8[:]0[:]0[:]10[:]0[:]0[:]11]/"},
{"label ": "ipv4-mapped-i pv6", "operation": "obfuscate",
"input": "http://[::ffff:192.0.2.1]",
"expected": “[http]://[[:][:]1ffff[:1292[.]10[.12[.11]"},
{"label": "ipv6-w th-zone-id", "operation": "obfuscate",
“input": "http://[2001: db8:: 1%25et h0] /",
"expected": "[http]://[2001]:]db8[:][:]19%25eth0]/"},
{"label ": "bare-ipv6", "operation": "obfuscate",
"input": "2001:db8::1",
"expected": "2001[:]db8[:][:]1"},
{"label": "bracketed-bare-ipv6", "operation": "obfuscate",
“input": "[2001:db8::1]",
"expected": "[2001[:]1db8[:][:]11]"},
{"label ": "bare-ipv6-w th-zone", "operation": "obfuscate",

G i mm nck Expi res 27 Novenber 2026 [ Page 12]



I nternet-Draft Saf e-1 OC Shari ng May 2026

i nput": "2001: db8:: 1%t h0",

"expected": "2001[:]db8[:][:]1%th0"},

"l abel": "email -address"”, "operation": "obfuscate",

"input": "phish@arget.exanpl e",
"expected": "phish[@target[.]exanple"},

"I abel ": "punycode-donmi n", "operation": "obfuscate",
i nput": "xn--n3h. exanpl e",
'expected": "xn--n3h[.]exanple"},
"l abel™: "url-w th-userinfo", "operation": "obfuscate",
"input": "http://user:pass@ttacker. exanple",

"expected": "[http]://user:pass[@attacker[.]exanple"},

"l abel ": "bare-donain-with-port", "operation": "obfuscate",

input": "evil.exanple: 443",

"expected": "evil[.]exanpl e: 443"},
"l abel ": "schene-case-preserved”, "operation": "obfuscate",

"input": "HTTPS://bad. exanpl e",
"expected": "[HTTPS]://bad[.]exanple"},

"| abel ": "percent-encoded-dot-in-host", "operation": "obfuscate",
input": "http://evil %Qeexanpl e",

"expected": "[http]://evil[.]exanple"},

"l abel ": "percent-encoded-dot-upper”, "operation": "obfuscate",

"input": "http://evil %2Eexanpl e",

"expected": "[http]://evil[.]exanple"},

"| abel ": "percent-encoded-at-userinfo", "operation": "obfuscate",
input": "http://user%i0Oattacker. exanple",

"expected": "[http]://user[@attacker[.]exanple"},

"l abel ": "percent-encoded-non-delinm, "operation": "obfuscate",

"input": "http://%5vil.exanple",

"expected": "[http]://%B5vil[.]exanple"},

"l abel": "ipv4-cidr", "operation": "obfuscate",

input": "192.0.2.0/24",

"expected": "192[.]0[.]2[.]10/24"},

"l abel™: "ipv6-cidr", "operation": "obfuscate",

"input": "2001:db8::/32",
"expected": "2001[:]db8[:][:1/32"},

" abel ": "nested-url-in-query", "operation": "obfuscate",
i nput":
"http://exanple.com r?url =http://evil.exanple",

"expect ed":
"[http]://exanple[.]comr?url=[http]://evil[.]exanple"},
"l abel": "nested-enmil-in-query", "operation": "obfuscate",

"input":

"http://exanpl e. com ?cont act =abuse@vil . exanpl e",

"expect ed":

"[http]://exanpl e[.]conml ?cont act =abuse[ @evil[.]exanple"},

"l abel ": "idenpotency-check", "operation": "obfuscate",

"input": "[https]://bad[.]exanple",
"expected": "[https]://bad[.]exanple"},
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{"label ": "ipv6-idenpotency", "operation": "obfuscate",
"input": "[http]://[2001]:]db8[:][:]1]:8080",
"expected": "[http]://[2001[:]db8[:][:]1]:8080"},

{"label": "l egacy-deobfuscation", "operation": "deobfuscate",
"input": "hxxps://bad[.]exanple",
"expected": "https://bad. exanple"},

{"label": "l egacy-deobfuscation-bare", "operation": "deobfuscate",
"input": "hxxps://bad. exanpl e",
"expected": "https://bad. exanmple"},

{"l abel": "case-preserved-roundtrip", "operation": "deobfuscate",
"input": "[HTTPS]://bad[.]exanple",
"expected": "HTTPS://bad. exanpl e"},

{"label ": "ipv6-uri-deobfuscation", "operation": "deobfuscate",
"input": "[http]://[2001]:]db8[:][:]1]:8080",
"expected": "http://[2001: db8::1]:8080"},

{"label": "nailto-deobfuscation", "operation": "deobfuscate",
"input": "[mailto]:user[ @exanple[.]cont,
"expected": "nmmilto:user@xanple.com'}
]
Figure 2

Security Considerations

Wi |l e these obfuscation techniques reduce the risk of accidental
activation, systens processing obfuscated indicators SHOULD apply the
saf equards described in this section.

1. Relationship to the URI Scheme Registry

The canonical "[schene]" form does not occupy the URI schene
nanespace (see Section 4). Software that encounters bracketed
schenes MUST NOT attenpt to resolve or dereference them

The | egacy tokens "hxxp" and "hxxps" do occupy the syntactic position
of a URI schenme. Provisional entries for both nanes appear in the
"Uni form Resource ldentifier (URI) Schenmes" registry per [RFC7595].

I mpl enent ati ons shoul d consi der surroundi ng context when

di sanbi guati ng these tokens.

2. Partial Obfuscation

When a schene is present, a conpliant tool MJST obfuscate both the
schene (Step 1) and the host-level delimters (Steps 2-3). Partia
obfuscation (for example, replacing only "." with "[.]" while |eaving
"https" unchanged) creates a fal se sense of security: the schene
remains active and could still trigger automatic |inkification or
execution. |Inplenentations MJST NOT produce partially obfuscated
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11.

11.

out put when full obfuscation is intended. For bare indicators

wi t hout a schenme (e.g., a standal one | P address or email address),
host -1 evel and userinfo obfuscation (Steps 2-3) al one constitutes
val id Safe-1QOC out put.

3. Par ser Conf usi on

I mpl enent ati ons that parse Safe-10C strings nmay becone confused by
mal f ormed or inconsistently obfuscated input. For exanple,
"[https]://exanpl e. exanpl e" (schenme obfuscated but dots not) or
"https://exanpl e[ .] exanpl " (dots obfuscated but schene not) are not
canoni cal Safe-10C output and SHOULD be treated as partially
obfuscated: such strings retain activation risk and inplenmentations
SHOULD ei ther conplete the obfuscation before display or flag the

i nput as non-conf orm ng.

4. De-obfuscation in Non-Executable Contexts

The non-execut abl e-buffer requirenent on de-obfuscation is stated
normatively in Section 6.1. A non-executable buffer is one that
cannot be automatically interpreted by the system (for exanple, as a
URI to fetch, a command to run, or a link to display). Witing de-
obfuscated output into a |ive docunent, rich-text editor, or browser
address bar before explicit user action creates an unacceptable risk
of accidental activation.

5. Additional Considerations

* | nplenmentations that do not follow the canonical transfornation
rule (e.g., by not treating "[.]", "[@", and "[:]" as opaque) MAY
produce nested or non-reversible output when obfuscation is
appl i ed repeatedly.

* (bfuscated URLs in PDFs may still be rendered as hyperlinks; use
pl ai n-text formatting.

* Systens processing obfuscated indicators MIST treat them as
untrusted data, applying sandboxing or isolated environments for
anal ysi s.

* Credentials (e.g., _usernane:password ) SHOULD NOT be shared, even
in obfuscated form due to inherent security risks.

* Anal ysts accessi ng de-obfuscated indicators for investigation
SHOULD do so within protected environnments such as containers or
dedi cated analysis VMs to limt exposure to exploits.
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* |f a de-obfuscated indicator nust be forwarded to a systemthat is
not prepared to handl e unsafe input, it SHOULD be re-obfuscated
bef ore bei ng passed on.

12. | ANA Consi derations

Thi s docurment has no | ANA acti ons.

[RFC Editor: Please renove this section before publication.]
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