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Abst ract

Thi s document codifies a consistent and reversible convention used in
the threat intelligence and security comunities for sharing
potentially malicious indicators of conprom se (10Cs), such as URLs,

| P addresses, enmil addresses, and domain nanes. |t describes a safe
obfuscation format that reduces the risk of accidental execution or
activation when | OCs are displayed or transnitted. These conventions
aimto inprove interoperability anong tools and feeds that exchange
threat intelligence data. This specification references the UR
syntax defined in RFC 3986 and follows the key word conventions from
RFC 2119.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 1 Cctober 2026.
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1. Introduction

The

secure sharing of malicious artifacts is vital

in effect on the date of publication of this docunent.
as they describe your rights
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to threat

intelligence, open-source intelligence (OSINT), and incident
response. However, sharing raw URLs, |P addresses,
addresses associated with nmalware or threat actors poses a risk of
acci dental activation.

and enui |

Partici pants who routinely share indicators of conpromi se (IQOCs)
i nclude security operations center (SOC) analysts,

response teans (CERTs), OSINT researchers, incident
vendors of threat intelligence platforns and feeds.
emai | threads, instant-messaging channels, ticketing systens, PDF and
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HTM. reports, blog posts, paste sites, and machi ne-readable formats
such as STIX/ TAXI1. Both human readers and aut omated pipelines
consunme this material

When a raw URI such as "https://nalicious-host. exanpl e/ path" is
enbedded in those channels, many systens autonmatically detect it and
render it as a clickable or otherwi se actionable Iink. An analyst
may then activate the resource unintentionally: navigating to an
attacker-controlled URI can reveal the analyst’s |IP address and
organi zational affiliation, trigger delivery of nalware, or alert the
threat actor that a particular indicator is under active
investigation. Some mail and web infrastructure pre-fetches or

resol ves links for scanning or preview purposes, producing the same
exposure wi thout any deliberate user action. PDF viewers and rich-
text editors may turn strings that resenble URIs into hyperlinks even
when the aut hor intended plain text.

A longstandi ng, well-established practice in the security comunity
is to alter 10Cs so that they remai n human-readabl e but are not
treated as live URIs by typical software: for exanple, replacing
"http" with "hxxp" and "." with "[.]". Many variant spellings exist
(e.g., "h**p", different bracketing conventions for dots). That

i nconsi stency hinders reliable parsing, exchange, and autonati on.
Thi s docunent codifies the nbost widely adopted spellings and a
canoni cal order of operations so that independent inplenmentations can
interoperate. 1t does not introduce new URI schenes; the transformed
schene prefixes are intentionally invalid as registered URI schenes
and exist only to inhibit automatic resol ution.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

*Obfuscating:* The process of altering an indicator so that it cannot
be accidentally activated or clicked. The goal is to prevent
automati c execution or resolution, not to conceal the content from
human readers; the original indicator remains visually recognizabl e.

*De-obf uscating:* The process of restoring an obfuscated indicator to
its original, actionable form

*] OC. * Indicator of Conprom se - data such as a URL, |P address,

domai n nane, enmi| address, or hash associated with malicious
activity.
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3.

4.

4.

4.

Pr obl em St at enent

I nconsi stent obfuscation practices hinder the reliable and aut omated
exchange of threat intelligence. For exanple:

* A URL obfuscated as "h**p://exanpl e[.]exanpl e" cannot be reliably
parsed by tools expecting "hxxp://exanple[.]exanple".

* An | P address obfuscated with parentheses (e.g., "192.0.2(.)1")
may fail to de-obfuscate in systens expecting "[.]".

Such inconsistencies reduce the effectiveness of threat detection and
response.

Canoni cal Transformation Rul e

To prevent nested obfuscation (e.g., "hxxps://exanple[[.]]exanple")
when an LLM or tool processes the sanme string twice or in the wong
order, inplenentations MJST apply transformations in the follow ng
strict order of operations. |Inplenmentations MJST treat already-
obfuscated substrings (e.g., "[.]", "[@") as opaque and MJUST NOT
apply transformations to them again; thus, the transformation is

i denpotent. Using encoded characters (such as %®e for ".") SHOULD be
avoi ded to prevent anbiguity.

1. Step 1: Schene

Identify and replace the schene first. Replace "http" with "hxxp"
and "https" with "hxxps". For other schemes (e.g., "ftp", "ftps"),
appl y the anal ogous community convention by substituting vowels in
the scheme nane with "x" in the same nmanner (e.g., "ftp" to "fxp",
"ftps" to "fxxps").

2. Step 2: Userinfo

Identify the "@ synbol in the userinfo subconponent (per [RFC3986])
and replace it with "[@". This applies to email addresses and URl s
containing userinfo (e.g., "usernane: password@uost").

3. Step 3. Host
Repl ace all "." (period) characters in the Host subconmponent with
"[.1". This applies to domai n nanes and | Pv4 addresses, including
st andal one values (e.g., "evil.exanple" or "198.51.100.1" without a
schene). |Pv6 addresses enclosed in square brackets (e.qg.,

"[2001: db8::1]") MJIST retain their col on-based syntax and brackets;
do not alter colons or brackets within the IPv6 literal

G i mm nck Expires 1 Cctober 2026 [ Page 4]



I nternet-Draft Saf e-1 OC Shari ng March 2026

4.4. Step 4: Stop

Do not process the Path, Query, or Fragnent conponents unless they
contain nested URIs that require separate obfuscation. Applying
transformati ons beyond the Host in the primary URI nmay cause
incorrect results.

5. Formal ABNF G amar

The foll owi ng uses Augnented BNF (ABNF) per [RFC5234] to illustrate
tokens that commonly appear in obfuscated IOC strings. The rules are
not an exhaustive registry of every schene observed in the field;
they document the widely used HITP(S) and FTP(S) forms and the
bracketed delimters. Oher schenes MAY be obfuscated using the sane
vowel -t o-"x" substitution pattern described in Step 1 of Section 4.
An i npl enentation MAY use this grammar to hel p validate whether a
string is already obfuscated or still requires processing.

; Illustrative Safe-10OC tokens (not exhaustive)
saf e- schene "hxxp" / "hxxps"

saf e- dot =E N

saf e- at ="[""@ "]"

; Ot her commonly observed schenme tokens (ftp, ftps)
saf e- ot her-scheme = "fxp" / "fxxps"

Figure 1

A conpliant inplenmentation MJUST recogni ze strings containing safe-
schene, safe-dot, and safe-at as obfuscated when those tokens appear
in the roles described in this docunent. A string that requires
obfuscation is one that contains literal "http", "https", "." in
host/donain contexts, or "@ in userinfo/email|l contexts w thout the
Saf e-1 OC br acket i ng.

6. De-obfuscation Techni ques

Tool s designed to ingest obfuscated data SHOULD automatically reverse
these transformations in a determnistic manner:

* Convert "hxxp" and "hxxps" back to "http" and "https"
respectively.

*  Convert "fxp" and "fxxps" back to "ftp" and "ftps" respectively,
and apply the inverse of the schenme substitution for any ot her
obf uscat ed scheme encount ered.

* Convert "[.]" back to ".".
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* Convert "[@" back to "@.

Longer scheme tokens such as "hxxps" and "fxxps" MJST be reversed

before shorter prefixes that are substrings of them (e.g., reverse
"hxxps" before "hxxp"). De-obfuscation MJUST naintain the origina

semantics of the data to avoid msinterpretation.

.1. Safety Check for Reversibility

De- obf uscati on MUST only be perfornmed when the output is witten to a
non- execut abl e buffer (e.g., a variable, string, or file) that cannot
be automatically interpreted, executed, or rendered as a clickable
link by the systemor application. The tool MJST NOT de-obfuscate a
string if it is currently being rendered in a "live" environment
(e.g., a web browser preview, an active docunent viewer, or any
context where the resulting string could be automatically executed,
resol ved, or displayed as a clickable |ink).

De- obf uscati on SHOULD only occur in controlled contexts such as:

* Command-line tools with explicit user confirmtion

* |solated anal ysis environnments (sandboxes)

* Backend processing pipelines that do not render output to users

Acci dental activation during the de-obfuscation process poses a
security risk and MJST be prevented.

Exanpl e Use Cases
Commbn scenari os incl ude:

* *QOSINT Sharing:* Areport lists obfuscated URLs (e.g.,
"hxxp:// mal war e[ . ] exanpl e/ payl oad") to prevent accidental clicks.

* *Emai| Communication:* Security teams share obfuscated I CCs |ike
"attacker[ @exampl e[ .]exanple” in email threads.

* *Threat Intelligence Platforns:* Autonmated ingestion of obfuscated
IPs (e.g., "192[.]0[.]12[.]1") for blocklist updates.

I mpl ement ati on Cui dance

Sof tware designed to parse threat intelligence feeds should
explicitly support these obfuscation and de-obfuscati on conventi ons.

I mpl enent ati ons SHOULD verify correct behavior through unit tests and
validation scripts using the test vectors in Section 10.
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9

10.

Edge Cases and Speci al Handling

*Internationalized Dormai n Names (1DNs):* (bfuscate punycode domai ns
simlarly (e.g., "xn--n3h[.]exanpl e[.]exanple").

*Non- St andard URI Schenes:* For schenes such as "ftp", apply the sane
substitution pattern (e.g., "fxp://files[.]example/").

*Pv6 Literals in URIs:* Do not alter colon characters (":") or
brackets ("[", "]") in IPv6 addresses. For exanple, "[2001:db8::1]"
MUST remai n unchanged. Only schene nanmes or donain el enents
surroundi ng them shoul d be obf uscat ed.

Test Vectors
The foll owi ng provides a "gol den set” of inputs and expected outputs.
Domai n nanmes use the "exanpl e" reserved space per [RFC2606]; |Pv4
addresses use docunentation ranges per [RFC5737]. |Inplenentations
SHOULD use these vectors to ensure correct behavior and to avoid
under - obfuscation (e.g., mssing email addresses) or over-obfuscation
(e.g., obfuscating IPv6 col ons).
* Standard URL: https://bad. exanple -> hxxps://bad[.]exanpl e

* URL with path: https://evil.exanple/path ->
hxxps://evil[.]exanpl e/ path

* Deep-link URL: https://bad. exanpl e/ pat h/t o/ page?q=1#frag ->
hxxps:// bad[.] exanpl e/ pat h/t o/ page?q=1#fr ag

* HITP URL: http://attacker.exanple -> hxxp://attacker[.]exanple
* FTP URL: ftp://files.exanple/ -> fxp://files[.]exanple/

* | Pv4 address: 198.51.100.1 -> 198[.]51[.]100[.]1

* |Pv4d in URL: http://192.0.2.1 -> hxxp://192[.]0[.]12[.]1

* |Pv6 in URL: http://[2001:db8::1]:8080 ->
hxxp: //[2001: db8:: 1] : 8080

* | Pv4-mapped | Pv6: http://[::ffff:192.0.2.1] ->
hxxp: //[::ffff:192.0.2.1]

*  Email address: phish@arget.exanple -> phish[@target[.]exanple

* Punycode donai n: xn--n3h. exanpl e. exanpl e -> xn--
n3h[.]exanpl e[ .] exanpl e
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11.

11.

11.

* URL with userinfo: http://user:pass@ttacker.exanple ->
hxxp: //user: pass[ @attacker[.]exanple

Note: The | Pv6 rows denonstrate that colons and brackets within the
IPv6 literal MUST NOT be altered, including |Pv4-nmapped | Pv6
(::ffff:192.0.2.1). The deep-link row shows that Path, Query, and
Fragment (per Step 4) are not processed. The Punycode row shows that
I DN | abel s in punycode formreceive the same "[.]" treatnment as
regul ar domain | abel s.

Security Considerations

Wi |l e these obfuscation techniques reduce the risk of accidental
activation of nmalicious indicators, obfuscated data SHOULD al ways be
handl ed with cauti on.

1. Relationship to the URI Scheme Registry

The strings produced by substituting characters in URI scheme nanes
(e.g., "hxxp", "hxxps", "fxp") are not registered URI schemes and
MJUST NOT be treated as valid or resolvable URI schenmes by generic URI
parsers. Their sole purpose is operational: they are deliberately
invalid so that common software does not fetch or open themas live
URI s.

These spellings reflect |ongstanding, w despread de facto use in
threat intelligence sharing, security mailing lists, and rel ated
tools. If a future assignnment in the ANA URI Schenes registry were
to collide with one of these strings, inplenmentations would need to
di sanbi guate by context (1OC obfuscation versus a registered schene).
The risk of such collisionis limted by the well-established role of
these strings as 10C markers in operational practice.

2. Partial Obfuscation

A conpliant tool MJUST obfuscate both the schene and the delimiters
(periods, at-sign) to be considered Safe-10OC conpliant. Partia
obfuscation - for exanple, replacing only "." with "[.]" while

| eaving "https" unchanged - creates a fal se sense of security. A
user may incorrectly assune a URL is safe because the period is
bracket ed, when the schene renmins active and could still trigger
automatic linkification or execution in sone environments.

I mpl enent ati ons MJUST NOT produce partially obfuscated output when
full obfuscation is intended.
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11.

11.

11.

12.

3. Par ser Conf usi on

I mpl enent ati ons that parse Safe-10C strings may becone confused by
mal formed or inconsistently obfuscated input. For exanple,
"hxxps://exanpl e. exanpl e" (schene obfuscated but dots not) or
"https://exanpl e[ .] exanpl e" (dots obfuscated but schene not) are not
valid Safe-10OC formats. Parsers SHOULD val i date that obfuscated
strings conformto the canonical transformation rule and the
illustrative ABNF before de-obfuscation. Rejecting or flagging

anbi guous i nput reduces the risk of misinterpretation.

4. De-obfuscation in Non-Executable Contexts

As stated in Section 6, de-obfuscation MJST only occur when the
result is placed in a non-executable buffer. A non-executable buffer
is one that cannot be automatically interpreted by the system (e.qg.,
as a URI to fetch, a command to run, or a link to display). Witing
de- obfuscated output into a |live docunent, rich-text editor, or
browser address bar before explicit user action creates an
unacceptabl e risk of accidental activation

5. Additional Considerations

* Inplenmentations that do not follow the canonical transformation
rule (e.g., by not treating "[.]" and "[@" as opaque) MAY produce
nested or non-reversible output when obfuscation is applied
repeatedly. Conpliant inplenentations avoid this by design

* (bfuscated URLs in PDFs may still be rendered as hyperlinks; use
pl ain-text formatting.

* Systens processing obfuscated indicators MIST treat them as
potentially harnful data, applying sandboxing or isolated
environnments for analysis.

* Credentials (e.g., _usernane:password ) SHOULD NOT be shared, even
in obfuscated form due to inherent security risks.

| ANA Consi der ations

Thi s docunent does not request | ANA registration of any URI schenes
or other protocol paraneters.

The character sequences described in this docunent as obfuscated
schene prefixes (including but not limted to "hxxp", "hxxps", "fxp",
and "fxxps") are docunented here as existing operational convention
in threat intelligence sharing. They are not URl schenes and are not
assigned through this specification. |ANA and the community are
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advi sed that these strings are widely used in that context when
eval uating future URI schene registration requests that night collide
with them
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