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Abst ract

Thi s docunent defines a consistent and reversible nethod for sharing
potentially malicious indicators of conpromise (10Cs), such as URLs,

| P addresses, enmnil addresses, and domain nanes. It introduces a
safe obfuscation format to prevent accidental execution or activation
when | OCs are displayed or transnmitted. These techniques aimto
standardi ze the safe dissem nation of threat intelligence data. This
specification uses the URI syntax defined in RFC 3986 and foll ows the
key word conventions from RFC 2119.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

The secure sharing of nalicious artifacts is vital to threat
intelligence, open-source intelligence (OSINT), and incident response
efforts. However, sharing raw URLs, |P addresses, and enail
addresses associated with malware or threat actors poses a risk of
acci dental activation

The key words “MJUST” , “MJST NOT” , “REQURED” , “SHALL” , “SHALL NOT”
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY”
“OPTIONAL” in this docunent are to be interpreted as described in BCP

14 [ RFC2119] [RFCB174] when, and only when, they appear in al

capital s, as shown here

Thi s docunent defines a clear and reversible nethod for obfuscating
and de-obfuscating I OCs to support safe sharing across various
platforns, formats, and use cases. The requirenents |anguage (e.g.,
"MUST", "SHOULD') follows [RFC2119], and URI syntax adheres to

[ RFC3986] .

2. Term nol ogy
of uscating: The process of altering an indicator so that it cannot
be accidentally activated or clicked. This was previously referred
to as "defangi ng".
De- obfuscating: The process of restoring an obfuscated indicator to

its original, actionable form This was previously referred to as
"refangi ng".
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I OC. Indicator of Conpromnise - data such as a URL, |P address, donain
nane, enail address, or hash associated with malicious activity.

3. Probl em Statenent

I nconsi stent obfuscation practices hinder the reliable and autonated
exchange of threat intelligence. For exanple:

* A URL obfuscated as "h**p://exanpl e[.]cont cannot be reliably
parsed by tools expecting "hxxp://exanple[.]cont.

* An | P address obfuscated with parentheses (e.g., "192.0.2(.)1")
may fail to de-obfuscate in systens expecting "[.]".

Such inconsi stencies reduce the effectiveness of threat detection and
response.

4. Obfuscation Techni ques
The foll owi ng transformati ons MJUST be consistently applied:

* Replace "http" and "https" schenmes with "hxxp" and "hxxps"
respectively.

* Replace every period (".") in domain nanes and | P addresses with

"T.1.

* Replace the "@ character in emnil addresses or credentials with

e

Usi ng encoded characters (such as %e for ".") SHOULD be avoided to
prevent ambiguity.

Exanpl es:

* Oiginal: https://evil.exanple.conl path
Obf uscat ed: hxxps://evil[.]exanple[.]conl path

* Original: http://username: password@ttacker.com
of uscat ed: hxxp://usernane: password[ @attacker[.]com

* Original: user@hishing. exanpl e. com
Obf uscat ed: user[ @ phi shing[.] exanple[.]com

* Oiginal: http://192.0.2.1
of uscated: hxxp://192[.]0[.]2[.]1
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* Original: http://[2001: db8::1]:8080
of uscat ed: hxxp://[2001: db8::1]:8080

Note: Credentials in URIs (e.g., _usernane:passwrd ) are included
here for illustrative purposes only. Sharing credentials, even in
obfuscated form is strongly discouraged in operational contexts.
Note: |1 Pv6 addresses enclosed in square brackets MJST retain their
col on-based syntax (e.g., "::") and brackets. These characters are
essential to URI parsing and MJUST NOT be altered. Obfuscation should
apply only to conponents such as the schenme ("http") or donains, not
to the | Pv6 address syntax.

5. De-obfuscation Techni ques

Tool s designed to ingest obfuscated data SHOULD automatically reverse
these transformations in a determnistic manner:

* Convert "hxxp" and "hxxps" back to "http" and "https"
respectively.

* Convert "[.]" back to ".".
* Convert "[@" back to "@.

De- obfuscati on MUST maintain the original semantics of the data to
avoid msinterpretation. Exanples:

* (bfuscated: hxxps://evil[.]exanple[.]com path
De- obf uscated: https://evil.exanple.conl path

*  (bfuscated: user[ @ phishing[.]exanple[.]com
De- obf uscat ed: user @hi shi ng. exanmpl e. com

6. Exanple Use Cases
Common scenari os incl ude:

* **QOSINT Sharing**: A report lists obfuscated URLs (e.qg.,
"hxxp:// mal ware[.] conl payl oad") to prevent accidental clicks.

* **Epgmai |l Communi cation**: Security teans share obfuscated | CCs |ike
"attacker[ @example[.]com' in email threads.

* **Threat Intelligence Platforns**: Automated ingestion of
obfuscated IPs (e.g., "192[.]0[.]2[.]1") for blocklist updates.

G i mm nck Expires 11 COctober 2025 [ Page 4]



Internet-Draft A Standard for Safe and Reversible Shari April 2025

7

10.

Security Considerations

Wi | e these obfuscation techni ques reduce the risk of accidental
activation of nmalicious indicators, obfuscated data SHOULD al ways be
handl ed wi th cauti on.

Repeat ed application of obfuscation w thout proper context or
normal i zati on MAY result in anbi guous or non-reversible
transformations. Inplenmentati ons SHOULD avoid nultiple |ayers of
obfuscation wi thout canonicalization

* (bfuscated URLs in PDFs may still be rendered as hyperlinks; use
pl ain-text formatting.

* Systens processing obfuscated indicators MIST treat them as
potentially harnful data, applying sandboxing or isolated
environnments for anal ysis.

* Credentials (e.g., _usernane:password_) SHOULD NOT be shared, even
in obfuscated form due to inherent security risks.

I mpl enent ati on Qui dance
Sof tware designed to parse threat intelligence feeds should
explicitly support these obfuscation and de-obfuscati on standards.
I mpl enent ati ons SHOULD verify correct de-obfuscation through unit
tests and validation scripts. Exanple test case:

Test Input: "hxxp://192[.]0[.]2[.]1"
Expected Qutput: "http://192.0.2.1"

Edge Cases and Speci al Handling

**| nternationalized Donmain Names (I DNs)**: Obfuscate punycode donains
simlarly (e.g., "xn--exanple[.]cont).

**Non- St andard URI Schemes**: For schemes |ike "ftp", apply anal ogous
obfuscation (e.g., "fxp://exanple[.]cont).

**|Pv6 Literals in URIs**: Do not alter colon characters (":") or
brackets ("[", "]") in IPv6 addresses. For exanple, "[2001:db8::1]"
MUST remai n unchanged. Only schenme nanes or donain el enents
surroundi ng them shoul d be obf uscat ed.

I ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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