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Abst r act

Thi s docunent specifies the FideX Protocol (AS5), a nodern
application-layer protocol for secure Business-to-Business (B2B)
message exchange. FideX provides cryptographi c non-repudi ati on, data
integrity, and confidentiality using JOSE (JSON Object Signing and
Encryption) over HTTPS, replacing | egacy AS2 and AS4 standards with a
REST- ori ent ed approach accessible to nodern web devel opers.

Fi deX adopts the "AS" naming |ineage: AS2 ([RFC4130]) used S/M ME
over HITP; AS4 ([ OASI S-ebMs]) used SQOAP/ Ws- Security; AS5 (FideX) uses
REST/ JSON/ JOSE over HTTPS. This docunent defines the nmessage fornmat,
crypt ographi c operations, partner discovery, state nmanagenent,
acknow edgnent receipts (J-MDN), and error handling.

Status of This Docunent

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent is a work in progress
and represents the current thinking of the FideX Protocol Wrking
Group at G eicodex Software.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 17 Septenber 2026.
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Fi deX (Fast Integration for Digital Enterprises eXchange) defines a

secure, reliable nessage exchange protocol for

i nterchange. The protocol ensures:
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* *Non-repudi ation:* Cryptographi c proof of nessage origin

* *Integrity:* Detection of nessage tanpering

* *Confidentiality:* End-to-end encryption

* *Reliability:* Asynchronous acknow edgnents with retry senmantics
1.2. Scope

Thi

s specification defines:

*  Message format and structure

* Cryptographic operations (sign-then-encrypt using JOSE)
* Partner discovery and registration

* State nmanagenent and acknow edgments (J- MDN)

* Error codes and handling

—
=)

is specification does NOT define:
* Business docunent formats (the protocol is payl oad-agnostic)
* Application-specific processing logic
* | nplenmentation details or code exanples
* Depl oynment or operational procedures
1.3. AS Nam ng Lineage

Fi deX adopts the "AS" (Application Statenent) naming |ineage from
establ i shed B2B interchange standards:

*  *AS2* ([ RFC4130]) -- M ME/ S/M ME over HTTP (2005)

* *AS4* ([ OCASI S-ebMS]) -- SOAP/ WS- Security over HTTP (2013)

*  *AS5* (FideX) -- REST/JSOV JOSE over HTTPS (2026)

The desi gnation signals evolutionary continuity while marking a
generational |leap to nodern web-native architecture. AS5 is

i mpl ement abl e by any devel oper with know edge of REST APIs and

standard JCSE |ibraries, without requiring specialized B2B
m ddl ewar e.
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1.4. Termi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
Additional ternms used in this docunent:

Node A FideX-conpliant server capable of sending and receiving
nessages.

Partner A trading partner with an established trust relationship.
Message A business docunment wapped in a FideX envel ope.

J-MDN JSON Message Disposition Notification -- a signed receipt
acknow edgi ng recei pt and processing of a Fi deX nessage.

JVWKS JSON Wb Key Set -- a JSON structure representing a set of
public keys.

AS5 Configuration A JSON docunment published by a node describing its
endpoi nts, supported algorithms, and identity.

2. Transport Layer

2.1. Required Transport
Nodes MJST support HTTP/ 1.1 over TLS 1.3 as defined in [ RFC8446].
TLS 1.2 ([ RFC5246]) MAY be supported with Perfect Forward Secrecy
(ECDHE key exchange) as fallback for backward conpatibility.
Transport requirenents:
*  Port 443 (HTTPS)
* Valid certificate froma trusted Certificate Authority (CA)
* Server Nane Indication (SNI) per [RFC6066]
* Full certificate chain validation

2.2. Optional Transports

Nodes MAY additionally support:
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*  *HTTP/ 2* ([ RFC9113]): For nultipl exed connections and inproved
t hr oughput .

* *HTTP/ 3* ([ RFC9114]): For connection resilience using QU C

2.3. Request Method
Al'l FideX message transm ssions MJST use the HITP POST nethod to the
recei ving endpoint specified in the partner’s AS5 configuration (see
Section 6).

2.4. Content Type
Fi deX message envel opes MJST use Content-Type: application/json
Regi stration requests MJST use Content-Type: application/jose (see
Section 6.3).

2.5. Message Size Linits

I mpl enent ati ons MJUST accept messages up to 10 megabytes (conplete

HTTP request body). Inplenentati ons MAY accept |arger nessages by
prior bilateral agreenent. Senders MJST NOT assune support above 10
MB without prior explicit agreenent. |nplenentations SHOULD reject

oversi zed nessages with HTTP 413 and the error code PAYLOAD TOO LARGE
(see Section 8.3).

3. Message Structure
3.1. Message Envel ope

A Fi deX nessage envel ope consists of exactly two top-level JSON
fields:

{

"routing header": { ... },
"encrypted_payl oad": "eyJhbCGec..."

The routing_header is cleartext JSON contai ning nessage net adata
readabl e by internediate infrastructure without decryption. The
encrypted_payload is a JWE conpact serialization that waps the
si gned business docunent. These two fields are the ONLY top-I|eve
fields in a FideX nessage envel ope.

3.2. Routing Header

The routing header

is a cleartext JSON object conveying nessage
routing netadata. It

MUST contain the follow ng fields:
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fidex_version (string, REQU RED) Protocol version in semantic
"maj or.mnor" format, e.g., "1.0".

message_id (string, REQU RED) G obally unique nessage identifier.
UUI D v4 ([RFC9562]) with an "fdx-" prefix is RECOWENDED (e.g.,
"f dx- 550e8400- e29b- 41d4- a716- 446655440000") .

sender _id (string, REQU RED) URN of the sending organi zation. See
Section 3.2.1 for valid formats.

receiver _id (string, REQU RED) URN of the receiving organization.
See Section 3.2.1 for valid formats.

docunent _type (string, REQU RED) Business docunent type identifier.
MUST match the pattern ~[A-Z0-9 _]+$. See Section 3.3.

timestanp (string, REQU RED) | SO 8601 UTC tinestanp with mllisecond
precision. Format: YYYY-MM DDTHH. mm ss. SSSZ. The UTC desi gnat or
"Z" MJST be used; no local timezone offsets are pernitted.

recei pt _webhook (string, OPTIONAL) HTTPS URL where the J-NDN receipt
SHOULD be delivered. HITP (non-TLS) is NOT allowed. Wen
omitted, the receiver MIST deliver the J-MDN to the sender’s
recei ve_recei pt endpoint fromthe sender’s AS5 configuration (see
Section 7.3.5).

payl oad_di gest (string, OPTIONAL) SHA-256 digest of the
encrypted_payload field value. Conputed as "sha256:" foll owed by
the | owercase hexadeci mal encodi ng of SHA-256 applied to the UTF-8
byte representation of the encrypted payload string as it appears
in the JSON envel ope. Enables routing-layer integrity checks
wi t hout decryption.

Extensi on fields MAY be included and MJUST use the prefix "x-" to
avoid collision with future standard fields. |nplenentations MJST
i gnore unknown extension fields w thout error.

3.2. 1. Identifier Format

The sender _id and receiver_id fields MJIST use URN fornmat. The
foll owi ng URN nanespaces are recogni zed:

* urn:gln:{gln} -- GS1 dobal Location Nunber
* urn:duns: {duns} -- DU NS Nunber

* urn:lei:{lei} -- Legal Entity ldentifier (I1SO 17442)
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* urn:tin:{tin} -- Tax ldentification Nunber
* urn:custom{identifier} -- Oganization-defined identifier

3.3. Docunent Type Registry
The docurent _type field uses a two-tier naming systemto accommodate
bot h standardi zed i nter-organi zati on docunent types and organi zati on-
speci fic customtypes.

3.3.1. Standard Docunent Types
The foll owi ng standard docunent types are defined by the FideX
Working Group. Standard types use uppercase al phanuneric characters

and underscores, matching the pattern "[A-Z0-9_]+$. GS1 docunent
types are defined in [ GSl-JSQ\ .
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| Type ldentifier | Standard | Description |
[ e ————————— Ll —p—————_— Ll p—p—r U
| GS1_ORDER JSON | Gs1 | Purchase order (JSON bi ndi ng) |
S TR O +
| GS1_INVO CE JSON | GS1 | Commercial invoice (JSON binding) |
. S ISRy T T T T re ey +
| GS1_DESADV_JSON | GS1 | Despatch advice (JSON bi ndi ng) |
o e e e e oo oo R o e e e e e e e e e e e e e o m o +
| GS1_RECADV_JSON | Gsi1 | Receiving advice (JSON bindi ng) |
S TR e +
| GS1_CATALOG JSON | Gs1 | Product catal og (JSON bi ndi ng) |
. S ISRy T T T p iR +
| X12_850 | ANSI X12 | Purchase order |
o e e e e oo oo R o e e e e e e e e e e e e e o m o +
| X12_810 | ANSI X12 | Invoice |
S TR O +
| X12_856 | ANSI X12 | Advance ship notice |
I S ISRy T T T r iR +
| EDI FACT_ORDERS | UN | Purchase order nessage |
| | EDI FACT | |
o e e e e oo oo R o e e e e e e e e e e e e oo oo +
| EDFACT_INVOC | UN | I'nvoi ce nessage |
| | EDI FACT | |
IR S ISRy T T T r ey +
| EDI FACT_DESADV | UN | Despatch advi ce nessage |
| | EDI FACT | |
o e e e e oo oo R o e e e e e e e e e e e e oo oo +
| UBL_ORDER 21 | QASIS | Order docunent |
| | uBL 2.1 | |
IR S ISRy T T T r ey +
| UBL_INVO CE_21 | QASIS | I'nvoi ce docunent |
| | uBL 2.1 | |
o e e e e oo oo R o e e e e e e e e e e e e oo oo +

Table 1. Standard Fi deX Docunent Types
3.3.2. Custom Docunent Types
Organi zati ons MAY define custom docunent types using reverse donain
notation to avoid collision with standard types and with ot her
organi zati ons’ customtypes.
Custom types MJST foll ow the pattern:

{TLD} _{ORG}_{DOCTYPE} {VERSION}, for exanpl e:
COM_ACME_WAREHOUSE_RECE! PT_V2.
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3.

3.

4.

4.

Custom types MJST NOT use the reserved prefixes: GS1_, X12_,
EDI FACT_, or UBL_.

3.3. Receiver Behavior for Docunent Types
Recei ver nodes:
*  MUIST accept nmessages with any syntactically valid docunment _type.

* SHOULD return a J-MDN with error code UNKNOAN DOCUMENT TYPE f or
types they cannot process.

*  MJST NOT reject nessages at the HITP | evel solely because of an
unknown docunent type. The J-MDN nmechani sm MJUST be used i nst ead.

4. Encrypted Payl oad
The encrypted payload field contains a JWE (JSON Web Encryption)
token in conpact serialization as defined in [RFC7516]. The JVE
encrypts a JW5 (JSON Wb Signature) token as defined in [ RFC7515],
creating a nested "sign-then-encrypt" structure:
JVWE( JW5( busi ness_docunent ) )
This pattern ensures both authenticity (the signature is inside the
encryption envel ope, protecting it from substitution) and
confidentiality (the business content is encrypted end-to-end).

Crypt ographi ¢ Requi renents
1. Signature (JW)

Messages MUST be signed using the sender’s private key before
encryption.

The REQUI RED signing algorithmis *RS256* ( RSASSA- PKCS1-v1_5 with
SHA- 256) as defined in [ RFC7518].

The foll owi ng signing algorithns are OPTI ONAL:
* RS384, RS512 -- stronger RSA variants
*  PS256, PS384, PS512 -- RSA-PSS variants

* ES256 (ECDSA with P-256 and SHA-256) -- RECOMMVENDED for new
depl oynent s

* [ES384 (ECDSA with P-384 and SHA-384)
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M ni mum key sizes: 2048 bits for RSA (4096 bits RECOMMENDED); P-256
m ni mum for ECDSA (P-384 RECOMVENDED) .

The JWS Protected Header MJST i ncl ude:

{
"alg": "RS256",

"kid": "{sender-key-id}"
}

4.2. Encryption (JVE)
Si gned nessages MJST be encrypted using the receiver’s public key.
The REQUI RED al gorithms are:
* *Key Encryption:* RSA-OAEP as defined in [ RFC7518]
* *Content Encryption:* A256GCM ( AES- 256- GCM)

The JWE Protected Header MJUST i ncl ude:

{

"al g": "RSA- QAEP',

"enc": "A256CCM',

"cty": "JWI,

"kid": "{receiver-key-id}"
}

The cty (content type) header paranmeter MJST be set to "JW™" to

i ndi cate the JWE payl oad contains a nested JWS/ JWI token, per

[ RFC7516] Section 4.1.12. This is required for correct processing of
nest ed tokens.

4.3. Payl oad Encoding
The JWS payl oad MJUST be the UTF-8 encodi ng of the JSON-serialized
busi ness document. Binary payl oads (i mages, PDFs, etc.) MJST be
base64- encoded before JWS signing.

4.4. Sender ldentity Verification
Recei vers MJUST verify that the JW5 signing key identified by kid in
the JW5 header belongs to the partner identified by sender_id in the
routi ng header. Specifically:

* The kid MJST resolve to a public key in the sender’s JVKS
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* The sender’s JWKS MUST be fetched fromthe public_domain
associated with the sender_id in the |ocal partner registry.

This prevents cross-partner key substitution attacks where an
attacker uses a valid key fromone partner to inpersonate another.

4.5. Prohibited Al gorithns
| mpl enent ati ons MUST NOT use:
* The none al gorithm (unsi gned tokens)
* Symetric signature algorithnms (HS256, HS384, HS512)
* RSA keys snaller than 2048 bits
* Deprecated al gorithns: M5, SHA-1-based signatures
5. Key Distribution
5.1. JSON Wb Key Set (JVKS) Endpoi nt

Nodes MUST publish their public keys via a JWKS endpoint at the well-
known URI :

https://{public_domain}/.well-known/jwks.json

Thi s endpoi nt:

*  MJST be publicly accessible w thout authentication.

* MUIST return Content-Type: application/json.

* SHOULD i nclude Cache-Control headers (1 hour RECOMVENDED) .
5.2. JVKS For mat

Per [RFC7517], keys MJST include at mnimumthe following fields. An
RSA si gni ng key exanpl e:
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"keys": [

{
"kty": "RSA",
"use": "sig",
"kid": "acme-sign-rsa-2026-01",
"al g": "RS256",
"n": "{base64url - encoded- nodul us}",
"e": "AQAB"

}

]
}

An EC signing key exanpl e:

"keys": [
{
"kty": "EC',
"use": "sig",
"kid": "acme-sign-ec-2026-01",
"al g": "ES256",
"crv': "P-256",
"x": "{base64url - x-coordi nate}",
"y": "{base64url -y-coordi nate}"
}

]
}

Field semanti cs:

kty Key type: "RSA" or "EC'.

use "sig" for signing keys; "enc" for encryption keys.
kid Unique key identifier used in JWS/ JWE headers.
alg A gorithmfor this key (RS256, ES256, RSA-QAEP, etc.).

5.3. Key Rotation
I mpl enent ati ons SHOULD rotate keys annually. During rotation, the
foll owi ng procedure MJST be followed to ensure uninterrupted partner
communi cat i on:

1. Publish the new key al ongside the old key in the JVKS.
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2. Mintain both keys for a transition period (30-60 days
RECOMVENDED) .

3. Begin signing new out bound nessages with the new key after
partners have had tine to cache it.

4. Renove the old key fromthe JWKS after the transition period.

The kid val ue SHOULD encode the purpose and date to aid key
managenent, e.g., "org-sign-rsa-2026-01".

6. Partner Discovery
6.1. Discovery Overview
Partner discovery enabl es automated tradi ng partner onboardi ng
wi t hout manual certificate exchange. The process consists of four
phases:
1. Configuration discovery
2. Key retrieval
3. Signed registration
4. Mutual confirmation
The AS5 configuration URL MAY be distributed via QR code, email, or a
tradi ng partner portal. The protocol is designed so that scanning a
R code initiates fully autonated nmutual trust establishnent.

6.2. AS5 Configuration Endpoint

Nodes MUJST expose an AS5 configuration docurment at an HTTPS URL.
Thi s URL:

* MAY be at any path (no required well-known |ocation).
* MAY include a single-use security token as a query paraneter
*  SHOULD be shareable via QR code

The AS5 configuration docurment structure:
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{

"fidex_version": "1.0",

"supported_versions": ["1.0"],

"conformance_profile": "core",

"node_id": "urn:gln:1234567890123",

"organi zati on_nane": "Exanple Corp",

"public_domain": "fidex.exanple.cont,

"supported_document _types": ["GS1_ORDER JSON', "GS1_I|INvO CE_JSON'],

"endpoi nts": {
"recei ve_nessage": "https://fidex.exanple.comapi/vl/receive",
"receive receipt": "https://fidex.exanple.comapi/vl/receipt",
"register": "https://fidex.exanple.comapi/vl/register",
"jwks": "https://fidex.exanple.con.well-know/jwks.json"

},

"security": {
"signature_al gorithni: "RS256",
"encryption_al gorithn: "RSA-QAEP",
"content _encryption": "A256GCM',
"m ni mum key_si ze": 2048

}

}

Required fields in the AS5 configuration:
fidex_version Current active protocol version (string, REQU RED).

supported_versions Array of all protocol versions this node supports
(array, REQUI RED).

node_id URN identifier for this node (string, REQU RED).

organi zati on_name Human-readabl e organi zati on name (string,
REQUI RED) .

public_domain Public-facing domain nane hosting JWKS and endpoi nts
(string, REQUI RED).

endpoints Object containing service endpoint URLs (object,
REQUI RED). MJST incl ude: receive_nessage, receive_receipt,
regi ster, jwks.

security Cryptographic algorithmdeclarations (object, REQU RED).

conformance_profile "core", "enhanced", or "edge" (string,
OPTI ONAL) .

supported_docunent _types Array of docunent type identifiers this
node processes (array, OPTIONAL).
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6.2.1. Version Negotiation

VWhen two nodes with different supported versions comunicate, the
sender MUST:

1. Retrieve the receiver’s supported versions fromtheir AS5
configuration.

2. Select the highest version present in BOTH supported_versions
arrays.

3. Set fidex_ version in the routing header to the negoti ated
versi on.

The receiver MIJST reject nmessages with a fidex_version not present in
its supported versions.

If no commn version exists, the sender MUST NOT transnmt and SHOULD
report an inconpatibility error to the I ocal system

6.3. Discovery Handshake

The four-phase di scovery handshake proceeds as foll ows:

*Phase 1 -- Initiator Discovers Responder:*

1. Initiator obtains the responder’s AS5 configuration URL

2. Initiator fetches the responder’s AS5 configuration docunent.

3. Initiator fetches the responder’s JVWKS fromthe well-known
endpoi nt ..

*Phase 2 -- Initiator Registers:*

The initiator constructs and submts a signed registration payl oad:

{

"fidex_version": "1.0",
"initiator _node_id": "urn:gln:...",
"initiator_as5 config url": "https://...",

"security token": "...",
"timestanmp": "2026-03-09T19: 00: 00. 000Z"

1. Initiator constructs the registration payl oad as shown above.
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2. Initiator signs the payload with its private key (JW5 conpact
serialization).

3. Initiator POSTs the JWS to the responder’s regi ster endpoint with
Cont ent - Type: application/jose.

*Phase 3 -- Responder Validates:*
1. Responder validates the security token (if configured).

2. Responder fetches the initiator’s AS5 configuration fromthe URL
in the request.

3. Responder fetches the initiator’s JVWKS and verifies the JWs
si gnature.

4. Responder stores the initiator’'s details and returns HTTP 200.
*Phase 4 -- Conpletion:*
1. Initiator receives HITP 200 confirmation.
2. Initiator stores the responder’s details.
3. Both parties MAY i nmedi ately exchange Fi deX nessages.

6.4. Registration Security Requirenents
Regi stration requests MJST:
* Be signed with the initiator’s private key (RS256 m ni nunm.
* Be transmitted with Content-Type: application/jose.
* Include a tinmestanp within +/-15 minutes of current tine.
* Include the security token if the responder has configured one.
Security tokens MJST contain at |east 128 bits of entropy, generated
usi ng a cryptographically secure pseudo-random nunber generator
(CSPRNG . Exanples: UU D v4, 32 hexadeci nal characters, or 22
base64ur| characters.
Responders MUST:

* Validate the JWS signature before trusting any payl oad content.

* Reject registrations with tinmestanps outside +/-15 m nutes.
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* Reject invalid or previously used security tokens.
6.5. Partner De-Registration

De-registration is a local, unilateral operation. There is no
protocol -1 evel de-registration handshake.

Part ner states:

[ bbb s s oo sty o}
| State | Description |
| ACTI VE | Nornmal operation -- nmessages accepted |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +

| SUSPENDED | Tenporarily paused -- nessages |
| rejected with HTTP 503 |

| INACTIVE | De-registered -- nessages rejected |

| | with HTTP 401 |
Tabl e 2: Partner States

De-regi stration procedure:

1. The initiating party sets partner status to | NACTIVE | ocally.

2. The initiating party SHOULD notify the partner via out-of-band
channel .

3. The initiating party MJST continue accepting J-MDNs for in-flight
nmessages.

4. After a 24-hour grace period, new i nbound nmessages MJST be
rejected with HTTP 401.

5. Partner records SHOULD be retained for audit purposes (7 years
RECOMVENDED) .

7. Message States and Receipts
7.1. Message State Machine

Messages transition through the foll owi ng states:
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| State | Description |
[} gty e p—p—p—p—p—p—(—_———————————————————————(————(—————
| QUEUED | Created locally, awaiting transm ssion |
S N +
| SENT | Transmitted to receiver, awaiting J-MDN receipt |
S IR e +
| DELIVERED | J-MDN received and cryptographically verified
R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| FAI LED | Permanent failure or maximumretries exceeded

S . +

Tabl e 3: Message States
Synchr onous HTTP Response

Upon receiving a nessage, nodes MJST perform structural validation
and return:

* *HTTP 202 Accepted:* Message is structurally valid and queued for
processi ng.

*  *HTTP 4xx/5xx:* Imrediate rejection (see Section 8).

HTTP 202 indicates structural acceptance only. |t does NOT indicate
successful decryption, business document processing, or J-MDN
gener ati on.

*| denpot ency: * Recei vers MJST handl e duplicate nessage_id val ues

i denpotently. |If a receiver encounters a nessage id it has already
accepted, it MJIST return HTTP 202 again and MJST NOT process the
message a second time. This ensures safe sender retries when HITP
responses are | ost.

Asynchr onous Recei pt: J- VDN

The J- MDN (JSON Message Disposition Notification) is the legally nost
significant artifact in the FideX protocol. It provides

crypt ographi c proof that a specific nmessage was received, decrypted,
and accepted or rejected by the tradi ng partner.

After processing a nessage, the receiver MJST send a J-MDN to the
sender. The delivery target is determ ned as foll ows:

1. If receipt_webhook is present in the routing header, deliver to
that URL.
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2. Oherwise, deliver to the sender’s receive_receipt endpoint from
the sender’s AS5 configuration.

3. If neither is available, the J-MDN MUST be stored and the failure
| ogged; J-NMDNs MUST NOT be discarded.

7.3.1. J-NMDN Payl oad Schema
The J- MDN JSON obj ect contains the follow ng fields:

original _nessage id (string, REQUI RED) The nessage id fromthe
ori gi nal nessage’s routing header.

status (string, REQU RED) Either "DELIVERED' or "FAlLED".

receiver id (string, REQU RED) URN of the receiver generating this
J-MDN.  MJST match the receiver _id in the original routing header.

hash_verification (string, REQU RED) SHA-256 hash of the raw
busi ness payl oad bytes before JW5 signing. Format: "sha256:{64
hex characters}”. See Section 7.3.2.

timestanp (string, REQU RED) | SO 8601 UTC tinestanp when the J- MDN
was created. Format: YYYY- MM DDTHH. mm ss. SSSZ.

error_log (object|null, REQU RED) MJUST be null when status is
"DELI VERED'. MJST be an error object when status is "FAILED".

signature (string, REQUI RED) JWS conpact serialization covering all
other J-MDN fields. See Section 7.3.3.

Positive J-NMDN exanpl e (DELI VERED):

{
"original _nessage_id": "fdx-alb2c3d4-e5f6-7890-abcd-ef 1234567890",
"status": "DELIVERED",
"receiver_id": "urn:gln:9876543210987",
"hash_verification": "sha256: 9f 86d08. .. bOf 00a08",
"timestanp": "2026-03-09T19: 30: 02. 000Z2",
"error_log": null,
"signature": "eyJhbGeci G JSUzIINils..."
}

Negati ve J- MDN exanpl e ( FAI LED):
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"original _message_id": "fdx-alb2c3d4-e5f6-7890-abcd-ef 1234567890",
"status": "FAILED',
"receiver_id": "urn:gln:9876543210987",
"hash_verification": "sha256:0000...0000",
"timestanmp": "2026-03-09T19: 30: 02. 000Z",
"error_log":
"error_code": "DECRYPTI ON_FAI LED',
"error_message": "Unable to decrypt payl oad",
"details": "Key ID msmatch"
},
"signature": "eyJhbGei G JSUzIINils..."
}

7.3.2. Hash Verification

The hash_verification field proves that the receiver decrypted
exactly the payl oad the sender signed.

Definition:

hash_verification =
"sha256:" || hex( SHA-256( raw _business payl oad bytes ) )

Wher e raw_busi ness_payl oad_bytes is the UTF-8 encoded bytes of the
busi ness JSON payl oad BEFORE JW5 signing (i.e., the exact cleartext
that was the input to the JW5 sign operation).
When status is "FAILED' and the receiver could NOT decrypt the
payl oad, hash_verification MJST be set to a string of 64 zero hex
digits: "sha256:" followed by 64 ASCII "0" characters.

7.3.3. J-MDN Signature Requirenents

The signature field MJUST contain a JW5 conpact serialization covering
all other J-MDN fields (i.e., all fields except signature itself).

JWE Protected Header for J-NMDN signing:

{
"al g": "RS256",

"kid": "{receiver-signing-key-id}"

}

Si gni ng procedure:

1. Construct a JSON object with all J-MDN fields EXCEPT signature.
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2. Serialize to canonical JSON: no extra whitespace; keys in
al phabetical order (error_log, hash_verification,
original _nessage id, receiver_id, status, timestanp).
3. Sign using RS256 with the receiver’s private signing key.
4. Set signature to the resulting JW5 conpact serialization.
Verification procedure (sender side):
1. Extract signature fromthe received J- NDN
2. Parse JW5, extract kid fromthe JW5 header.
3. Look up the receiver’s public key fromtheir JVKS using kid.
4. Verify the JW5 signature.

5. Conpare the JW5 payload with the remaining J-MDN fields for
consi st ency.

7.3.4. J-NDN Error Codes
When status is "FAILED', the error_Ilog object MJST contain:

error_code (string, REQU RED) Machi ne-readabl e code fromthe table
bel ow.

error_nessage (string, REQU RED) Human-readabl e descri ption.

details (string, OPTIONAL) Additional diagnostic info. MJST NOT
contain sensitive data.
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| Code | Description |
[S oo ey oo e o e s
| DECRYPTI ON_FAI LED | Cannot decrypt JWE (wrong |
| | key or corrupted ciphertext) |
o o e e e e e e e i e +
| SI GNATURE_| NVALI D | JWS signature verification |
| | failed |
o e e e e o e e e e e e e e e o +
| UNKNOWN_DOCUMENT_TYPE | The docunent _type is not |
| | supported by the receiver |
o o e e e e e e e i e +
| PAYLOAD TOO LARGE | Message exceeds receiver’s |
| | processing limts |
o e e e e o e e e e e e e e e o +
| | NTERNAL_ERROR | Receiver encountered an |
| | internal processing error |
o o e e e e e e e i e +

Tabl e 4: Standard J-NMDN Error Codes

7.3.5. J-NDN Delivery Protocol

The J-MDN is delivered via HTTP POST:

POST {recei pt _webhook} HTTP/1.1

Host: {sender_host}

Cont ent - Type: application/json

X- Fi deX- Ori gi nal - Message-1D: {original _nessage_id}

{J- MDN JSON body}

Expect ed response:

{
"recei pt_acknow edged": true
}

Ti m ng requirenents:

* Receivers SHOULD send J-MDN within 5 m nutes of receiving the
origi nal nessage.

* |f processing takes longer, the J-MDN MJUST still be sent when
processi ng compl etes.

* There is no strict upper tine lint; delivery is asynchronous by
desi gn.
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7.

7.

8.

8.

3.6. J-MDN Delivery Retry Schedul e

If the J-NMDN delivery endpoint is unreachable, the receiver SHOULD
retry according to the foll owi ng schedul e:

* Attenmpt 1: Immediate
* Attenpt 2: +1 minute
* Attenpt 3: +5 minutes
* Attempt 4: +15 minutes
* Attenpt 5: +1 hour
After 5 failed attenpts, the receiver SHOULD | og the failure and
store the J-MDN for manual retrieval. The J-NMDN MJUST NOT be
di scar ded.
4. Sender Retry Semantics
Senders SHOULD retry failed transm ssions with exponential backoff:
* Attenmpt 1: Immediate
* Attenpt 2: +1 minute
* Attenpt 3: +5 minutes
* Attempt 4: +15 minutes
* Attenpt 5: +30 minutes
* Attenpt 6: +1 hour

After 5-6 failed attenpts, the nmessage SHOULD transition to FAlI LED
state requiring manual operator intervention.

Error Handl i ng

1. HITP Status Codes

| Code | Meaning | Sender Action |
[ o bumbemsfemmel oo oo oo s oo ooty o}
| 202 | Accepted for processing | Wait for J-MDN |
Femmm o - e e e e e e e eaea oo n o m e e e e e e e e eea oo +
| 400 | Invalid nmessage structure | Do not retry (permanent |
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| | | error) |
Fom e e - - Tt o m e e e e e e e e e +
| 401 | Authentication failed or | Do not retry (permanent |
| | partner | NACTIVE | error) |
Femmm o - e e e e e e e eaea oo n o m e e e e e e e e eea oo +
| 413 | Payload too |arge | Do not retry (permanent |
| | | error) |
Fom e e - - Tt o m e e e e e e e e e +
| 429 | Rate limt exceeded | Retry with backoff; |
| | | honor Retry-After header |
Femmm o - e e e e e e e eaea oo n o m e e e e e e e e eea oo +
| 500 | Server internal error | Retry with backoff |
S o e e e e e e e e e e oo - o m e e e e e e e e e e aa oo +
| 503 | Service unavail able or | Retry with backoff |
| | partner SUSPENDED | |
+o-m - - o e e e e e e e oo T +

Table 5: HITP Status Code Semantics

I mpl enent ati ons SHOULD i nclude a Retry-After header on HITP 429
responses, per [RFC9110] Section 10.2.3.

8.2. Error Response Format

Al'l error responses MJST use the following JSON structure:

{

"error": {
"code": "I NVALI D_ROUTI NG_HEADER',
"message": "Mssing required field: nmessage_ id",

"timestamp”: "2026-03-09T19: 00: 00. 000Z"

}
}

8.3. Standard Error Codes
Message transmi ssion errors:
* | NVALI D_ROUTI NG HEADER -- M ssing or mal formed routing header
*  UNKNOWN_RECEI VER -- receiver_id not recognized in partner registry
*  UNKNOAN_DOCUMENT_TYPE -- docunent _type not supported
*  PAYLOAD TOO LARCGE -- Message exceeds the 10 MB size limt

Cryptographic errors:
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*  DECRYPTI ON_FAI LED -- Cannot decrypt JVE

* S| GNATURE I NVALID -- JWS signature verification failed

*  UNKNOWN_KEY ID -- Key ID not found in JVWKS

D scovery errors:

* | NVALI D TOKEN -- Security token invalid or expired

*  DUPLI CATE_REG STRATION -- Partner already registered

*  CONFlI G_UNREACHABLE -- Cannot fetch AS5 configuration

9. Security Considerations
9.1. Threat Model

Fi deX addresses the follow ng threats:

Man-in-the-Mddle (MtM Mtigated by TLS 1.3 transport encryption
conbi ned with JVWE application-layer encryption. An attacker who
intercepts the TLS session cannot read the encrypted payl oad.

Message Tanpering Mtigated by JW5 digital signatures. Any
modi fication to the signed payl oad invalidates the signature,
detected during verification.

Replay Attacks Mtigated by unique nessage | Ds conbined with
timestanp validation. Receivers MJUST maintain a replay cache and
reject duplicate nessage_id val ues.

Repudi ation Mtigated by cryptographic signatures on both nmessages
(JWB) and receipts (J-MDN signature), creating a legally auditable
chai n of cust ody.

Key Conmpromi se Mtigated by key rotation procedures and JVKS- based
distribution. Conprom sed keys can be revoked by renoving them
fromthe JVKS.

Cross-Partner Key Substitution Mtigated by sender identity
verification (Section 4.4): the receiver verifies the signing key
bel ongs to the clained sender_id.

9.2. Inplenmentation Security Requirements

| mpl enent ati ons MUST:
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Validate TLS certificates against a trusted CA store on all
out bound connecti ons.

Use constant-tine conparison for signature verification to prevent
timng attacks.

Mai ntain a cache of recently seen nessage IDs to detect replay
att acks.

Rej ect nessages with tinestanps outside a +/-15-m nute w ndow of
current tine.

Mai ntain the nessage ID replay cache for at |east 24 hours.
Synchroni ze system cl ocks using NTP ([ RFC5905]) or equival ent.

Generate cryptographically secure random nessage |IDs using a
CSPRNG

Never expose private keys in logs, error nessages, or AP
responses.

I mpl enent ati ons SHOULD:

*

9. 3.

Pr

Munoz

I mpl ement per-partner rate linmting on all endpoints.

Use separate key pairs for signing and encryption (different use
val ues).

Rot ate keys annually foll owing the procedure in Section 5. 3.

Moni tor for anomal ous patterns (repeated authentication failures,
invalid signatures).

Key Managenent
vat e keys:

MJST be generated using a cryptographically secure random nunber
gener at or.

MUST be stored encrypted at rest.
MJUST NOT be transmitted over any networKk.

SHOULD be stored in a Hardware Security Mdule (HSM for high-
security depl oynents.
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9

9

4.

Publ i c keys:
*  MJIST be distributed exclusively via the JVWKS endpoi nt.

* SHOULD include a kid val ue encodi ng purpose and date (e.g., "org-
sign-rsa-2026-01").

* MAY be cached by consuming parties for up to 24 hours.
Conpl i ance Consi derati ons
Fi deX i s designed to support conpliance wth:

* Non-repudiation requirenents for legally binding electronic
transacti ons.

* FDA 21 CFR Part 11 (electronic signatures in regul ated
i ndustries).

* (GDPR and sinilar data protection frameworks (via encrypted
payl oads) .

* (GS1 and UN/ CEFACT EDI standards (via payl oad-agnostic design).
Reconmended audit trail retention periods:

* Message netadata: 7 years

* Cryptographic signatures (JWB): 7 years

* J-MDN receipts: 7 years

5. Depl oynent Note

10.

11.

FideX is designed to operate on standard web infrastructure. A
conform ng node can be inplenented as a standard HTTPS web
appl i cation behind any reverse proxy (Nginx, Apache, Caddy, cloud

| oad bal ancers). No specialized B2B m ddl eware, nessage broker, or
gateway software is required. This is a key differentiator from AS2
(whi ch required dedi cated gateway software) and AS4 (which required
SOAP st acks and ebMs processi ng engi nes).

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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Appendi x A Conpl ete Message Exanpl e
The following illustrates a conplete Fi deX nessage exchange.

HTTP request (sender to receiver):
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POST /api/vl/receive HITP/ 1.1
Host: partner.exanpl e. com
Cont ent - Type: application/json

{

"routing header": {
"fidex_version": "1.0",
"message_id": "fdx-alb2c3d4-e5f 6- 7890- abcd- ef 1234567890",
"sender _id": "urn:gln:1234567890123",
"receiver_id": "urn:gln:9876543210987",
"docunent _type": "GS1_ORDER _JSON',
"timestanmp": "2026-03-09T19: 30: 00. 000Z",
"recei pt_webhook": "https://sender. exanpl e.com api/vl/receipt”

} i)
"encrypted_payl oad": "eyJhbGci G JSUOEt TOFFUCI s. . . "

HTTP 202 response (receiver accepts):

{
"status": "accepted”,
"message_id": "fdx-alb2c3d4-e5f 6- 7890- abcd- ef 1234567890",
"timestamp": "2026-03-09T19: 30: 00. 500Z"

}

J-MDN recei pt (receiver delivers to sender’s webhook):

PCST /api/vl/receipt HITP/ 1.1

Host: sender. exanpl e. com

Cont ent - Type: application/json

X- Fi deX- Ori gi nal - Message- | D: fdx-alb2c3d4- e5f 6- 7890- abcd- ef 1234567890

{
"original _nessage_id": "fdx-alb2c3d4-e5f6-7890-abcd-ef 1234567890",

"status": "DELIVERED',

"receiver_id": "urn:gln:9876543210987",
"hash_verification": "sha256: 9f 86d08. .. b0f 00a08",
"timestanp": "2026-03-09T19: 30: 02. 000Z",
"error_log": null,

"signature": "eyJhbGci G JSUzIINils..."

}
Appendi x B: d ossary

AS5 Application Statement 5 -- the formal designation of the FideX
pr ot ocol

B2B Busi ness-t o0-Busi ness el ectroni ¢ commerce.
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CSPRNG Cryptographically Secure Pseudo- Random Nunber Generat or
EDI El ectronic Data Interchange
GLN d obal Location Nunber -- GS1 standard organi zation identifier

HSM Hardware Security Mdule -- tanper-resistant hardware for key
st or age.

J-MDN JSON Message Disposition Notification -- the FideX signed
delivery receipt.

JOSE JSON Obj ect Sighing and Encryption -- the | ETF framework
conmprising JW5, JWVE, JWK, and JWA

JWE JSON Web Encryption (RFC 7516).
JWK JSON Wb Key (RFC 7517).

JVWKS JSON Wb Key Set -- a JSON docunent containing a set of public
keys.

JWs JSON Wb Signature (RFC 7515).

Node A FideX-conpliant server capable of sending and receiving
nmessages.

URN Uni form Resource Nanme -- a persistent, |ocation-independent
identifier.

Appendi x C. Conformance Profiles
Fi deX defines three confornmance profiles to enabl e progressive
adoption. |Inplenentations MJUST declare which profile(s) they conform
to via the conformance profile field in their AS5 configuration

C.1 FideX Core
An i mpl enentation claimng *Fi deX Core* conformance MJUST support al
requirenents listed in Sections 2 through 8 of this specification,
i ncl udi ng:
* HITP/1.1 over TLS 1.3
* Sign-then-encrypt: JWE(JW5( payl oad))

*  RS256 signatures; RSA-OAEP + A256GCM encryption
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* RSA key size >= 2048 bits
*  JWKS endpoint at /.well-known/jwks.json
* AS5 configuration endpoint
* 4-phase di scovery handshake
* Message state machi ne (QUEUED, SENT, DELIVERED, FAI LED)
* J-MDN generation, signing, and delivery
* J-MDN fallback delivery via AS5 config receive_recei pt endpoint
* Standard error codes and HTTP status codes
* Replay detection via nessage_id cache (>= 24 hours)
* Timestanp validation (+/-15-m nute w ndow)
C. 2 Fi deX Enhanced

An i nmpl enentation claimng *Fi deX Enhanced* confornmance MJST sati sfy
Fi deX Core AND additionally support:

* HITP/ 2 for multiplexed connections

* Separate signing and encryption key pairs (different kid and use
val ues)

* RSA key size >= 4096 bits
* Key rotation support (overl appi ng key publication)
* J-MDN delivery retry per the schedule in Section 7.3.6
* Per-partner rate limting on all endpoints
* Structured JSON [ ogging with security event correlation |IDs
* Health endpoints (/health and /ready)
C. 3 Fi deX Edge

An i nmpl enentation claimng *Fi deX Edge* conformance MJUST sati sfy
Fi deX Enhanced AND additionally support:

* HTTP/ 3 over QU C for connection resilience
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*  Mitual TLS (nTLS) -- client certificate authentication
* HSM based private key storage
Appendi x D: Interoperability Test Vectors
Thi s appendi x provi des known-answer test vectors to all ow
i mpl ementers to verify their JOSE cryptographi c operations produce

correct output.

*WARNI NG * The key material in this appendix is public and MJST NOT
be used for any production traffic.

Test payl oad (UTF-8 bytes):
{"order_id":"PO TEST-001", "anount ": 100. 00, "currency": " USD"}
SHA- 256 hash of test payl oad:

sha256:
bf 21a9e8f bc5a3846f b05b4f a0859e0917b2202f 9a69e4c98b7b0f 09cb281e71

Expect ed JW5 header for signing:
{"al g":"RS256", "ki d":"test-sign-2026-01"}

Expect ed JWE header for encryption:

{
"al g": "RSA- OAEP",
"enc": "A256GCM,
"cty": "JwWr,
"kid": "test-enc-2026-01"
}
Test routing header:
{
"fidex_version": "1.0",
"message_i d": "fdx-00000000-0000- 0000- 0000- 000000000001",
"sender _id": "urn:gln:0000000000001",
"receiver_id": "urn:gln:0000000000002",
"docunent _type": "GS1_ORDER_JSON',
"timestanp": "2026-01-01T00: 00: 00. 000Z",
"recei pt_webhook": "https://test.sender. exanpl e. com receipt"
}

Verification procedure:
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1.

*Sign Test:* Sign the test payl oad using RS256. Verify using the
test public key. Verified payl oad MJST match ori gi nal .

*Encrypt Test:* Encrypt the JWS5 usi ng RSA- CAEP/ A256GCM  Decr ypt
using the test private key. Decrypted content MJST match the
JWS.

*Hash Test:* Compute SHA-256 of the raw payl oad bytes. Result
MJST equal
bf 21a9e8f bc5a3846f b05b4f a0859e0917b2202f 9a69e4c98b7b0f 09cb281e71.

*Round-Trip Test:* Construct a conplete envel ope, parse it,
decrypt, verify signature, and extract payload. Result MJST
mat ch ori gi nal test payl oad.

*J-MDN Test:* Construct a J-MDN for the test nessage. Signh with
receiver’'s key. Verify the J-MDN signature.

Appendi x E: JSON Schena Definitions

The foll owing JSON Schema (Draft-07) definitions provide machine-
readabl e validation rules for FideX structures.

E. 1 Routing Header Schema

Munoz
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{
"$schema": "http://json-schenma. org/draft-07/schema#",
"$id": "https://fidex-protocol.org/schemas/vl/routing-header.json",
"title": "FideX Routing Header",
"type": "object",
"required": |
"fidex_version", "message_id", "sender _id",
"receiver_id", "document_type", "tinestanp"
1,
"addi tional Properties": true,
"properties": {
"fidex_version": {
"type": "string", "pattern": "M\d+\\.\\d+$"
},
"message_id": {
"type": "string", "mnlLength": 1, "naxLength": 256
"sender _id": {
"type": "string",
"pattern": "~urn:(gln|duns|lei|tin]|custom:.+$"
},
"receiver _id": {
"type": "string",
"pattern": "Aurn:(gln|duns|lei]|tin|custonm:.+$"
},
"docunent _type": {
"type": "string", "pattern": "~[A-Z0-9_]+$",
"mnLength": 1, "naxLength": 128
},
"timestamp": { "type": "string", "format": "date-tinme" },
"recei pt_webhook": {
"type": "string", "format": "uri",
"pattern": "“~https://"
1
"payl oad_di gest": {
"type": "string",
"pattern": "~sha256:[a-f0-9]{64}3%"
}
},
"patternProperties": { "x-": {} }
}

E. 2 J- MDN Schema
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"$schema": "http://json-schenma. org/draft-07/schema#",
"$id": "https://fidex-protocol.org/schemas/vl/jndn.json",
“"title": "FideX J- MDN',
"type": "object",
"required": |
"original _nmessage_id", "status", "receiver_id",
"hash_verification", "tinmestanmp", "error_|log", "signature"

]

ddi tional Properties": fal se,
"properties": {
"original _nessage_id": { "type": "string", "minLength": 1},
"status": {

"type": "string", "enuni: ["DELIVERED', "FAILED']
"receiver _id": {

"type": "string",

"pattern": "Aurn:(gln|duns|lei]|tin|custon:.+$"

}

hash_verification": {

"type": "string",

"pattern": "~sha256:[a-f0-9]{64}3$"
}

"timestamp": { "type": "string", "format": "date-tinme" },
"error_log": {
"oneO™X": |
{ "type": "null" },
{
"type": "object",
"required": ["error_code", "error_nessage"],
"properties": {
"error_code": {
"type": "string",
"enunt': |
" DECRYPTI ON_FAI LED',
"SI GNATURE_| NVALI D',
" UNKNOWN_DOCUMENT_TYPE",
" PAYLOAD TOO LARGE",
" | NTERNAL ERROR'
]
b,
"error_message": { "type": "string" },
"details": { "type": "string" }
}
}
]
b,

"signature": { "type": "string", "minLength": 1}
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}
}

E. 3 AS5 Configuration Schema

"$schema": "http://json-schemn. org/draft-07/schema#",
"$id": "https://fidex-protocol.org/schemas/vl/ as5-config.json",
"title": "FideX AS5 Configuration”,
"type": "object",
"required": |
"fidex_version", "supported versions", "node_ id",
"organi zati on_nane", "public_domain",
"endpoi nts", "security"

]

,roperties": {
"fidex_version": {
"type": "string", "pattern": "M\d+\\.\\d+$"

"supported_versions": {
"type": "array",
"itens": { "type": "string" },
"mnltems": 1

}

1onfornance_profile": {
"type": "string",
"enuni: ["core", "enhanced", "edge"]

}

ode id": { "type": "string", "pattern": "~urn:" },
"organi zation_nanme": { "type": "string", "minLength": 1},
"public_domain": { "type": "string" },
"supported_document _types": {
"type": "array",
"itens": {
"type": "string", "pattern": "A[A-Z0-9 ]+$"
}

ndpoi nts": {

"type": "object”,

"required": |
"recei ve_nessage", "receive_receipt"
"register", "jwks"

}

1,

"properties": {
"receive_nessage": { "type": "string", "format": "uri" },
"receive receipt": { "type": "string", "format": "uri" },
"register": { "type": "string", "format": "uri" },

"jwks": { "type": "string", "format": "uri" }
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}
},
"security": {
"type": "object",
"required": [
"signature_algorithn', "encryption_al gorithni,
"content _encryption", "nininmkey_size"
1,
"properties": {
"signature_algorithni: { "type": "string" },
"encryption_algorithm': { "type": "string" },
"content _encryption": { "type": "string" },
"m ni mum key_si ze": {
"type": "integer", "mninmm: 2048
}
}

}
}
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