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I nt roducti on

Mobi lity managenent and roaming are core capabilities of the wireless
ecosystem Wiereas the topic of nobility managenent has often been
focused on the functionality deployed in public nmacro cellul ar

net wor ks, that provide service over w de geographic areas to mllions
of subscribers, there is increasing interest in howto integrate w de
area public macro cellular systens with small, l|ocalized, distributed
private wirel ess network deploynents. This docunment describes the
chal  enges with scaling the roami ng signaling between these different
di stributed networks.

1. Term nol ogy
To Be Conpl et ed
Roam ng Architectures

Roaming signaling is sent between a wireless access network and an
identity provider to enable the authentication and authorization of
an identity provider end-user onto the third-party operated wreless
access networKk.

Conventional ly, these approaches have relied on hierarchical schenes
to support roaning signaling. For exanple, the eduroam system
described in [ RFC7593] scal es by having a hierarchy that includes
national proxies and global proxies, as illustrated in Figure 1.
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| SP |<---> National |<--->] dobal |<---> National |<--->| 1dP |
| | | Proxy | | Proxy | | Proxy | | |

Figure 1. Hierarchical Approach for Roam ng across the eduroam
federation

Exi sting 4G roam ng solutions are based on a sinm|ar hop-by-hop

approach. Internediaries, that may include Roam ng Hubs, |PX and
Roam ng Val ue Added Services (RVAS) term nate roam ng signaling and
re-establish signaling between the next hop system as illustrated in
Fi gure 2.

S R + S R + + ----+ S R + S R +

| Visited | | | | | | Roam ng | | Hone |

| Public |<--> Roaming |<-->| IPX |<--> Value | <-->| Public

| Mobile | | Hub | | | | Added | | Mobile |

| Network | | | | | | Service | | Network

B + B + Fomm - - + B + B +

Figure 2: Hierarchical Approach for Roam ng across the public 4G
Net wor ks

3. Scaling Roaning Signaling

The GSMA (www. gsma. com) has been successful in scaling roam ng

bet ween over 800 public cellular operators. However, how to scale
roaming signaling for the switch to small, localized, distributed
networks is still a significant issue.

One key aspect of scaling private networks is related to the

di mensi oning of inter-connected signaling that is a function of the
geogr aphi cal coverage of the private wireless access network and the
nunber of subscribers served by a particular identity provider
Public cellular networks provide nationw de coverage to 10s of
mllions of subscribers. Such scale drives significant roam ng
signaling traffic between cellular providers that enabl e assunptions
related to longevity of signaling connections to be enbedded into
techni cal procedures that support bidirectional signaling between al
public cellular operators. In contrast, early data fromthe Wreless
Br oadband Al liance (WBA) on adoption of its OpenRoami ng federation
[1-D.draft-tonas-openroam ng], a systemdesigned to operate with
private wirel ess networks, indicates that dinensioning in private
depl oynents may be as | ow as one thousandth of that experienced by a
conventional public cellular network.
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Wth some forecasting 1 million private cellular networks by the end
of the decade [ RCRW RELESSNEWS], a thousand tines the current nunber
of public cellular networks, we can anticipate the future scalability
chal | enges of being able to support 1000 tines nore networks, each
with 1/1000t h of the signaling |oad.

4. Flatteni ng Roam ng Hierarchies

In contrast to traditional hierarchical approaches to roam ng
signaling, recent devel opnents have seen a switch to flattened
architectures. For exanple, the OpenRoam ng federation

[1-D. draft-tonas-openroan ng] uses Dynam c Peer Discovery for RADI US/
TLS [ RFC7585] to enable a flattened architecture with roamn ng
signaling sent directly between the OpenRoani ng Access Network
Provider (ANP) and the OpenRoaming ldentity Provider (IDP), as
illustrated in Figure 3.

S IR + S IR +
| Access | | ldentity |
| Network |<----------- RadSec------------- >| Provider |
| Provider | | |
TS + TS +

Fi gure 3: OpenRoami ng Federation

5G has introduced a new Service Based Architecture (SBA) that avoids
strict signaling hierarchies. Instead, SBA allows signaling
consuners to comunicate with different signaling producers. Forma
roam ng perspective, the 5G system has been enhanced whereby there is
a direct TLS signaling exchange between Security Edge Protection
Proxi es (SEPP), depl oyed by both honme and visited networks, used to
exchange t he SBA-based signaling.

S +  A--------- + R +  A--------- +
| 5G Access | | Visited | | Hore | | 5G Core |
| Network | --| SEPP [------- | SEPP | --] Network |
S S S + S S S +
I I
| <------ TLS----- >|
i) visited | |
initiated ------- R >l ------ >
SBA si gnal i ng | | ii) hone
<------- I | <------ initiated

SBA si gnal i ng

Figure 4. 5G Roam ng Architecture
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Furt hernore, whereas 5G Rel ease 15 introduced the concept of Non
Public Networks (NPN) into the 5G architecture

(https://ww. 3gpp. org/technol ogi es/ npn), 3GPP Rel ease 16 saw t he
i ntroduction of Standal one NPN Cel | ul ar Hotspots [ 3GPPTS22261].

SNPN Cel I ul ar Hotspots refers to a connectivity hotspot based on 3GPP
5G network technol ogy that provides services in a sinmlar way as
provided by W-Fi hotspots. Charging requirenments are consi dered out
of scope for this functionality.

Requirenments for SNPN Cel lul ar Hotspots include the ability of a
Hot spot to interconnect with a | arge nunber of identity providers,
ternmed SNPN Credential Providers.

5. Bi-Drectional Roam ng signaling

Roam ng signaling used to interconnect wireless access networks with
identity provider networks is used to authenticate credentials
presented by devices and authorize access onto the specific wrel ess
network. Even if the provision of the wireless service is nonetized
by some alternative value chain other than chargi ng the end-user
roam ng signaling usually includes accounting nessages.

Wi | e aut hentication, authorization and accounting nessages can be
descri bed as access network originated signaling, there are typically
requirenents for roam ng systems to support identity provider
initiated signaling. For exanple, if the end-user is being charged,
there can be an identity provider initiated signaling to indicate
that the user has consuned all their available credit. In other

roam ng systens, identity provider initiated signaling can be used to
signal a first wirel ess access network that a user previously

aut henti cated and aut horized to access via this first wirel ess access
networ k has noved and is now being served by a second wi rel ess access
net wor k.

6. Enterprise networks

Al wireless access networks need to configure their perinmeter
firewall functions to enable roam ng signaling to be exchanged

bet ween the wirel ess access network and the identity provider. In
public cellular systens, the GSMA is responsible for operating the
I R 21 roani ng dat abase, used to exchange the | P address ranges used
by each operator for connection to the IPX [GSMAIR21]. |P address
i nformati on for equi pment such as Mobility Managenent Entities
(MVEs), Serving Gateways (SGWM), signaling Edge Protection Proxies
(SEPPs), User Plane Functions (UPFs) and AAA Servers i s exchanged
allowing the recipient to use such information to configure firewall
and/ or border gateway functions.
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In contrast to a centralized data based approach that can scale to
100s of public cellular operators, there is no organization
responsible for maintaining a centralized registry of signaling
systens used to support roaming onto snall, |ocalized, distributed,
private networks. |In contrast in private networks, firewall rules
are often configured to permt outbound signaling fromenterprise
specific functions while prohibiting signaling originating from
unknown endpoints on the Internet. Wile able to support access
network provider initiated roam ng signaling, such a configuration
will block any identity provider initiated roanming signaling, as
illustrated in Figure 5.

I + S + I +
| Wreless | | Enterprise | | Identity |
| Network [----- | Firewall [-----mmm e - | Provider |
TS + R + TS +
i) Access |
Network ----------- D e >
Initiated |
| ii) ldentity
D G e T Pr ovi der
| Initiated

Figure 5. Private Enterprise Firewal|l Configuration
7. The Server-lnitiated Roani ng Chall enge

In order to avoid the need to operate a central database for roam ng
onto snmall, localized, distributed, private wireless network

depl oynent s, roam ng signaling needs to accommpdate the typica
enterprise firewall configurations that block server-initiated

si gnal i ng.

7.1. Roaming Transport Alternatives

The chal l enge of how to support server push based signaling across
firewal | deploynments is well understood. Roaning signaling is
exchanged using a range of different transports:

* W-Fi Networks typically authenticate users using RADI US [ RFC2865]
based signaling. More recently, W-Fi roanming is increasingly
adopting RadSec to secure roam ng signaling using secured sessions
mutual I y aut henti cated using x509v3 PKI certificates [RFC6614].

* 4G Networks typically authenticate users using D aneter [RFC6733]
based signaling. [ _3GPPTS29272] specifies the S6a reference point.
The S6a interface protocol is an | ETF vendor specific D aneter
application, where the D aneter application identifier assigned to
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the application is 16777251. The S6a interface is protected by
usi ng 3GPP defined Security Gateways (SEG used to establish and
mai ntain | Psec secured ESP Security Association in tunnel node
bet ween security domai ns [ _3GPPTS33210].

5G Service Based Architecture allows signaling consuners to
communi cate with different signaling producers. SBA defines the
use of RESTful APIs transported using HTTP2 defined nethods |ike
GET, POST and PATCH. The 5G System al so introduces the Security
Edge Protection Proxy (SEPP). The SEPP sits at the perineter of
the 5G public cellular network. The 5G N32 interface is defined
by 3GPP for use between two SEPPs to ensure the HTTP2 nessages can
be securely exchanged. First, N32 control signaling is exchanged
to establish N32 forwarding. The N32 forwarding operates by
taking the HITP2 Request or Response nessages that need to be
exchanged between operators and encodi ng the HTTP2 header franes
and data frames in JSON

Supporting server-initiated nessages

Looking at current solutions for supporting server-initiated nessages
with these different transports:

*

| ETF RADEXT has identified the challenge of how a hone RADI US
server can send Change of Authorization (CoA) packets to a Network
Access Server (NAS) which is behind a firewall or NAT gateway.
[I-D.draft-ietf-radext-reverse-coa] defines a "reverse change of
aut hori zation (CoA)" path for RADI US packets, allow ng a hone

RADI US server to send CoA packets in "reverse" down a RADI US/ TLS
connection that was previously established by an access network
origi nated signaling exchange.

3GPP is discussing architectural enhancenents to support SNPN

Cel lul ar Hotspots in 5G  Discussions highlight that in current
N32 SBA architecture, the HPLMN initiated signaling to a call back
URI may require a separate access network firewall rule
configuration. Proposals include studying enhancenents to N32
that permt the server initiated signaling towards an SNPN to
reuse the sane outbound socket as SNPN-initiated signaling towards
the server so as to minimze the firewall and border gateway
configuration of the SNPN.

There are no standard Di aneter protocol technique that allows a
server-initiated nessage to reuse an existing SCTP or TLS
connection fromthe D ameter server to the D aneter client in a
way that avoids the client operator having to configure firewal
rules for inbound traffic.
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8. Probl em St at enment

The problenms that can be addressed with DMM are summari zed as
fol | ows:

PS1: Re-using outbound sockets when roaming with 5G Service Based
Architecture

PS2: Re-using out bound sockets when roaming with 4G D aneter Based
Architecture

9. Security Considerations
To Be Conpl et ed

10. | ANA Consi derations
To Be Conpl et ed
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