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Abst ract

Thi s docunent describes a syntax for the Connect-Info attribute used
with the RADI US protocol, enabling RADIUS clients to provide RAD US
servers information pertaining to a user’s connection with an | EEE
802.11 wirel ess network.
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The Connect-Info attribute is defined in [ RFC2869] to enable a
Net wor k Access Server (NAS) to indicate to a RAD US server "the

nature of the user’'s connection".

recommendati on that:

but where the definition of

The Connect-Info attribute can be sent

Account i ng- Request nessages,

Attribute | Request | Accept | Reject

Connect- | 0-1 | 0 | 0

[ RFC2869]

Chal | enge |

i ncludes the

The connecti on speed SHOULD be included at the beginning of the
first Connect-Info attribute in the packet.
recei ve connection speeds differ,
first attribute with the transmt speed first (the speed the NAS
modem transnmits at), a slash (/), the receive speed,
optionally other information.

If the transmit and
they MAY both be included in the

t hen

"speed" is not defined in [ RFC2869].

in both Access- Request and
as shown in Figure 1.

Acct - Req |
0+ |
I

Figure 1: RFC2869 defined occurrence rules for Connect-Info attribute
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Many NAS i npl enent ati ons have inpl emented the Connect-Info attribute.
W -Fi vendors supporting the Connect-Info attribute start the text
field with "CONNECT" that is followed by a floating point val ue

representing the maxi num connection speed in Mps. |nplenentations
followthis with text information about the | EEE 802.11 anendnent
supported, as illustrated in Figure 2

Connect-1nfo = "CONNECT 11. 00 Mops 802. 11b"
Figure 2: Exanple #1 W-Fi Connect-Info attribute

O her inplenentations have extended this baseline to signa

additional information to the RADI US server using a slash (/)
delimter, as illustrated in Figure 3. Note, these exanpl es together
with the recommendation in [RFC2869] are illustrations of conplex
data types, as described in section 3.2.3 of [RFC6158].

Connect-1nfo = "CONNECT 54.00 Mips / 802.11n / RSSI: 53 / Channel: 1"
Figure 3: Exanple #2 W-Fi Connect-Info attribute

There are use-cases that benefit frombeing able to share W-Fi
networ k connection netrics between a NAS and a server, including
where the NAS is operated by an Access Network Provider (ANP) and the
server is operated by an ldentity Provider (1DP). Reception of the
Connect-Info attribute by a RADIUS server is intended to be used to
assist the IDP in making authorization decisions.

The rest of this docunment describes a syntax for the Connect-Info
attribute that is sinmultaneously able to support existing, conplex
data type, vendor inplementations as illustrated in Figure 2 and
Figure 3, while being enhanced with additional optional information
to support new use-cases and requirenents.

Whereas [ RFC6158] di scourages the introduction of new conpl ex data
types where viable alternatives exist, it is argued that the present
docunent does not introduce a new conplex data type, rather extends
the syntax widely used in existing inplenentations of the Connect-
Info attribute that currently encode a conplex data type
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Note, the techni ques by which a server uses the information encoded
in the Connect-Info attribute to assist in making authorization
decisions are not defined in this docunent. Sonme servers MAY define
the use a threshold for one or nore paraneters received in an access-
request, other systens MAY use historical Connect-lInfo records from
previously authenticated sessions, including those in the accounting-
request messages received fromthe same NAS, still other systens MAY
decide to algorithmcally combine the paraneters into a new nmetric
used when maki ng aut hori zation deci si ons.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Termi nol ogy
Access Network Provider (ANP):

A W-Fi operator that has configured its W-Fi equipnent to
support inbound roam ng of users.

ldentity Provider (1DP):

An entity that authenticates end-user W-Fi devices onto ANP
net wor ks.

Recei ved Signal Strength Indicator (RSSI):

A nmeasurement of the power |evel that is received by an antenna
froma wrel ess device

2. Types of Connect-Info Metrics
The access network characteristics that can be shared between NAS and
AAA include those that can be used to derive a quality netric of the
performance of a W-Fi network. These include characteristics
associated with the | EEE 802. 11 connecti on:
* transmt and receive bit rates,

* received signal strength indicator (RSSI),

* franme |loss rate, and
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* frame retry rate.

The inclusion of the above paranmeters in a Connect-Info attribute
signalled in a RAD US Access- Request nessage, or RADI US Accounti ng-
Request with Acct-Status-Type set to Start, is restricted by the
number of | EEE 802. 11 franmes over which the cal cul ati on are based.

In such cases, the transnmit bit rates, receive bit rates and RSS

| evel MAY correspond to the instantaneous value of the specific
paraneter. In other cases, e.g., where the Connect-Info attribute is
signalled in RADIUS Accounti ng- Request nessages wi th Acct- St atus-Type
set to InterimUpdate or Stop, the NAS SHOULD use nultiple

measur enents when cal cul ating the reported val ue:

* the reported transmt and receive bit rates SHOULD represent the
maxi mum val ues experienced since the last time the connect-info
was signalled

* the received signal strength indicator (RSSI) SHOULD represent the
average RSSI val ue, where the average val ue cal cul ated MAY be
either a linear average or an exponential weighted average.

* franme loss rate and frane retry rate SHOULD represent the average
rates, where the average val ue cal cul ated MAY be either a linear
average or an exponential weighted average.

Wil e not uniquely associated with the | EEE 802. 11 connecti on,
Section 1 describes |egacy inplenmentations which include generic
paraneters concerning the configuration of the W-Fi network in the
Connect-Info attribute. These |egacy paraneters include:

* the W-Fi amendment [I|EEE80211],
* the W-F channel numnber, and
* the maximum W-Fi transmt rate.

3. ABNF syntax for Connect-Info
The Augment ed Backus-Naur form (ABNF) is a syntax for specifications
defined in [ RFC5234]. The proposed ABNF syntax for the text of the
Connect-Info attribute used with W-Fi networks is shown below. This
syntax is intended to enconpass current vendor inplenmentations while

supporting optional enhancenents to support sharing of new
par amet er s

Grayson & Rednore Expires 6 August 2026 [ Page 5]



Internet-Draft

Connect-1nfo February 2026

; Connect-Info RADIUS Attribute #77 Syntax for W-Fi networks

connect-info-77 =

"CONNECT" [ egacyAttri butes]
*( DELIM TER keyVal ueAttribute )

; Legacy attributes not linked to a specific connection

| egacyAttributes =

’

; keyVal ueAttri butes

3

keyVal ueAttribute =

keyVal ueAttribute =/

keyVal ueAttribute =/

keyVal ueAttribute =/

keyVal ueAttribute =/

Grayson & Rednore

1*SP MAXSPEED " Mops" DELI M TER

W FI GEN [ DELI M TER " Channel : " *SP CHANNUM
; indication of max achi evabl e
; data rate together with W-Fi
; 802.11 generation information
; and optional channel nunber

"RSSI:" *SP SS ["(" ALG ")"]
; The value of Station RSSI in
; dBmand optionally the
; algorithmused in cal cul ating
; the average

"TxBi t Rate:" *SP RATE
; The maxi mum TxRat e used by the
; AP to send to the device in
; Mops

"RxBi t Rate:" *SP RATE
; The maxi mum RxRat e used by the
; AP to send to the device in
; Mops

"FranmeLoss:" *SP PCT ["(" ALG ")"]
; The downlink 802.11 franme | oss
; rate experienced, encoded as
; an integer percentage and
; optionally the algorithm used
; in calculating the average

"FrameRetry:" *SP PCT ["(" ALG ")"]
; The downlink 802.11 frame retry

Expires 6 August 2026 [ Page 6]
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; rate experienced, encoded as
; an integer percentage and

; optionally the algorithm used
; in calculating the average

keyVal ueAttributes - extensibility syntax.

This syntax enables the syntax to be extended in the future.

’
’
’
3
3

keyVal ueAttribute =/ 1*NO DELI M COLON ":" *SP 1*NO DELI M COLON
; Syntax permitting
; extensibility

MAXSPEED = (DAT/ (NZDGATDAT) / (ZDDATDATDAT) /
(N2DAGTDIGATDATDAT) /
(N2DEATDIGAGTDGATDATDAT)) "." DATDAT
; Maxi mum AP to Devi ce speed in Mps,

; (0.00 - 99999.99), calcul ated as:

; SC* MD* CR* SS/ (SYM+ (D)

; Wwhere:

; SC = Nunber of Data Sub-Carriers

; CR = Coding Rate, e.g., 0.5 (BPSK),
; 0.75 (256QAM

; MD = Mdulation rate (1-8),

; where 22MD = num nod’ n states
; SS = nunber of spatial streans

; SYM = synbol interval (mcro-seconds)
; G = guard interval (mcro-seconds)

W FI GEN = "802.11" AMENDMENT

ANMENDVENT = "pb" [/ "g" / "a" [/ "n" [/ "ac" [ "ax" [ "be"
; the original 802.11 anendnent

CHANNUM = NZDIGT/ (2D T DGET) / ("1" DATDAT) /

("2" WUDIGTDIGET)

; Encodi ng for Channel Nunbers (1 - 249)

; Note - with the introduction of W-Fi operation
; in 6 GHz, the Channel Nunber no | onger uniquely
; identifies the band of operation
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;. Definitions for connection orientated attri butes

Val ue of Received Signal Strength when expressed
in dBm To acconmodate different |egacy

SS = ["-"] (DAT/ (NZDATDAT) / ("1" DGATDAT))
i mpl ement ations, both 41 and -41 represent

-41 dBm
RATE = (DAT/ (NzDATDGAT) /| (2DDGATDATDAT) /
(NzDAdTDIGTDATDAT)) ["." DAT]
; Atransnit/receive rate in Mps
PCT = DAT/ (NZ2DGATDQAT) / "100"
; Percentage (0 - 100)
ALG = "LIN'" [ DURATION ]
; LIN indicates the averaging al gorithm used
; is alinear average
ALG =/"EXP" [ VEI GHT ]
; EXP indicates the averaging al gorithm used
; is an exponential noving average
DURATI ON =(DAT/ (NZDATDAT) / (N2ZDATDGATDAT))
" g
; The duration in seconds over which the
; averaging algorithm operates
VEI GHT = NZDIGT
; where the exponential weighting is 2*"WEl GHT
DELI M TER = SLASH / 1*SP

; existing vendor delimters

NO- DELI M COLON W21-2e | 9%30-39 / %3b-7e
; any characters excluding delimters - space

; (0x20) and slash (0x2f) - as well as colon (0x3a)

sP = 920
SLASH = *SP OxX2F *SP
DIGT = 9%30-39 ; 0-9
NZDI G T = 9%31-39 ; 1-9
WD G T = 9%30-34 ; 0-4 (up to 4)

Figure 4: ABNF definition for encoding of Connect-Info text field
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4. Exanpl e encoding in Access- Request

The Connect-Info attribute value is linmted to 253 bytes. Example
encodi ngs using the ABNF definition are illustrated in Figure 5,
indicating that the netrics can be signal ed whil e keeping the
attribute size bel ow 253 bytes.

Connect-1nfo = "CONNECT 54.00 Mips / 802.11n / Channel: 1 / RSSI: 53"
Connect-1nfo = "CONNECT 400. 00 Mops 802. 11lac Channel : 44 RSSI: 50"
Connect-1nfo = "CONNECT RSSI: 56(LI N600) TxBitRate:150. 0 RxBitRate: 150. 0"

Connect-1nfo = "CONNECT 400. 00 Mops 802.1l1lac RSSI:56 TxBitRate:150.0
RxBi t Rat e: 150. 0 FrameLoss: 3(EXP) FraneRetry: 6( EXP) "

Fi gure 5: Exanpl e encodi ngs of Connect-Info attribute using ABNF
definition

5. I nplenentations

In July 2024, a proof of concept was built using nodified hostapd
code (https://wl.fi/) that is able to populate the connect-info
attributes according to the syntax defined above. In Decenber 2024,
Hel i um Net wor k (www. hel i um con) upgraded their depl oynment of 17, 000
QpenW - Fi / OpenWRT W -Fi Access points to support the enhanced
connect-info attribute.

6. Security Considerations

Thi s docunent describes a syntax that enables a RADIUS client to
provide a RADI US server information pertaining to the operation of an
| EEE 802.11 wireless network. The ternms agreed between the operator
of the RADIUS client and the operator of the RADI US server SHOULD
include restrictions on the use of such non-personal information by
the operator of the RADIUS server, for exanple linmting the use of
such information to maki ng RADI US server authorization decisions and
prohibiting a RADIUS server fromdisclosing information signalled in
the Connect-Info attribute to any third-party.

7. |1 ANA Consi derations
Thi s docunent has no | ANA Acti ons.
8. Ref er ences

8.1. Normative References
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Changel og

*

01 - Added extensibility to ABNF and corrected syntax. Added
security considerations section. Added note on TxBitRate/
RxBi t Rat e when included in Accounting-Request type Stop.

02 - Corrected ABNF syntax definition of RATE

03 - Switched to independent subm ssion. Updated ABNF to ease
parsi ng of key/val ue pairs.

04 - Updated ABNF i) switching fromband to gl obal operating
class, ii) added W-Fi Alliance generational name support as an
alternative to 802.11 amendnent designator, iii) permt |egacy
absol ute and signed representations of signal strength, and iv)
added WAN-RTT attribute
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* 05 - Added clarifications that infornation is shared to enable a

RADI US server to make inproved authorization deci sions.

Swi t ched

back to | ETF subm ssion. Added text about aligning with | egacy

i npl ementations that do not adhere to RFC6158.

* 06 - Follow ng RADEXT feedback at | ETF 124, renpved non-connection

orientated key-value pairs fromthe syntax definition.
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