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Abst ract

Thi s docunent describes a syntax for the Connect-Info attribute used
with the Renpte Authentication Dial In User Service (RAD US)
protocol, enabling clients to provide servers information pertaining
to the operation of an | EEE 802. 11 wirel ess networKk.

The docunent has been devel oped by the Wrel ess Broadband Al liance’s
Access Network Metrics project team This project was forned to
addresses the adoption of RADIUS used to support W-Fi authentication
in environnments that are increasingly conplex; with nmultiple possible
over |l appi ng networks, operating using different W-Fi technol ogy
generations, utilizing varied spectrum all ocations, and where the AAA
provider wants to ensure their users are getting a great W-Fi
experience. In such environments, the W-Fi industry can benefit
froma consistent franmework that provides visibility of W-Fi network
metrics, increasing confidence in W-Fi to support carrier use-cases,
and consequently driving adoption.

The use of a well defined syntax for the Connect-Info attribute that
si nul t aneously supports existing W-Fi inplenmentations while al so
addr essi ng new requirenents may have wi der applicability by the
broader W-Fi community.

Thi s docunent is an independent submission. It is not an | ETF
standard and does not have | ETF consensus.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Tabl e of Contents

1. Introduction . 2
1.1. Requirenents Language . e e e e 4
1.2. Terminology . . e e e e e 4

2. Types of Cbnnect-lnfo hbtr|cs . e e e e 4

3. ABNF syntax for Connect-Info . . . . . . . . . . . . . . .. 6

4. Example encoding in Access-Request . . . . . . . . . . . . . 10

5. Implenentations . . . e 24

6. Security CDnS|derat|ons T 2

7. 1ANA Considerations . . . . . . . . . . . . . . . . . . ... 12

8. References . . . e 17
8.1. Normative References T 4
8.2. Informative References . . . . . . . . . . . . . . . . . 12

Changelog . . . <

Acknomﬁedgenents I

Contributors . . <

Aut hor s’ Addresses e )

1. Introduction

The Connect-Info attribute is defined in [ RFC2865] to enable a
Net wor k Access Server (NAS) to indicate to a RAD US server "the
nature of the user’s connection". [RFC2869] includes the
recomrendati on that:
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The connection speed SHOULD be included at the beginning of the
first Connect-Info attribute in the packet. |If the transmt and
recei ve connection speeds differ, they MAY both be included in the
first attribute with the transmt speed first (the speed the NAS
nmodem transnits at), a slash (/), the receive speed, then
optionally other infornmation.

but where the definition of "speed" is not defined in [ RFC2869].

The Connect-Info attribute can be sent in both Access-Request and
Account i ng- Request nessages, as shown in Figure 1.

T TS +
| Attribute | Request | Accept | Reject | Challenge | Acct-Req

o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmo - +
| Connect- | 0-1 | 0 | 0 | 0 | 0+ |
| Info (77) | I I I I I
NN NN +

Figure 1: RFC2869 defined occurrence rules for Connect-Info attribute

Many NAS inpl enentations have inplenented the Connect-Info attribute.
W -Fi vendors supporting the Connect-Info attribute start the text
field with "CONNECT" that is typically followed by a floating point
val ue representing the maxi num connecti on speed in Mops.

I mpl enentations followthis with text information about the 802.11
version supported, as illustrated in Figure 2

Connect-1nfo = "CONNECT 11. 00 Mops 802. 11b"
Figure 2: Example #1 W-Fi Connect-Info attribute

O her inplenmentations have extended this baseline to signa
additional information to the RADIUS server, as illustrated in
Figure 3

Connect-1nfo = "CONNECT 54.00 Mops / 802.11n / RSSI: 53 / Channel: 1"
Figure 3: Exanple #2 W-Fi Connect-Info attribute

The Wrel ess Broadband Al liance (WBA) defines the Wrel ess Roam ng

I nternediary eXchange (WRI X) framework, ained at facilitating

i nterconnectivity between W-Fi operators and the W-Fi roaning hub
services, the Carrier W-Fi Services programthat provides guidelines
to improve custoner experience on Carrier W-Fi networks, as well as
the technical and |l egal frameworks that support the OpenRoani ng
federation of access and identity providers, enabling an autonatic
and secure W-Fi roaning experience globally [I-D.tomas-openroani ng].
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As part of its work program the WBA has identified a nunber of use-
cases that benefit frombeing able to share W-Fi access network
quality metrics between a NAS and a server, including where the NAS
is operated by an OpenRoam ng Access Network Provider (ANP) and the
server is operated by an OpenRoam ng ldentity Provider (1DP).

The rest of this docunment describes a syntax for the Connect-Info
attribute that is simultaneously able to support existing vendor
i mpl ement ati ons, whil e being enhanced with additional optional
informati on to support new use-cases and requirenents.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Term nol ogy
Access Network Provider (ANP):

A W-Fi operator that has configured its W-Fi equipnent to
support inbound roam ng of users.

ldentity Provider (1DP):

An entity that authenticates end-user W-Fi devices onto ANP
net wor ks.

Recei ved Signal Strength Indicator (RSSI):

A nmeasurenment of the power |level that is received by an antenna
froma wrel ess device.

Wrel ess Roaming Intermedi ary eXchange (WRI X):

A framework, ainmed at facilitating interconnectivity between
operators and the W-Fi roam ng hub services.

2. Types of Connect-Info Metrics
The access network characteristics that can be shared between NAS and
AAA include those that can be used to derive a quality netric of the

performance of a W-Fi network. These include characteristics
associ ated with the | EEE 802. 11 connecti on:
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* the W-Fi 802.11 version,

* the W-Fi channel nunber and gl obal operating class as defined in
[ 1 EEE80211], and

* the W-Fi transmit and receive bit rates.

O her use cases benefit frombeing able to share characteristics able
to be calculated by the W-Fi access point’s 802.11 driver,

i ncl udi ng:

* received signal strength indicator (RSSI),

* frame |l oss rate, and

* franme retry rate.

Still other use cases benefit from sharing characteristics pertaining
to the static configuration of the W-Fi network, including:

* the configured value of the mnimmRSSI |evel for a device to
associ ate/authenticate to the access point.

Finally, other use cases benefit fromsharing quality characteristics
that are not uniquely associated with a specific connecti on,
i ncl udi ng neasured val ues of:

* delay between the W-Fi access network and the Internet,
* airtime utilization, and
* noise floor.

The identified use cases include those where the netrics shared using
the Connect-Info attribute are conpared between different W-Fi
systens, that can be operated using equi prent fromdifferent vendors.
In such a scenario, the algorithmused to generate a quality metric
by a first installation can be different fromthe algorithmused to
generate the same quality nmetric by a second installation. |In order
to facilitate conparisons in such a situation, there are benefits in
sharing additional information pertaining to how a quality metric is
calcul ated. This additional information includes:

* whether a calculation represents an average or a nedi an val ue,

* whether an average val ue represent a |inear or exponential noving
average, and
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* the configuration of the time duration over which a nmetric was
cal cul at ed.

3. ABNF syntax for Connect-Info

The Augment ed Backus-Naur form (ABNF) is a syntax for specifications
defined in [ RFC5234]. The proposed ABNF syntax for the text of the
Connect-Info attribute used with W-Fi networks is shown bel ow.

; Connect-Info RADIUS Attribute #77 Syntax for W-Fi networks

" CONNECT" 1*SP connect Attri bute
*( DELIM TER keyVal ueAttribute )

connect-info-77

(( MAXSPEED " Mops") / PHYRATE) DELIM TER
W FI GEN : indication of maxi mum
; achievable data rate

connect Attri bute

together with W-Fi
802. 11 generation info

keyVal ueAttri butes - NON-DEVI CE/ CLI ENT RELATED.

; These key-value pairs MAY be included in the Connect-Info attribute
; when the attribute is included in the Access-Request or
; Accounti ng- Request nessage.

Note, to acconmpdate different |egacy inplenentations, either signed
or absolute values of RSSI-min and Noi se can be signal ed

keyVal ueAttribute =/ "Channel:" *SP CHANNUM ; W-Fi channel nunber

keyVal ueAttribute =/ "d obal -CC." *SP GOC ; W-Fi dobal Operating
; Class as defined in
; | EEE 802.11 Annex E

keyVal ueAttribute =/ "RSSI-mn:" *SP SS ; the configured m ni nrum
; RSSI in dBmon the W.AN
;. Access Poi nt

keyVal ueAttribute =/ "Noise:" *SP SS ["(" CALC ")"]
; the current noise floor
; in the operating band
; nmeasured in dBm and
; optionally the
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; algorithmused to
; calcul ate the val ue

keyVal ueAttribute =/ "ChanUtil:" *SP PCT ["(" CALC ")"]
; percentage of tine AP
; consi ders channel busy
; due to 802.11 traffic,
; encoded as an integer %
; and optionally the
; algorithmused to
; calculate the val ue

keyVal ueAttribute =/ "WAN-RTT:" *SP RTT ["(" CALC ")"]
; the round-trip time in
;. mlliseconds fromthe
;. W-Fi access network
; to the Internet
; and optionally the
; algorithmused to
; calcul ate the val ue

keyVal ueAttributes - DEVI CE/ CLI ENT RELATED

The cal cul ati on of FraneLoss and FrameRetry attributes benefit from
bei ng based on a nunber of franmes exchanged between devi ce and access
poi nt .

Their inclusion in the Connect-Info attribute MAY be limted to
use cases where the attribute is included in the Accounting- Request
message when the Acct-Status-Type has a value of InterimUpdate or
St op.

Not e, values of TxBitRate and RxBitRate MAY indicate val ues of 0 Mps
when included in Accounting-Request nmessage with Acct- Status-Type
val ue of Stop.

Note, to acconmpdate different |egacy inplenentations, either signed
; or absolute values of RSSI can be signal ed

keyVal ueAttribute =/ "RSSI:" *SP SS ["(" CALC ")"]
; the value of Station
; RSSI in dBm and
; optionally the
; algorithmused to
; calcul ate the val ue
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keyVal ueAttribute =/ "TxBitRate:" *SP RATE

keyVal ueAttribute =/ "RxBitRate:" *SP RATE

keyVal ueAttri bute =/ "FraneLoss:" *SP PCT

keyVal ueAttribute =/ "FrameRetry:" *SP PCT

keyVal ueAttributes - extensibility syntax.

’
’
’
’
3

keyVal ueAttribute =/ 1*NO DELI M COLON ": "

May 2025

the | atest TxRate used
by the AP to send to
the device in Mps

the | atest RxRate used
by the AP to receive
fromthe device in Mps

the average 802. 11 frame
| oss rate experienced,
encoded as an integer %

the average 802.11 frame
retry rate experienced,
encoded as an integer %

Thi s syntax enables the syntax to be extended in the future.

*SP 1* NO- DELI M COLON

Syntax pernitting
extensibility

; Definitions

MAXSPEED = (DAT/ (NZDATDAT) /] (ZDDATDATDAT) /
(NZ2DAGTDIGATDATDAT) /
(N2DEATDIGATDGAETDATDAT)) "." DATDAT
; Maxi mum AP to Devi ce speed in Mps,
; (0.00 - 99999.99), calcul ated as:
; SC* MD* CR* SS/ (SYM+ (D)
;. where:
; SC = Nunber of Data Sub-Carriers
; CR = Coding Rate, e.g., 0.5 (BPSK), 0.75 (256QAM
; MD = Mddulation rate (1-8),
; where 2MD = num nod’ n states
; SS = nunber of spatial streans
;. SYM = synbol interval (mcro-seconds)
; GO = guard interval (mcro-seconds)

PHYRATE = "MaxRate:" *SP "MCS" (DDA T/(Nz2DGTDQAT)) "-"

NZDIG T "SS"

; where the digits after "MCS" corresponds to the
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W FI GEN

AMENDVENT

WFA- GEN- NAMVE

SS

CHANNUM

PCT

RTT

CALC

METRI C

ALG
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; Modul ation and Codi ng Schene and the digits
; preceding "SS" correspond to the number of
; spatial streans

(DGAT/ (NZDIGTDIGT) / (NZDIGTDGATDGT) /
(NZDIGTDGTDGATDGAT)) ["." DG T]

("802. 11" AMENDVENT) / WFA- GEN- NAME

“b" [/ "g" [/ "a* [/ "n" [ "ac" [ "ax" [ "be"

; the original 802.11 anendnent

IIW_ Fi n ( n 4II / n 5II / n 6II / n 7II )

; the W-Fi Alliance designated generational nane

Val ue of Received Signal Strength when expressed
in dBm To acconmodate different |egacy

["-"] (DAT/ (NZDGATDAT) / ("1" DAT DAT))
: i npl ement ations, both 41 and -41 represent

-41 dBm

NZzDIGA T/ (N2DIGTDGET) / ("1"
("2" UDIAT DAT)
; Encodi ng for Channel

DGTDGT) /

Nunbers (1 - 249)

NZDIG T/ (N2DDA T DGET) / ("1" DDATDAT) /
("2" UDIATDAT) / ("2" UBDIAT UsDIAT)

; Encodi ng of G obal Operating Cass (1-255)

DAT/ (NZDIGAT DIGET) /
; Percentage (0 - 100)

"100"

N2DIGA T/ (N2DIGTDIGAT) / (N2DATDIAT DGAT )
; Encoding round-trip delay 0-999 ns

METRIC [ "-" ALG]
; Encoding details of the nmetric and optionally
; details of the algorithmused to calculate the

;o metric
"AVG' / "MED" / "M N' /[ "DMAX"
; AVG indicates the netric is an average val ue
; MED indicates the nmetric is a nedian val ue
;. MNindicates the nmetric is a mnimum val ue
; MAX indicates the nmetric is a maxi mum val ue
"LIN' DURATI ON
; LINindicates the algorithmused is a |inear
; process
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ALG =/ "EXP" WEI GHT
; EXP indicates the algorithmused is an exponenti al
; noving aver age

DURATI ON =( DAT/ (\ZDATDAT)/(NZzDATDATDAT) ) "S
; The duration in seconds over which an al gorithm
; operates

VEI GHT = NZDIAT
; where the exponential weighting is 2*"WEl GHT

DELI M TER = SLASH / 1*SP

; existing vendor delimters

NO- DELI M COLON "21-2e | 9%30-39 / %3b-7e
; any characters excluding delimters - space (0x20)

; and slash (0x2f) - as well as colon (0x3a)

SP = %20

SLASH = *SP %2F *SP

DAT = 9%&30-39 ; 0-9

NZzDI A T = O31-39 ; 1-9

wuDlaT = 9%30-34 ; 0-4 (up to 4)
DA T = 9%30-35; 0-5 (up to 5)

Figure 4: ABNF definition for encoding of Connect-Info text field
4. Exanpl e encoding in Access- Request

The Connect-Info attribute value is linted to 253 bytes. Exanple

encodi ngs using the ABNF definition are illustrated in Figure 5,
indicating that the netrics can be signal ed while keeping the
attribute size below 253 bytes. 1In these exanples, |less than 215

bytes are used to encode the access network netric information.
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"CONNECT 54.00 Mops / 802.11n / Channel: 1 / RSSI: 53"

" CONNECT 400. 00 Mops 802. 11lac Channel : 44 RSS| : 50
RSSI - m n: 80"

"CONNECT 400. 00 Mops 802. 11ac Channel : 44
d obal -OC: 116 RSSI:-50 RSSI-m n:-80 WAN-RTT: 50"

" CONNECT 400. 00 Mops W-Fi 5 Channel : 44
RSSI : 48( AVG- EXP8) RSSI - mi n: 80 Noi se: 94"

"CONNECT 400. 00 Mops 802. 11ac Channel : 44
RSSI : 48( AVG EXP8) RSSI - mi n: 80 Noi se: 94( MED- LI N80S)
ChanlUti | : 25( AVG LI N60OOS) "

" CONNECT 400. 00 Mops W-Fi 5
Channel : 44 RSSI : 56( AVG EXP8) RSSI - mi n: 80
Noi se: 90( MED- LI N80S) ChanUti | : 35( AVG LI N300S)
TxBi t Rat e: 150. 0 RxBi t Rat e: 150. 0"

" CONNECT 400. 00 Mops 802. 11ac Channel : 44 d obal - OC: 116
RSSI : 56( AVG EXP8) RSSI - mi n: 80 Noi se: 90( MED- LI N80S)
ChanUtil: 35(AVG LI N300S) TxBitRate: 150.0
RxBi t Rat e: 150. 0 FraneLoss: 3 FraneRetry: 6"

" CONNECT 400. 00 Mops 802. 11ac Channel : 44 d obal - OC: 116
RSSI : 56( AVG EXP8) RSSI - mi n: 80 Noi se: 90( MED- LI N80S)
ChanUti | : 35( AVG LI N300S) WAN- RTT: 35( AVG- LI N600S)

TxBi t Rat e: 150. 0 RxBi t Rat e: 150. 0 FraneLoss: 3
FrameRetry: 6"

" CONNECT MaxRat e: MCS11-2SS /| W-Fi 6 /
Channel : 37 / G obal -0OC: 131 / RSSI: 43( AVG EXP8) /
Noi se: 50 / ChanUtil: 2( AVG LI N5S) "

" CONNECT 400. 00 Mops 802. 11ac Channel : 44
RSSI : 48( AVG EXP8) RSSI - mi n: 80 Noi se: 94
SoneHi st ogranExtension:[0,1, 3,6, 7]"

Figure 5: Exanpl e encodi ngs of Connect-Info attribute using ABNF

Grayson & Rednore
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5.

8.

8.

| mpl ement ati ons

In July 2024, a proof of concept was built using nodified hostapd
code (https://wl.fi/) that is able to populate the connect-info
attributes according to the syntax defined above. In Decenber 2024,
Hel i um Net wor k (www. helium con) upgraded their depl oynent of 17, 000
QpenW - Fi / OpenWRT W -Fi Access points to support the enhanced
connect-info attribute.

Security Considerations

Thi s docunent describes a syntax that enables a RADIUS client to
provi de a RADI US server information pertaining to the operation of an
| EEE 802.11 wireless network. The terms agreed between the operator
of the RADIUS client and the operator of the RADIUS server SHOULD
include restrictions on the use of such non-personal information by
the operator of the RADI US server.

I ANA Consi derations
Thi s document has no | ANA Acti ons.
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Changel og

* 01 - Added extensibility to ABNF and corrected syntax. Added
security considerations section. Added note on TxBitRate/
RxBi t Rat e when included in Accounting-Request type Stop.

* 02 - Corrected ABNF syntax definition of RATE.

* 03 - Switched to individual subm ssion. Updated ABNF to ease
parsi ng of key/val ue pairs.

* 04 - Updated ABNF i) switching fromband to gl obal operating
class, ii) added W-Fi Alliance generational name support as an
alternative to 802.11 anendnent designator, iii) permt |egacy
absol ute and signed representations of signal strength, and iv)
added WAN-RTT attribute
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