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Abst r act

Thi s docunent describes a new location profile for use with the
RADI US Location-Data Attribute. The new profile is used to carry a
geospatial location profile that includes |ocation uncertainty.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction

The Location-Data Attribute specified in [ RFC5580] defines the

a

bility to encode a geospatial |ocation format where the geospatia

|l ocation information is encoded as an opaque object, with the format
bei ng based on the Location Configuration Information (LCl) fornmat
defined in Section 2 of [RFC3825].

[

RFC3825] has been obsol eted by [ RFC6225], where the encoding of the

geospatial location format has been enhanced to enabl e signalling of

u

ncertainty paraneters for latitude, |ongitude and altitude.

This specification defines the ability to transport the GeolLocation

(

S
S

GeoLoc) profile defined in [RFC6225] in the Location-Data Attribute
pecified in [ RFC5580], enabling location uncertainty values to be
i gnal ed.

ndi vi dual use-cases operating using this location profile may

require the location uncertainty is bel ow sone threshold val ue.
Details of such use-cases and how a RADIUS Server responds when
receiving a Location-Data Attribute with uncertainty that exceeds any
defined threshold are out of scope of this docunent.

1.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in BCP

1
c

4 [RFC2119] [RFC8174] when, and only when, they appear in al
apitals, as shown here.
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1.

4.

4.

2. Term nol ogy
Uncertainty:

The uncertainty of a location estimate is the distance fromthe
actual location the estimate is likely to fall within. The |ower
the value the nore accurate the estinate.

Conf i dence:

An estinmated upper bound on the probability that a "true" value is
found within the extents defined by the uncertainty.

CGeospatial Location Wth Uncertainty Profile

This section defines the geospatial |ocation-information profile
corresponding to the value (TBC) indicated in the Code field of the
Location-Information Attribute, as specified in [ RFC5580].

Geospatial location information with uncertainty is encoded as an
opaque object. The format is based on the DHCPv4 CGeolLoc Option 144,
as specified in Section 2.2.2 of [RFC6225], but starts with the third
octet (i.e., the code for the DHCP option and the length field is not
i ncl uded).

Whereas [ RFC6225] defines a nmeans for representing uncertainty, it
does not specify a correspondi ng value for the confidence. Follow ng
Section 3.4 of [RFC7459], a default value of 95% confidence SHOULD be
assuned for the conbination of the uncertainty on each axis.

Security Considerations

Providing uncertainty information can reveal information about the
process by which location information is generated.

| ANA Consi derations
1. Updated Location Profiles Registry

I ANA is requested to allocate the value TBC to signal the encoding of
this type in the Code field of the Location-Information Attribute, as
specified in [ RFC5580], and to update the Location Profiles Registry

with the new val ue:

* Value (TBC): GCeospatial location profile with uncertainty, as
described in Section 2.
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4.2. Updated Location-Capable Attribute Registry

I ANA is requested to allocate the value TBC to add a new entry in the
Locati on-Capabl e Attribute as specified in [ RFC5580]:

* Value (TBC): Capability Token corresponds to
GEO_UNCERTAI NTY_LOCATI ON

4.3. Updated Requested-Location-Info Attribute Registry

I ANA is requested to allocate the value TBC to add a new entry in the
Request ed- Location-Info Attribute as specified in [ RFC5580]:

* Value (TBC): Capability Token corresponds to
GEO_UNCERTAI NTY_LOCATI ON
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