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Abst ract

Thi s docunent defines a small, backwards-conpatible change to
composite M.-DSA that *cryptographically binds the signature to the
specific conposite public key*. It does so by defining a *Public-Key
Context* val ue (pkc) equal to a hash of the *serialized conposite
public key*, and by setting the conposite context field to that

value. This prevents *key reuse* and *cross-key forgeries* across
different conposite keys, while preserving the APl of Conposite

M.- DSA. The construction introduces two hel per procedures to conpute
pkc fromeither the conposite private key or the conposite public
key.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussi on of this docunent takes place on the Limted Additional
Mechani sns for PKI X and SM ME Working Group mailing |ist
(spasm@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ spasni.

Source for this draft and an issue tracker can be found at
https://github. com j ohngray-dev/draft-gray-I| anps-conpositepkc.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Conposite signature schenes (e.g., Conposite M-DSA) pre-hash the

appl i cati on nessage and prepend a *Prefix*, an algorithmspecific

*Label *, and an application-provided *ctx* byte string to formthe
message representative M, which is then signed by each conmponent

primtive. The current conposite signature construction:
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M := Prefix || Label || len(ctx) || ctx || PH M)
The ctx is an application context of up to 255 bytes.

Wil e the existing design already mtigates several cross-protoco

i ssues via Prefix and Label, and explicitly *forbids key reuse*, sone
depl oynents may still reuse conponent keys or attenpt to conbine
component signatures across keys. This opens the door to *cross-key
“m x-and-match” forgeries* (splicing a valid M-DSA conponent from
one conposite with a valid traditional conponent from another).

Thi s docunent proposes a *mininal change*: set ctx to a *hash of the
conmposite public key*. Because the hash depends on the _exact_ public
key bytes, both conponent signatures becone bound to the sane key

mat eri al, preventing cross-key reconbi nation

2. Conventions and Definitions

Thi s docunent inherits the notation of the Conposite M.-DSA draft
(e.g., Prefix, Label, PH, SerializePublicKey, etc.) and the
conventional *KeyGen/Sign/Verify* APl of a signature schene.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Threat Mddel and Goal s

_CGoal _: prevent an adversary fromtaking valid conponent signatures
produced under *different* conposite keys and conmbining theminto a
valid conposite signature for a target key.

_Approach_: bind both conponent signatures to the *same exact

conposite public key* by including pkc = H(SerializePublicKey(..))
inside M. Because pkc changes with any bit of the key, conponent
signatures extracted fromdifferent keys no |onger verify together.

Thi s does *not* change the nmalleability properties of individua

primtives (e.g., ECDSA); therefore SUF-CMVA is still not clained.
It primarily renoves *cross-key* splicing and reduces the inpact
of accidental key reuse.
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4. Overview of the Construction
Thi s construction proposes | en(pkc) as the length of the len(ctx) and
pkc as the ctx value; all signature conputation renains as specified
in the base document.

Let Hash_ctx denote the hash function chosen by the algorithmi s QD
(e.g., SHA-256, SHA-512, SHAKE256/64). The *Public-Key Context* is:

pkc = Hash_ctx( SerializePublicKey(m dsaPK, tradPK) )
The new nmessage representative is:
M := Prefix || Label || len(pkc) || pkc || PHM
Prefix and Label are unchanged. |en(pkc) is encoded as a single
unsi gned byte, which is sufficient because the nmandated hash outputs
are 64 bytes. The PH(M is the pre-hash of the application nessage
as in [I-D.ietf-]anps-pg-conposite-sigs].
5. Public-Key Context (PKC) Routines

This draft defines two convenience routines to conpute pkc from
either the conposite private key or the conposite public key.

5.1. Comput ePubl i cKeyContext from Private Key
Conposi t e- M.- DSA<Q D>. Conput ePubl i cKeyCont ext (sk) -> pkc

I nput s:
sk: conposite private key

Implicit inputs (from <Q D>):

Hash_ctx: the hash function for PKC (same as the algorithm s PH unless specified otherwi
se)

Process:

1. (m dsaSeed, tradSK) = DeserializePrivateKey(sk)

2. (mdsaPK, mdsaSK) = M.- DSA. KeyGen_i nt ernal (m dsaSeed) /1 FIPS 204, seed-based ex
pansi on

4. tradPK = Trad. PublicKey(tradSK) /1 derive public key from pri
vate key

5. pk = SerializePublicKey(m dsaPK, tradPK)
6. pkc = Hash_ct x(pk)
7. return pkc

Not es: The seed-based M.- DSA private key representation and the

ability to re-derive mdsaPK from m dsaSeed are al ready normative
in [I-D.ietf-|anps-pg-conposite-sigs]
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During the signing operation, access to the public key is required.
The above met hod suggests generating the conposite public key from
the conposite private key by Deserializing the private key into its
conponent keys, deriving the public conponent key for M.-DSA and the
public conponent key for the traditional conponent, and then using
the SerializePublicKey() nethod as defined in section 4.1
[I-D.ietf-lanps-pg-conposite-sigs]. This is only one of severa
options, but is a non-normative, non-exhautive list.

1. Derive or extract fromprivate key as suggested above. Many
crypt ographi ¢ nodul es expose functionality to obtain an RSA or EC
public key fromthe corresponding private key. For applications
where such functionality does not exist, see section 10.4.1 and
10.4.2 in [I-D.ietf-1anps-pg-conposite-ken] for mechani sms for
extracting the public keys fromprivate keys for RSA and ECDSA
respectively. It is assuned that this is not required for
Ed25519 or Ed448 since those private keys are seeds from which
the public key can be obtai ned.

2. Fetch it froman external data source, for exanple fromthe
public-key certificate corresponding to this private key.

3. If the conposite signature private key is being carried within a
PKCS#8 OneAsynmetri cKey object, place the full conposite public
key within the optional OneAsymmetricKey. publicKey field (and re-
encode as necessary for correctly using it in the context).

4. Use an alternate private key encoding that explicitly carries the
conposite public key.

5.2. Comput ePubl i cKeyCont ext from Public Key
Conposi t e- M- DSA<Q D>. Conput ePubl i cKeyCont ext (pk) -> pkc

I nput s:
pk: conposite public key

Implicit inputs (from <Q D>):
Hash_ct x

Process:

1. pkc = Hash_ct x(pk)
2. return pkc
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6

Al gorithms

Bot h Conposi te- M- DSA<O D>. Si gn(sk, M ctx) and Conposite- M-
DSA<QO D>. Verify(pk, M s, ctx) remain the sane. The only difference
is that pkc is passed in as the ctx val ue.

The signature interface remains the sane.

Not e: The application specific ctx argunent is *ignored* with this
current design. To keep that property, a future version of this
specification could set pkc = HASH (ctx || publickey).

Serialization and ASN. 1 Usage

Thi s docunent *does not* change the conposite public/private key or
signature *serialization formats* from
[I-D.ietf-lanmps-pg-conposite-sigs] and signatures renmain

concat enati ons of the conponent encodings. It also does not change
DER wr appi ng i n SPKI/ PKCS#8.

Because wire conpatibility requires peers to know whether ctx is
application-set or PKC bound, this docunent could have registered
*new al gorithmidentifiers* for each PKC bound conbi nati on. However,
that is not within the scope of this docunent. This is nmeant for
specific application context use-cases where the preventing key reuse
is a desired security property. For exanple, applications which
choose to profile a set of conposite signatures could choose to al so
adopt the use of this context.

Security Considerations

*Key Reuse*: [I-D.ietf-|anmps-pg-conposite-sigs] strictly forbids

reusi ng conponent keys. Binding ctx to pkc provides a cryptographic
backstop: even if conponent keys were (inproperly) reused, cross-key
splicing will fail because pkc differs for each public key instance.

*Non-separability*: [I-D.ietf-|anps-pqg-conposite-sigs] achi eved Wak
Non- Separability (WNS) and a limted formof SNS for M-DSA via the
m dsa_ct x=Label . PKC-bi nding additionally prevents formng

(m dsaSigl, tradSig2) under different keys, because both signatures
are now bounded to the sane pkc. This does *not* fix primtive-I|eve
mal leability (e.g., ECDSA) and therefore does not clai m SUF CVA
However, for algorithns |ike EdDSA or Ed448 which are SUF secure,
this property should remain.

*Prefix*: Existing *Prefix* and *Label * remai n unchanged; depl oynents
that inplenmented the optional Prefix in traditional verifiers can
keep it as is.
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10.

11.

11.

*Hash Choi ces*: Hash_ctx MJUST be the algorithm s registered pre-hash
function (e.g., SHA-256, SHA-512, SHAKE256/64). This keeps

i mpl ement ation conplexity mniml and ensures digest sizes fit within
the ctx length field.

*Privacy*: pkc reveal s nothing beyond what the public key already
reveals; it is a hash of public data.

I mpl enent ati on Consi derati ons

*Si gner Access to pk*: The signer conmputes pkc either by deriving
conpositePK from conpositeSK, or by keeping a cached copy of
composi t epk al ongsi de conposit esk.

*Interoperability*: Because M changes when this context type is
used, peers MUST know that this context will be used. One way to
achieve this is for application specific use cases to specify this
context type as part of the usage. For exanple, if an application
usi ng conposite signatures desired this security property, it could
make use of the public key binding in the context mandatory.

I ANA Consi derati ons
None
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