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Abst r act

Thi s docunent describes considerations of synchronisation algorithns
with version 5 of the Network Tine Protocol (NTP), and provides

gui dance on the use of NTP version 4's algorithnms when used with NTP
versi on 5.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://signal sforgranted. github.io/draft-grant-ntp-ntpv5-al gorithns/
draft-grant-ntp-ntpv5-algorithns.htm. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-
grant - nt p-nt pvs-al gorit hns/.

Di scussion of this docunent takes place on the Network Tine Protocols
Wrking Goup mailing list (mailto:ntp@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/ntp/. Subscribe at
https://ww.ietf.org/mailman/listinfo/ntp/.

Source for this draft and an issue tracker can be found at
https://github. com si gnal sforgranted/draft-grant-ntp-
nt pvs-al gorit hns.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

NTP version 4 (NTPv4) [RFC5905] defines various algorithns and | ogic
whi ch handl e several different aspects of acquiring and maintaining
synchroni sation of NTP clients including filtering of neasurenents,
security nechani sns, source selection, and cl ock control, anobngst
others. Over time NTPv4 has seen additional algorithns be defined to
i nprove security and accuracy, w th Khronos [ RFC9523] defining a
conpani on nethod to run alongside with NTPv4 clients that ains to
detect and mitigate tine-shifting based attacks, and interleaved
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nmodes [ RFC9769] whi ch defines additional operational nodes for both
clients and servers by holding additional state and perform ng
addi ti onal checks on timestanp val ues.

However, NTP version 5 (NTPvS) [I-D.draft-ietf-ntp-ntpv5] explicitly
does not define these algorithns in conjunction with the wire
protocol to allow for the creation and evol uti on of new al gorithns
and i npl enent ati ons which may be optim sed for specific depl oynent
use case or systemconstraints. For all inplenentations there are
many factors that should be taken into consideration in the

devel opment of both new algorithns as well as the porting of existing
al gorithms to NTPv5, such as trade-offs between precision and
security, costs of conplexity, etc.

The decoupling of algorithnms to their dependent wire protocol is not
new - PTP [| EEE1588] has the concept of "profiles", each of which
define different behaviours and al gorithns adapted for specific

depl oynents (for exanmple in autonotive or power industries), and may
even include additional capabilities to the protocol, for exanple the
"daily janmt function in SMPTE ST-2059 [ SMPTE2059] where discontinuity
is deliberately transmtted to renove built up discrepancies in

val ues.

2. Conventions and Definitions
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the term nol ogy established in
[I-D.draft-ietf-ntp-ntpv5].

3. Al gorithm Consi derations

*TODO*: Ceneral considerations, including interop (Wien Al gorithms
Col I'i de)

*TODO*: Signalling of algorithne? If so, this would likely require
an | ANA registry
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3.1. Extension Fields

Al gorithns may choose to use additional information be sent by either
client or server, however this brings the risk of these fields not
bei ng correctly handl ed by peers which do not support them

Al gorithms nust have explicit behaviours defined when any required
extension fields are not present.

3. 2. Non- UTC ti nescal es

In addition to UTC, NTPv5 includes support for the transm ssion of
TAl, UT1l, and | eap-sneared UTC tinescales. Algorithnms nmay choose to
support a linmited subset of tinescales, and use different |ogic
dependi ng on the tinescal e supported. |Inplenentations shouldn’t mx
timestanps fromdifferent timescales when perform ng cal cul ati ons,
and it’'s recommended they mninise the conversion of tinescales where
possi ble to reduce potential confusion and aide in accuracy.

3.3. Leap Seconds and Leap Second Sneari ng

Exi sting NTP inpl enentati ons conmonly use one of several known
approaches to applying | eap seconds to systemtine: they may "freeze"
the clock where the leap second is inserted at the beginning of the

| ast second of the day, or the systemclock is "slewed" or "sneared"
ei ther before or commencing fromthe | eap second [ RFC7164], keeping
systemtine nonotonic but |ess accurate during the period.

Server inplenentations which use drifting mechanisns to snoboth the

| eap second insertion such as slewing or snearing nust only apply it
to only to UTC, and nust set the tinmescale flag in packets to clients
as "Leap-sneared UTC'.

4. Use of NTPv4 Algorithnms with NTPv5

Support for NTPv4 algorithnms is not required for NTPv5S

i npl ement ati ons, however those supporting both versions of NTP may
find it easy to include as a default or fall-back option in
configurations where others are not set.

NTPv5 introduces several key differences to NTPv4 that

i npl ement ati ons shoul d be aware of when either building new

i npl ement ati ons of the NTPv4 al gorithnms or when adapting existing.
Most notably, the timestanp format has been changed with NTPv5 to
ensure |l ongevity and prevent rollover in the imediate future, which
shoul d be taken into considerati on when processi ng and produci ng
packets.

*TODO*: I nterl eaved npde
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5.

7.
7.

7.

Security Considerations

General security considerations for tine protocols are discussed in
RFC 7384 [RFC7384], and security considerations specific to NTPv5
[I-D.draft-ietf-ntp-ntpv5] should also be noted. Not all threats can
be sufficiently mitigated through the use of algorithms, for exanple
packet mani pul ati on, spoofing, and cryptographic performance attacks
may be better mitigated through the use of authenticated encryption
via NTS [ RFC8915] .

Desi gners of new al gorithms shoul d take into consideration the
expected threat nodel of depl oynents and shoul d descri be which
threats could potentially be mtigated fromthose which are not in
scope for the intended use cases, for exanple closed network

depl oynents have a very different set of risks in conparison to
depl oynents on the internet.

*TODO*: Discuss general attacks on time via algorithnms, e.g. tinme-
shifting

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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