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Abst ract

Thi s document provides an overview of terms and abbreviations rel ated
to Source Address Validation (SAV). |Its purpose is to establish a
common and consi stent set of term nology for use across SAV-rel at ed
di scussi ons and docunments. This docunment explicitly does not serve
as an authoritative source of correct term nol ogy.
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I ntroduction

Thi s document provides an overview of terms and abbreviations rel ated
to Source Address Validation (SAV). |Its purpose is to establish a
common and consi stent set of term nology for use across SAV-rel at ed
di scussi ons and docunments. This docunment explicitly does not serve
as an authoritative source of correct term nol ogy.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

CGeneral Terns

Net wor k and Topol ogy Terns

*  *Aut ononpus System (AS):* A set of routers under a single
techni cal administration [RFC4271].

*  *AS Nunber (ASN):* A 16-bit [RFC4271] or 32-bit [RFC6793] nunber
uni quely identifying an Aut ononous System
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2. 2.

Ceng

*Sub Network:* A sub network nay operate its own internal routing
protocols, but it is considered part of the AS in the gl oba
routing system It is connected to one or nore routers of the AS
for Internet connectivity. It originates traffic but does not
transit traffic for other networks
[I-D.ietf-savnet-intra-domai n-probl emstatenent].

*Provi der (aka Provider AS):* The provider in a custoner-to-
provider relationship (if | ooked at fromthe opposite direction,
provi der-to-custoner [caida-asrank]). A Provider nmay propagate
any available route to a Custoner [RFC9234].

*Cust oner (aka Customer AS):* The custoner in a custoner-to-

provi der relationship. A Customer may propagate any route |earned
froma Customer, or that is locally originated, to a Provider.

Al'l other routes nust not be propagated [ RFC9234].

*Peer (aka Peer AS or Lateral Peer or Lateral Peer AS):* The peers
in a lateral peering relationship. A Peer may propagate any route
| earned froma Custoner, or that is locally originated, to a Peer.
Al'l other routes must not be propagated [ RFC9234].

*Cust oner Cone:* The set of ASes that an AS can reach by using
only provider-to-custoner |inks [caida-asrank].

*Provi der Cone:* The set of ASes that an AS can reach by using
only customer-to-provider links [I-D.li-sidrops-bicone-sav].

Router and Interface Terns

*Edge Router:* The router that is directly connected to a Sub
Network or a host [I-D.geng-idr-bgp-savnet].

*AS Border Router (ASBR):* The router that connects an AS to other
ASes.

*Internal Router:* The router that is neither an edge router nor a
border router in an AS.

*Custoner Interface (aka Custoner-facing Interface):* The
interface of an ASBR facing a Custoner [RFC8704].

*Lateral Peer Interface (aka Lateral Peer-facing Interface):* The
interface of an ASBR facing a Lateral Peer [RFC8704].

*Provider Interface (aka Provider-facing Interface):* The
interface of an ASBR facing a Provider [RFC8704].
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2. 3.

*

2. 4.

Ceng

Routing Terns

*Interior Gateway Protocol (1GP):* A type of routing protocol used
within a single AS to exchange routing information between
routers.

*Internedi ate Systemto Internediate System (1S-1S):* Alink-state
routing protocol belonging to | GP and designed to dynanically
exchange routing information within a single AS [ RFC1195].

*Open Shortest Path First (OSPF):* Another link-state routing
protocol belonging to | GP and designed to dynami cally exchange
routing information within a single AS [ RFC2328] [ RFC5340] .

*Border Gateway Protocol (BGP):* A path-vector routing protoco
used in the global Internet to exchange routing information
bet ween di fferent ASes [ RFC4271].

*Routing Information Base (RIB):* A database within a router or
networ k host that stores routing information. RIB is also known
as routing table.

*Forwardi ng I nfornati on Base (FIB):* The tabl e containing the

i nformati on necessary to forward | P Datagrans [ RFC3222]. FIBis
al so known as forwarding table. FIB stores the best active
routes, which are a subset of those found in the RIB.

*Virtual Routing and Forwarding (VRF):* The routing (or
forwardi ng) tables separate fromthe gl obal routing (or
forwarding) table in a router [RFC4364] [ RFC8704].

*Asymretric Routing:* Asymmetric routing nmeans a packet traverses
froma source to a destination in one path and takes a different
path when it returns to the source. Asymetric routing can occur
within an AS due to routing policy, traffic engineering, etc
[I-D.ietf-savnet-intra-domai n-probl emstatenent].

Routing Security Terns

*Resource Public Key infrastructure (RPKI):* A specialized public
key infrastructure (PKI) franmework to support inproved security
for the Internet’s BGP routing infrastructure [ RFC6480].

*Route Origin Authorization (ROA):* A digitally signed object in
the RPKI that provides a means of verifying that an | P address
bl ock hol der has authorized an AS to originate routes to one or
nmore prefixes within the address bl ock [ RFC9582].
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2.5.

3.

* Aut ononous System Provi der Authorization (ASPA):* Adigitally
signed object in the RPKI, that authorizes one or nore other ASes
as its upstream providers [I-D.ietf-sidrops-aspa-profile].

*Internet Routing Registry (IRR):* A public database which all ows
Internet service providers to publish and | ook up Internet numnber
bi ndi ngs and policy objectives.

*Resource holder:* A legitimte hol der of either I P address or AS
nunber resources [ RFC6480].

O hers

*Direct Server Return (DSR):* A Content Delivery Network (CDN)
techni que. The anycast server receives requests fromusers and
creates tunnels to the edge server, and the edge server directly
sends the requested content to users. The source address of the
response packets is the anycast |P address of the anycast server,
but the network hosting the edge server does not announce the
anycast address in BGP
[I-D.ietf-savnet-inter-domai n-probl emstatenment].

SAV Ter ns

Ceneral SAV Terns

*Sour ce Address Spoofing (aka Source Address Forgery):* The act of
usi ng spoofed source | P addresses assigned to other machi nes.
Mal i ci ous actors use | P spoofing to invoke a variety of attacks,
including Distributed Denial of Service (DDoS) attacks, policy
evasi on, and a range of application-level attacks [manrs-blog]. A
spoof ed source address can be either |Pv4 or |Pv6.

*Source Address Validation (SAV):* A kind of techniques for the
detection and mtigation of Source Address Spoofing [ RFC8704].

Rout ers conduct SAV on data packet in the data plane. SAV focuses
on the scenarios of native IP forwarding or |P-encapsul ated tunne
(I'Psec, GRE, SRv6, etc.). Note that, the SAV nechani sns that the
SAVNET working group is interested in should not nodify data pl ane
packets [savnet-charter].
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3. 2.

Ceng

*SAV Rul e:* The rul e that describes the binding relationship

bet ween a source address (prefix) and a valid/invalid incom ng
interface(s) [I-D.ietf-savnet-intra-donmain-probl emstatenent].
SAV Rul es can be used for validating whether a data packet with a
source address arrive at the router (enforing SAV based on SAV
Rul es) from an expected interface, and thus determ ning whet her
the source address is spoofed (i.e., valid) or not (i.e.,

i nvalid).

*SAV Table:* The table or data structure that inplenents the SAV
rules and is used for perform ng source address validation in the
data plane [I-D.ietf-savnet-inter-domain-architecture].

*Access Network SAV:* It prevents a host in a network from
spoofing the address of another host in the sane network segnent.
Access Network SAV enabl es source address-granul arity of
protection [ RFC5210].

*Intra-domain SAV (aka Intra-AS SAV):* It prevents a Sub Network
fromusing a source address out of the Sub Network or prevents a
host fromusing a source address out of the network segnent.

I ntra-domain SAV nostly enabl es source prefix-granularity of
protection.

*I nter-domain SAV (aka Inter-AS SAV):* It prevents Source Address
Spoofi ng packets across ASes. Inter-domain SAV nostly enabl es
source prefix-granularity of protection

*Source Address Validation Architecture (SAVA):* A nultiple-fence
architecture that takes Access Network SAV, Intra-AS SAV, and
inter-AS SAV [ RFC5210]. The assunption here is that when access-
network SAV is not universally depl oyed, Intra-AS SAV and | nter-AS
SAV can increase the defense in depth by bl ocking spoofing packets
that have entered the network

*Source Address Validation in Intra-domain and | nter-domain

Net works (SAVNET):* It refers to both Intra-domain SAV and Inter-
domai n SAV. The SAVNET wor ki ng group was created for the

evol venent of SAVNET mechani sms [ savnet-charter].

SAV Enf orcenent Terns
*Val i dati on Mode: * The node indicates how SAV Rules are logically

organi zed and used to conduct validation
[1-D.ietf-savnet-general -sav-capabilities].
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* *|nterface-based Source Prefix Allowist (aka Source Prefix
Allowist):* A Validation Myde that takes effect on a specific
interface. The interface enabling this node naintains a source
prefix list. Only the source addresses enconpassed by the source
prefixes recorded in the list will be considered valid, otherw se
invalid [I-D.ietf-savnet-general -sav-capabilities].

* *|nterface-based Source Prefix Bl ocklist (aka Source Prefix
Bl ocklist):* A Validation Mbde that takes effect on a specific
interface. The interface enabling this npde nmaintains a source
prefix list. Any source addresses enconpassed by the source
prefixes recorded in the list will be considered invalid,
otherwi se valid [I-D.ietf-savnet-general -sav-capabilities].

* *Source Prefix-based Interface Allowist:* A Validation Mde that
takes effect at the router scale. The router enabling this node
will record the source prefixes attached with an interface
allowist. For the packet whose source address is enconpassed by
a recorded source prefix, the packet is considered valid only when
its incomng interface is included in the corresponding interface
allowist. Oherwise, the packet is considered invalid. For the
packet whose source address is enconpassed by no recorded source
prefix, the validity of the packet is unknown
[1-D.ietf-savnet-general -sav-capabilities].

* *Source Prefix-based Interface Blocklist:* A Validation Mde that
takes effect at the router scale. The router enabling this node
will record the source prefixes attached with an interface
bl ocklist. For the packet whose source address is enconpassed by
a recorded source prefix, the packet is considered valid only when
its incomng interface is not included in the correspondi ng
interface allowist. Oherw se, the packet is considered invalid.
For the packet whose source address is enconpassed by no recorded
source prefix, the validity of the packet is unknown
[1-D.ietf-savnet-general -sav-capabilities].

* *|nproper Block (aka Fal se Positive):* The problemthat the
packets with legitimte source addresses are inproperly considered
invalid due to inaccurate SAV Rules [I-D.ietf-savnet-intra-domain-
problem statenment][I-D.ietf-savnet-inter-domai n-probl em statenent]

* *|Inproper Permt (aka Fal se Negative):* The problemthat the
packets wi th spoofed source addresses are inproperly considered
valid due to inaccurate SAV Rules [I-D.ietf-savnet-intra-domain-pr
obl emstatenent][1-D.ietf-savnet-inter-domain-problemstatenent].
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3. 3.

*Traffic Handling Policy:* The data plane action taken on the

i ncom ng packet after the SAV process on the packet. Besides

"Di scard", many other actions such as "Permt", "Rate Limt", and
"Traffic Redirect" can be chosen and taken for the packet with the
invalid state [I-D.ietf-savnet-general -sav-capabilities].

SAV Mechani sm Ter s

*Access Control List (ACL) for SAV:* A filter that checks the
source address of a data packet against a list of acceptable or
unaccept abl e prefixes [ RFC2827].

*Strict unicast Reverse Path Forwarding (uRPF):* A mechani smt hat
uses FIB for SAV. An ingress packet is accepted only if the FIB
contains a prefix that enconpasses the source address and
forwarding information for that prefix points back to the
interface over which the packet was received [ RFC3704].

*Feasi bl e-Path uRPF (FP-uRPF):* An extension of Strict uRPF.
Instead of just inserting one best route there, the alternative
paths (if any) have been added as well, and are valid for

consi deration [ RFC3704].

*Loose URPF:* A mechani sm checks only for the existence of a route
(even a default route, if applicable), not where the route points
to (At least some inplenmentations of Loose uRPF check where the
default route points to) [RFC3704].

*Loose URPF Ignoring Default Route:* Loose uRPF checks only for
the existence of a explicit route (default routes are excl uded)
[ RFC3704] .

*VRF uRPF: * A nechani smthat takes SAV based on VRF table instead
of FIB. The specific routes received fromexternal BGP peers wll
be stored in a dedicated VRF table. VRF uRPF can be inplenented
to support the strict node like Strict uRPF or the | ocose node |ike
Loose uRPF [ RFC8704].

*Enhanced Feasi bl e-Path uRPF (EFP-uRPF):* A mechanismthat is nore
flexible about directionality than the FP-uRPF and is for
enhanci ng FP-uRPF in sone cases. It is based on the principle
that if BGP updates for nultiple prefixes with the same origin AS
were received on different interfaces (at border routers), then

i ncom ng data packets with source addresses in any of those
prefixes shoul d be accepted on any of those interfaces [ RFC8704].
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*  *BAR- SAV: * A nechani smthat generates source prefix allowists by
usi ng BGP UPDATE nessages, ASPA, and ROA
[1-D.ietf-sidrops-bar-sav].

* *General SAV Information:* The information that is not specialized
for SAV but can be utilized to generate SAV rules, and is
initially utilized for other purposes. Currently, the General SAV
I nformation consists of the informati on from RPKI ROA objects and
ASPA objects, local routing information, and the information from
IRR data [I-D.ietf-savnet-inter-donain-architecture].

* *SAV-specific Information:* The information that is specialized
for SAV rul e generation, includes the source prefixes and their
legitimate inconmng directions to enter a router or an AS, and is
exchanged anong routers or ASes.

* *SAV-related Information:* The information that can be used to
generate SAV rul es and includes SAV-specific Information and
Ceneral SAV | nformation.

* *Source Entity (aka Source Router or Source AS):* The Entity
(Router/AS) that propagates its SAV-specific information to
Validation Entity (Router/AS) [I-D.ietf-savnet-intra-donmain-archit
ecture][l-D.ietf-savnet-inter-domain-architecture]. Source Entity
is the producer of SAV-specific information.

* *Validation Entity (aka Validation Router or Validation AS):* The
Entity (Router/AS) that receives SAV-specific information from
Source Entity (Router/AS) [I-D.ietf-savnet-intra-donmain-architectu
re][l-D.ietf-savnet-inter-donmain-architecture]. Validation Entity
is the consumer of SAV-specific information.

4. Security Considerations

Thi s docunent provides an overview of terns and abbrevi ations rel ated
to SAV and does not have security considerations.

5. | ANA Consi derati ons
There is no | ANA requirenent.
6. References

6. 1. Nor mat i ve Ref erences
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