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Abst r act
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Access Protocol (IMAP) that permits | MAP servers to send WebPush
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1. I nt roduction

WebPush (defined by [ RFC8030], [RFC8291] and [ RFC8292]) defines a way
for applications to deliver real-tinme events in a tinely fashion,
with push notifications. Push notifications allows consolidating all
real -tine events into a single session which ensures nore efficient
use of network and radio resources. They are particularly used in
nmobi | e environments. Push notifications may al so be used for other
use cases, for exanple during the mgration to a new server, the new
server may subscribe to the old server to be notified when an event

i s recorded.
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5.

Many use cases have led to a need for real-tinme events with email

| MAP support for real-time events has been added with the IDLE
command ([ RFC2177], [RFC9051]) and the NOTIFY extension ([RFC5465]).
These comuands require using a persistent connection per account and
contribute to unnecessary use of the device radio.

JMAP ([ RFC8620]) has responded to this need by supporting WebPush
from the begi nni ng.

Therefore, this extension permts | MAP servers to send WbPush
notifications.

Conventions and Definitions

In examples, "C:" and "S:" indicate |lines sent by the client and
server, respectively. "Push:" indicates |lines send by the server
with a push nessage, and "Push>" indicates |lines that are part of the
same push nmessage than the previous line. Lines ending in "\" are
interrupted for presentation reasons, they would actually be joined
to the next line. Note that each other line includes the term nating
CRLF.

User agent, is defined in [ RFC8030] as a device and software that is
the recipient of push nmessages. |t describes here the mail client.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Overvi ew

This extension adds 5 commands: GETVAPI D, WEBPUSH, ACKWEBPUSH
LWEBPUSH and S| LMEBPUSH. GETVAPID allows to get the server VAPID
public key, WEBPUSH to subscri be a new push subscription, ACKWEBPUSH
to confirmthe subscription information is correct, LWEBPUSH to |i st
current subscriptions and SILWEBPUSH to silence a subscription for a
given tinme. Every time a nessage is added to a nuail box, the | MAP
server sends a push message to the registered push endpoints.

CAPABI LI TY Identification

| MAP servers that support this extension MJST include "WEBPUSH' in
the CAPABI LI TY command response.

Cient Commands
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5.1. GETVAPI D Command

This command is only available in authenticated or selected state.
Argunents: none
Responses: REQUI RED unt agged response: VAPID
Result: OK - capability conpleted

BAD - argunents invalid
The GETVAPI D command requests the VAPID public key ([RFC8292]) of the
server. the server MIJST send a single untagged VAPI D response before
the tagged OK response. This is used by clients to request a push
endpoint on their push server restricted to this mail server
Exanpl e:
C. al CETVAPID
S: * VAPID\

BOni QOXHBPNY9gnQMo- 16vHqOb40pEl M f yUdFsxAgy\

zVKFMyuxwOQ@ dbZcq8hRj N2zpel nRvKVPI kzABvuTnl

S: al OK GETVAPID conpl eted
5.2. WEBPUSH Commrand

This command is only available in authenticated or selected state.
Argunments (create/update): subscription ID

push endpoi nt

ECDH public key

aut henti cati on secret
Arguments (delete): subscription ID

NI L
Responses (i nactive subscription): untagged response: WEBPUSH

VAPI D

Responses (active subscription): OPTIONAL untagged response: WEBPUS
H
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VAPI D
Result: OK - creation or deletion conpleted

NO - «creation failure: can't create webpush subscription with
t hese argunents

BAD - command unknown or argunents invalid

The WEBPUSH command creates, updates or delete a push subscription
for the account. New subscriptions and updated subscriptions (with
at least one different field) aren’'t active until the subscription is
confirmed with the ACKWEBPUSH comrand.

The subscription IDis unique per account and identifies the push
subscription. Sending a WEBPUSH command wi th an existing
subscription | D updates the current subscription. Sending a WEBPUSH
command with an existing subscription ID following by NIL del etes the
subscri pti on.

If the client tries to delete a subscription with an unknown
subscription I D, the server returns a tagged OK response.

If the subscription is inactive or is deactivated by the comuand, the
server MJST return a single untagged WEBPUSH response before the
tagged K response and MJST return a single untagged VAPID response
before the tagged OK response. The VAPID response can be used by the
client to check if the server has rotated its VAPID keys.

If the subscription is still active after the command, the server NAY
return a single untagged WEBPUSH response and MAY return a single
unt agged VAPI D response before the tagged OK response.

If the subscription was activated (i.e. created and then confirnmed/
acknow edged) with a VAPID key that is not the current VAPID key (due
to a key rotation), then subscription MJST be deactivated by this
command, and a confirm acknow edgenent is required to activate the
subscri ption again.

If the updated or created subscription is inactive after the conmand
(this is a new subscription, at least one field is different or the
VAPI D key has been rotated), the server MJST send an ACKWEBPUSH
response with a push notification, encrypted with the new public key,
to the new endpoint. The client will have to send a ACKWEBPUSH
command to (re-)activate the subscription. The client knows if the
subscription is deactivated thanks to the untagged VWEBPUSH r esponse.
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The push endpoint MJUST be the URI that the mail server sends push
messages to. This is defined as the URI for push resource in
[ RFC8030]. This URI MJST use the "https" schene.

The ECDH public key is the user agent public key on the P-256 curve.
It MJUST be encoded in the unconpressed form[SEC 1] (section 2.3.3,
replicated from X9.62), and base64url encoded as described in

[ RFC7515]. This is used to encrypt push notifications follow ng

[ RFC8291] .

The authentication secret is 16 random bytes. |t MJST be base64url
encoded as described in [RFC7/515]. This is used to encrypt push
notifications follow ng [ RFC8291].

The client SHOULD reregister their push subscription fromtinme to
time, like every tine the client starts, in order to restore
subscriptions, in case the endpoint was renoved. Subscription may be
renoved if the push server has been in an inconsistent state, or if
the mail server has been restored from a backup

The capabilities that were enabl ed using the ENABLE comrand at the
time of the WEBPUSH command are associated with the subscription.
When sendi ng push nessages, the untagged nessages are formatted
according to those capabilities. For exanple, enabling | MAP4rev2 or
UTF8=ACCEPT cause mmil boxes to be in UTF-8, and enabli ng CONDSTCRE
causes MODSEQ to be added to Ul DFETCH responses.

Exanpl e:
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5.

Owo
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w

al LWEBPUSH *
al OK LWEBPUSH conpl et ed
a2 WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
htt ps://push. exanpl e. net/ push/ randont \
BCvxsr 7N_eNgVRqvHt D0z TZsEc6- W- JvLexhqUzORcxaOzi 6- AYWKv TBH bj \
yPj s7Vd8pZCH6SRpk Nt ol Ai w4 '\
BTBZMyHH6r 4Tt s7J_aSI gg
* VAPI D BOni QOxHBPNY9gnQMo- 16vHqOh40pEl M f yUdFsxAgy\
zVKFMyuxwOQ dbZcq8hRj N2zpel nRvKVPI kzABvuTnl
* WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
htt ps://push. exanpl e. net/ push/ randoml NI L
a2 OK WEBPUSH conpl et ed
a3 WVEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
htt ps:// push. exanpl e. net/ push/ JzLQ3r azJf FBROagvOVsLrt 54wdr JUsV \
BCVxsr 7N_eNgVRgvHt DOz TZsEc6- W- JvLexhqUzORcxaQzi 6- AYWKv TBHMbj \
yPj s7Vd8pZGHESRpkNt ol Al w4 \
BTBZMyHH6r 4Tt s7J_aSI gg
* VAPI D BOni QOxHBPNY9gnQMo- 16vHqCh40pEl M f yUdFsxAgy\
zVKFMyuxwOQ dbZcg8hRj N2zpel nRvKVPI kzABvuTnl
* WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
htt ps: // push. exanpl e. net/ push/ JzL(Br azJf FBROagvOVsLrt 54wdr JUsV NI L
a3 OK WEBPUSH conpl et ed
a4 LWEBPUSH *
* WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
htt ps://push. exanpl e. net/ push/ JzL(Br azJf FBROagvOVsLrt 54wdr JUsV NI L
a4 OK LWEBPUSH conpl et ed
ab WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 NI L
a5 OK WEBPUSH conpl et ed
a6 LWEBPUSH *
a6 OK LWEBPUSH conpl et ed

ACKWEBPUSH Conmand

This command is only available in authenticated or selected state.

Argunments: acknow edgenent token, send with a push nessage with a

ACKWEBPUSH r esponse by the server

Responses: untagged response: WEBPUSH

Result: OK - The subscription is activated

NO - The token doesn’t exist or is expired

BAD - arguments invalid

Exanpl e to activate a subscription with a valid token:
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al LWEBPUSH *
* WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \

htt ps:// push. exanpl e. net/ push/ JzL(Br azJf FBROagvOVsLrt 54wdr JUsV NI L
al OK LVEBPUSH conpl et ed
a2 ACKWEBPUSH 585078c5-f b8b- 4ed0- 8e77- 474ab08f 0a30
* WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \

https://push. exanpl e. net/ push/ JzL@r azJf FBROagvOVsLrt 54w4r JUsV 0
a2 OK ACKWEBPUSH conpl et ed

Exanpl e wi th an unknown or expired token

C. al ACKWEBPUSH 5aa04cf 0-f 156- 406e- 84af - 3cee534b23b8
S: al NO ACKWEBPUSH conpl et ed

LVWEBPUSH Conmmand
This command is only available in authenticated or selected state.
Arguments: subscription ID with possible wldcards

Responses: untagged response: WEBPUSH

Result: OK - list conpleted
NO - list failure: can’t |ist webpush records
BAD - arguments invalid

The LWEBPUSH command returns a subset of webpush subscriptions from
the complete set of all subscriptions available to the client. Zero
or nore untagged WEBPUSH responses are returned, containing
information to identified the subscriptions. The server MJST return
the WEBPUSH response for the exact subscription IDif the account has
a subscription with this ID. It MJST return all the account’s
subscriptions if the argunment is a wldcard "*".

Exanpl e:
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5

5

C. al LWEBPUSH *

S: * WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
https://push. endpoint.tl d/randonil O

S: * WEBPUSH 80a3b492- bc9c- 46a9- 91ab- 5866b27073bb \
https://push. endpoint.tld/randon2 N L

S: * WEBPUSH 28626e4e- 37d1- 456¢- a667- 525805528508 \
https://push. endpoint.tld/randonB8 1112

S: al OK LWEBPUSH conpl et ed

C. a2 LWEBPUSH a8282bf 9-6102- 4elb- bb61- d26d0e532e65

S: * WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
https://push. endpoint.tld/randonil O

S: a2 OK LWEBPUSH conpl et ed
S| LMEBPUSH Comrand

This command is only available in authenticated or selected state.
Argunments: subscription ID

duration to silence subscription, in seconds. MJST be equal or
hi gher than 0

OR "session" to silence the subscription as | ong as the connection
is alive.

Responses: OPTI ONAL unt agged response: WEBPUSH
Result: OK - <create conpleted
NO - the subscription is unknown or inactive
BAD - command unknown or argunents invalid

The SI LMEBPUSH conmand al lows the client to silence a push

subscription for a duration. It may be useful for clients
synchroni zing with the server when they receive a push notification,
without parsing it. It nmay also be useful for clients that support a

"do not disturb" period. Wen the duration is 0, the push
subscription is active again and the server will send events for this
subscri ption.

Clients MAY announce their subscription ID with SI LWEBPUSH
subscription-id session, which causes the server to not send any push
notification as long as the connection is alive. This isn't
reflected in WEBPUSH responses. A server MAY refuse to silent for
the session nore than one subscription fromthe sane connection
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For exanple, when a client receives a push notification, it may
silence the subscription for the duration (or a little less) that it
stays connected to the server

Exanpl e:

C. al SILWEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 10

S: * WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
https://push. endpoint.tl d/randonil 10

S: al K SI LWEBPUSH conpl et ed

C. a2 SI LWEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 sessi on

S: * WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
https://push. endpoint.tld/randonl 10

S: a2 K SI LWEBPUSH conpl et ed

6. Server Responses
6.1. VAPID Response

The VAPID response occurs as a result of a GETVAPID command. It
returns the server VAPID public key ([RFC8292]). This is a public
key on the P-256 curve. It MJST be encoded in the unconpressed form
[ SEC 1] (section 2.3.3, replicated from X9.62), and base64url encoded
as described in [RFC7515]. The server MAY use a different key pair
for each account.

Exanpl e:

S: * VAPI D BOni @xHBPNY9gnQMo- 16vHqOh40pEl M f yUdFsxAgy\
zZVKFMyuxwOQ dbZcg8hRj N2zpel nRvKVPI kzABvuTnl

6.2. WEBPUSH Response
The WEBPUSH response occurs as a result of a LWEBPUSH command. It
MAY be returned as a result of a WEBPUSH, or a SILWEBPUSH conmand
too. It contains the subscription ID, the push endpoint of the

subscription, and if the subscription is active, the silenced
duration in seconds, else nil.

Exanpl e:

S: * WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
https://push. endpoint.tl d/randonil O
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6.3. SELECT Response

The SELECT response is sent with a push notification by the server to
informto which nmailbox the followi ng events refer to. It may be
used by clients to synchronize a nail box on push, regardl ess what are
t he new events.

Exanpl e:
Push: * SELECT | NBOX
6.4. ACKWEBPUSH Response
The ACKWEBPUSH response is sent with a push notification by the
server when a webpush subscription is created or updated (when at
| east one field is different) with the WEBPUSH conmand. It contains

a random t oken.

The random t oken SHOULD be a UU Dv4 token. The token SHOULD be valid
for 10 m nutes.

The token is then send to the server with the ACKWEBPUSH command in
order to activate the new or updated subscription

Exanpl e:
Push: * ACKWEBPUSH 585078c5-f b8b- 4ed0- 8e77- 474ab08f 0a30

6.5. SYNC Response
The SYNC response is sent with a push notification by the server when
a response that should be pushed exceed the 3993 bytes limt. It MY
al so be used as a generic push event. It is used to informthe
client that it SHOULD send a conmand to retrieve the response.
It optionally contains the first word of the response in question
It can be used by the client to determine if it synchronize with the

server or not.

For exanple, if a server has a |ot of flags, and the |ist exceed the
limt, the server sends a SYNC for FLAGS

Exanpl e, instead of sending:
Push: * SELECT | NBOX

Push> * FLAGS (\ Answered \Flagged \Draft \Del eted \Seen [Very |long \
list of flags ...])
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The server sends:

Push: * SELECT | NBOX
Push> * SYNC FLAGS

7. Push notifications

Once an account has one or nmore push subscription (registered with
VWEBPUSH command), the server sends a push nessage for each
subscription every tinme a change is recorded. This can be a change
for the account (for exanple when a new permanent FLAG i s added) or
for the mail boxes (new nmail, deletions, flag changes).

The notification is encrypted foll owi ng [ RFC8291] specifications,
send follow ng [ RFC8030] and authorized with [ RFC8292].

The server MAY not send sone events, it determ nes which mail boxes
and events are relevant. For exanple, the server may choose not to
send events for the SPAM nail box.

7.1. Cont ent

The server can send responses at any tinme. Every response relative
to a mail box MUST be preceded by a SELECT response containing the
mai | box name. The server MAY send nultiple responses in a single
push notification.

As stated in RFC8291, the cleartext content of push notifications
MUST NOT be |onger than 3993 bytes. |If the server wants to inform
the client about a response longer than that, it MAY send a SYNC
nessage

VWhen the server receives a new nessage, to send the content of the
message, it MJUST send a U DFETCH response, as defined in [ RFC9586].
The Ul DFETCH response SHOULD contain the the ENVELOPE, and the BI NARY
if it fits in the message length limts, or SHOULD contain the the
ENVELOPE, if it fits in the limts. Instead of sending the content,
the server MAY send SYNC EXI STS or SYNC to synchroni ze on push

When a nessage is deleted, to send a full-event, the server MJUST send
a VAN SHED response, as defined in [ RFC7162]. It MAY send SYNC
EXPUNGE or SYNC response to synchroni ze on push instead.

So, when a new mail cones in, the server sends one of the follow ng:

* Ul DFETCH ( ENVELOPE BI NARY)

* Ul DFETCH ( ENVELOPE)
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* Ul DFETCH (U D)

Exanmpl e of a push notification containing nultiple responses for the
"I NBOX" mai |l box, and one for "New Messages"

Push: * SELECT | NBOX

Push> * 20 Ul DFETCH (U D 20)
Push> * VANI SHED 1, 3

Push> * SELECT "New Messages”
Push> * VAN SHED 4

Exanpl e of a push notification when a new nail arrives in the "New
messages" nail box:

Push: * SELECT "New Messages”

Push> * 3 Ul DFETCH ( ENVELOPE \
("Mon, 7 Feb 1994 21:52:25 -0800 (PST)" \
"afternoon neeting" \
(("Fred Foobar" N L "foobar" "Bl urdybl oop. exanple")) \
(("Fred Foobar" N L "foobar" "Bl urdybl oop. exanple")) \
(("Fred Foobar" N L "foobar" "Bl urdybl oop. exanple")) \
((NIL NIL "nmooch" "owatagu. si am edu. exanple")) \
NIL NIL NIL "<B27397-0100000@8| ur dybl oop. exanpl e>"))

Exanpl e of a push notification when a new mail arrives, and the
server inplenments synchronization on push only:

Push: * SELECT | NBOX
Push> * SYNC EXI STS

7.2. \WebPush headers
Push nessages SHOULD have 604800 for the TTL header (a week).
Push nessages with a U DFETCH response SHOULD have high for the
Urgency header, push nessages w thout any SELECT response SHOULD have
|l ow for the U gency header to | ow, other push nessages SHOULD have

normal for the Urgency header.

Push nessages with responses other than a generic SYNC SHOULD NOT
contain a Topic header.
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7.3. Push nmessage processing

Because all responses regarding a specific mail box, sent by push
notifications are preceded with a SELECT response, the client MAY
parse SELECT responses only and choose to synchronize with the
server. For exanple, when the client receives SELECT I NBOX, it
requests the server for new events.

The client MAY al so parse only some other events. For exanple, a
client may parse U DFETCH responses, so it can directly show
important informations on the user interface. And synchronize with
the server if it receives another response.

The client MAY parse the nane only of sone events too. So when it
gets a KNOAN_NOT | MPORTANT response, the client can ignore it, or
choose to synchronize this mailbox with the server during the next
peri odi ¢ synchroni zation

The server MAY not send events that it considers not inportant.

The client MJST NOT rely exclusively on push notifications to stay
synchroni zed as they may arrive out of order, and delivery isn't
guarenteed. Especially if the client uses the contents of the push
messages, or if the client perforns partial synchronization on push
(synchroni ze a single mailbox), the client MIUST rely on anot her
mechanismto be fully synchronized. For exanple, a periodic
synchroni zati on may be used.

7.4. Push server response
When the push server returns a 429 Too many requests, it should have
send a Retry-After headers [ RFC9110] to indicate how | ong the server
has to wait before sending another request. |If this header is
present, the server MJUST follow the period requested. |f this header
is not present, the nmail server SHOULD wait 5 m nutes before sending
anot her request to this endpoint.

When the push server returns another 4XX status code, the nmail server
MJST renoves the subscription

When the push server returns a 5XX status code, the mail server
SHOULD wait 5 minutes before sending another request to the endpoint.

8. VAPID key rotation

Server VAPID key rotation may be necessary in some cases.
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When the server rotates the keys, if it still has access to the old
VAPI D key, the server SHOULD send the new VAPID public key with a
VAPI D response in a push notification, using the old VAPID key for
t he authori zati on.

The server MAY keep using the old VAPID key for sone time. As soon
as the old VAPID key is invalidated, old subscriptions activated with
this VAPID key MJUST be deacti vated.

Wien the server receives a WEBPUSH conmand for an activated
subscription that has been acknow edged with the old VAPID key, the
server MJST deactivate the subscription and MUST reply with an

unt agged VAPI D response and an unt agged WEBPUSH response. The server
then MUST send the ACKWEBPUSH response with a new token in a push
notification.

Al'l pendi ng acknow edgenent tokens nust be invalidate when the VAPID
key is rotated.

Exanmpl e of a client sending a WEBPUSH command for a subscription
activated with the old VAPID key:

C. al LWEBPUSH *

S: * WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
https://push. endpoint.tl d/randonml O

S: al OK LWEBPUSH conpl et ed

C. a2 WEBPUSH a8282bf 9- 6102-4elb- bb61- d26d0e532e65 \
htt ps://push. exanpl e. net/ push/ randont \
BCvxsr 7N_eNgVRqvHt D0z TZsEc6- W- JvLexhqUzORcxaOzi 6- AYWKv TBH bj \
yPj s7Vd8pZCH6SRpk Nt ol Ai w4 \
BTBZMyHH6r 4Tt s7J_aSI gg

S: * VAPI D BOni @@xHBPNY9gnQMo- 16vHqOh40pEl M f yUdFsxAgy\
zVKFMyuxwOQ dbZcq8hRj N2zpel nRvKVPI kzABvuTnl

S: * WEBPUSH a8282bf 9- 6102- 4elb- bb61- d26d0e532e65 \
htt ps://push. exanpl e. net/ push/ randoml NI L

S: a2 OK WEBPUSH conpl et ed

9. Formal Syntax

The foll owi ng syntax specification uses the Augrmented Backus- Naur
Form (ABNF) notation as specified in [ RFC5234].

Non-term nal s referenced but not defined bel ow are as defined by
[ RFC9051] and [ RFC4466] .

capability =/ "WEBPUSH"
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command-auth =/ getvapid / webpush / ackwebpush / | webpush /
si | webpush
getvapid = "GETVAPI D'
webpush = "WEBPUSH' SP (add-webpush-opt / del -webpush-opt)
ackwebpush = " ACKWEBPUSH' SP ackwebpush-t oken
| webpush = "LWEBPUSH' SP (list-w ldcards / subscription-id)

si | webpush = "SI LMEBPUSH' SP subscription-id SP (duration /
"session")

add- webpush-opt = subscription-id SP endpoi nt SP pubkey SP auth

del - webpush-opt = subscription-id SP ni

response- payl oad =/ vapid-resp / webpush-resp / ackwebpush-resp /
sync-resp

vapi d-resp = "VAPI D' SP pubkey

webpush-resp = "WEBPUSH' SP subscription-id SP endpoint SP (duration
[ nil)

sel ect-resp = "SELECT" SP mai | box

ackwebpush-resp = "ACKWEBPUSH' SP ackwebpush-t oken
sync-resp = "SYNC' [ SP response-first-word]

push-content = 1*(response-data)

response-first-word = <response-payload until first SP>
subscription-id = atom; Case sensitive

endpoint = "https://" text ; Case sensitive

pubkey = 87(base64url -char)

auth = 22(base64url - char)

duration = nunber

ackwebpush-token = atom; UU Dv4 is reconmended
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10.

11.

12.

12.

base64url -char = ALPHA/ DIGT / "_" [/ "-" ; Case sensitive
Security Considerations

The privacy and security considerations of [ RFC8030] [RFC8291] and
[ RFC8292] all apply to the use of this extension.

WebPush on decentralized applications may be used as a DDOS
anplification, by registering nultiple time a target as the endpoint,
on multiple servers then notifying all the accounts. Requiring the
client to acknow edge one push notification (with the ACKWEBPUSH
command and response) greatly reduces this risk.

| ANA Consi derations

VWEBPUSH capability need to be registered.
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