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Abst ract

Thi s docunent specifies Agentic JSON Web Token (Agentic JWI), as an
extension to QAuth 2.0 that addresses authorization challenges unique
to autonompus agentic Al systenms. This protocol solves the problem
of Zero-Trust drift due to non-determnistic Agentic Al clients

causi ng separation between user’s (resource owner’'s) intent and
client application s actions.

Traditional QAuth 2.0 assunes that client applications faithfully
represent user intent when requesting authorization. This assunption
breaks down when autononobus Al agents dynamically generate workfl ows,
create sub-agents, and nmamke authorization decisions wthout
continuous human oversight. W termthis the "intent-execution
separation problem"”

Agentic JW introduces three nechanisns to address this problem (1)
cryptographic agent identity through agent checksuns (based on
agent’s system pronpts, tools and configurations), (2) workflow aware
token binding that |inks user intent to agent execution, and (3) a
new QAuth 2.0 grant type (agent_checksum) for secure token issuance,
(4) a flavor of PoP (Proof-of-Possession) at the | evel of an agentic
identity to prevent token replays by other agents in the sane nulti-
agent process.

Thi s specification enabl es Zero-Trust security principles in nulti-
agent systens while naintaining backward compatibility with existing
QAuth 2.0 infrastructure. The security analysis and experi nental
validation are described in the conpani on research paper.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Goswam Expires 4 July 2026 [ Page 1]



I nternet-Draft Agentic JWI Protocol

Decenber 2025

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

| nt er net -

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as

"work in progress.”

This Internet-Draft will expire on 4 July 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.

as they describe your rights
Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal

Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction
1.1. Motivation .
1.2. Requirenents Language .
1.3. Conpani on Research

2. Term nol ogy . .
2.1. Agent dassifi catl ons .
3. Architecture Overview .
3.1. Architectural Corrponents
3.2. Abstract Protocol Flow
4. Agent Checksum G ant Type .

4.1. Overview

4.2. Token Request
4.2.1. Request Format .
4.2.2. Request Exanple .
4.2.3. Request Authentication

4.3. Authorization Server Processing .
4.3.1 Val i dati on Sequence . .
4.3.2 Checksum Veri fication Det a| I s .
4.3.3 Wor kfl ow Step Validation
4.3.4 Del egation Chain Validation .

Goswam Expires 4 July 2026

W OOoOo O OO Ul



I nternet-Draft Agentic JWI Protocol Decenber 2025

4.4. Successful Response . . . . . . . . . . . . . . . . .. . 16
4.4.1. Response Format . . . T 6)
4.4.2. Intent Token Structure e e . . ... ... .. .. 16
4.4.3. Token Example . . . e 4
4.4.4. Sequence Hash Cbnputatlon e

4.5. FError Responses . . . . e e
4.5.1. Error Response Fornat £
4.5.2. unsupported_grant _type . . . . . . . . . . . . . . . 19
4.5.3. unknown_agent . . . ] 0
4.5.4. agent _ checksuntntsnatch 1 0
4.5.5. workflow step_ unauthorized . . . . . . . . . . . .. 21
4.5.6. invalid request . . . B

4.6. Auth Grant Security Cbnsrderatrons e e e e e .22

4.7. Implenmentation Notes . . . . . . . . . . . . . . . . . . 22
4.7.1. Agent Registry . . . . . . . . . . . . . . . . ... 22
4.7.2. \Workflow Registry . . . A
4.7.3. Performance Cbnsrderatlons e e o . . . . . . . . . 23

5. Agent ldentity . . . . . . . . . . . . . . . . . . .. ... 23

5.1. Overview . . . v

5.2. Agent Cbnflguratlon Structure e e e s 24
5.2.1. Agent Specification . . -
5.2.2 Exanpl e Agent Specrfrcatron A S)
5.2.3 Tool ChecksumlLevels . . . . . . . . . . . . . . . . 26
5.2.4 Tool Signature Normalization . . . . . . . . . . . . 26
5.2.5. Source Code Normalization . . . . . . . . . . . . . . 29

5.3. Checksum Conputation . . <
5.3.1 Conput ati on Algorrthnt S X
5.3.2 I mpl enentation Quidance . . . . . . . . . . . . . . . 32

5.4. Agent Registration . . . . . . . . . . . .. . ... .. 35
5.4.1 Regi stration Overview. . . . . . . . . . . . . . . . 35
5.4.2 IDP Processing . . . . . . . . . . . . . . . . ... 35
5.4.3. Registration Response . . . . . . . . . . . . . . . . 36
5.4.4. Agent Updates . . . . . . . . . . . . . . . . . . . . 36

5.5. Checksum Verification . . . N ¥
5.5.1. dient-Side Vérlflcatlon N ¥
5.5.2. Server-Side Verification . . . . . . . . . . . . . . 38

5.6. ldentity Lifecycle . . . . . . . . . . . . . . . . . . . 38
5.6.1. Lifecycle Stages . . . . . . . . . . . . . . . . . . 38
5.6.2. State Transitions . . . T 1

5.7. ldentity Security Cbnsrderatrons < 1)

6. Protocol Flows . . . . . . . . . . . . . . . . . . .. ... 39

6.1. Overview . . . 1)

6.2. Agent Reglstratlon Flow < X0
6.2.1. Overview . . X0
6.2.2. Sequence Di agrant X0
6.2.3. Step-by-Step Procedure . . . . . . . . . . . . ... 4

6.3. Workflow Registration Flow . . . . . . . . . . . . . . . 42
6.3.1. Overview . . . . . . . . . . . ..o, 42

Goswam Expires 4 July 2026 [ Page 3]



Internet-Draft

©

10.

Goswam

0 00 0 Qo o o o

NOUOOOROOWOONOOOLOEPNINHEWONETTIPONPINIOND DN HDD

9.
9.
9

AER ww

Qoo

6
6
6.
6
t

C

1
1.
1
1

NN

DD

Agentic JWI Protocol

2. Sequence Di agram

.3. HITP Exanpl e

Token Request Fl ow

1. Overview

2. Sequence Di agram . .
.3. Step-by-Step Procedure
APl Aut horization Fl ow

1. Overview

2. Sequence Di agram

.3. Validation Steps .

Mul ti - Agent Del egatl on Fl ow
.1. Overview .

. 2. Sequence Di agram

3. Delegation Steps . . .
.4. Delegation Validation .

uture Work . .o
ANA Consi der ati ons .

Overvi ew

QAut h Aut hori zatl on Grant Type Regl st ratl on

JWI Cl ains Registration . .
QAut h Paraneters Registration . .
QAut h Extensions Error Registration .
Medi a Type Registration .

Regi stration Summary
urity Considerations .

Checksum Security . .
.1. Checksum Verificati on Securl ty
2. Checksum Strength .
.3. Registration Security . .
.4. Registry Storage Securlty .
Token Security S
.1. Token Lifetime .
. 2. Proof-of -Possession .

Wor kfl ow Security . . .
.1 V\brkflowValldatlon. .
.2. Delegation Chain Integrlty

I mpl enent ati on Consi derations .
.1. Cryptographi c Requirenents
.2. Privacy Considerations
.3. Denial of Service Consi deratl ons
Threat Analysis . .

Threat Descriptions and Attack Vect ors .
Security Anchors and Mtigati on Mechani sns

Ref erences
10. 1.
10. 2.

Acknowl edgenent s

Contributors

Nor mati ve Ref erences .
Informati ve References .

Expires 4 July 2026

Decenber 2025

42
43
44
45
45
46
47
48
48
49
49
50
50
51
53
53
53
54
54
54
55
56
57
57
58
58
58
58
58
59
59
59
59
60
60
60
60
61
61
61
62
64
66
67
67
69
71
71

[ Page 4]



I nternet-Draft Agentic JWI Protocol Decenber 2025

1.

Author’'s Address . . . . . . . . . . . . . . . . .. ... ... 1Nn
I nt roduction

QAuth 2.0 is designed for deternministic client applications that
execute sone workfl ow on behal f of a resource owner [RFC6749]. The
principle is that an authorization server (or Identity Provider, |DP)
validates the client application using an authorization grant appoved
by the resource owner and issues an access token as the proof of

aut hori zation, which is then used by sone fixed workflow on the
client to invoke an APl hosted on the resource server. This
mechani sm breaks down for client applications using agentic Al with
LLM reasoni ng because the decision to call resource server APlIs could
be taken by non-determnistic LLMreasoning that creates a separation
bet ween user’s intent and actual agentic execution.

Consider a multi-agent vulnerability patching systemwhere a
supervi sor agent coordinates planner, classifier, and patcher sub-
agents. Traditional QAuth 2.0 cannot detect when a | ow privil ege
classifier agent tricks a high-privilege patcher into nodifying
critical systemfiles, as the bearer token provides no cryptographic
bi ndi ng between user intent and agent execution. Wile next-
generation protocols like GNAP [I-D.ietf-txauth-gnap] address sone
QAuth 2.0 Iimtations through JSON based grant negotiation, they do
not provide the agent-specific identity verification and workfl ow

bi ndi ng mechani snms required for autononous Al systens.

Thi s docunent addresses the following critical gaps in existing
aut hori zation frameworks for autononous agents:

* Agent ldentity: How to cryptographically verify agent identity
beyond client _id credentials

* |Intent Binding: How to bind user-authorized intent to specific
agent wor kfl ows

* Delegation Control: How to prevent unauthorized cross-agent
privil ege escal ati on

* Agent |evel Proof-of-Posession: How to prevent token replaying by
anot her agent running within the sane client process.

Thi s specification does NOT address:
* Mbdel non-determ nismor LLM safety

* Agent framework-specific inplenentation details
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* Performance optinization techniques
1.1. Motivation

Agentic Al based applications are rapidly solving nore use cases and
have al ready becone targets for massive investnments in enterprises
across industries. Agentic clients would likely proliferate much
faster than the currently avail abl e Zero-Trust inpl enmentati ons,
including QAuth 2.0. The fundamental Zero-Trust principles

[ NI ST- SP-800-207] outlined in the NI ST 800.63 publication

[ NI ST- SP-800-63] and [ NI ST- SP-800-63C] are very nuch applicable and
sound but current inplenmentations need to catch up. This protoco
enhancenent attenpts to achi eve pernmanent protection fromthe
possibility of Zero-Trust drift in APl invocations done by agentic
client applications. This specification outlines this novel protoco
as fully backward conpatible with the current QAuth 2.0 primtives
whi | e expandi ng the token issuance and resource server validation
processes to recognzie agents as separate identities, their currently
runni ng version, the currently executing workflow and entire

del egation chain in case of multi-agent applications. It also
defines a way to nmake agentic clients auditable on the authorization
server side

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.3. Conpani on Research
A conprehensive threat nodel ling using the STRI DE net hodol ogy
[ SHOSTACK], including experinental eval uation, and perfornmance
anal ysis is described in the research paper, [PAPER-REF]. This
docunent focuses on protocol specification for inplenmenters
The system architecture and mechani snms described in this
specification are the subject of U S. Patent Application 19/315, 486
[ PATENT- REF] .

2. Term nol ogy

Thi s docunent uses the following ternms in addition to those defined
in [RFC6749] and [ RFC7519]
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Agentic dient:
An aut onomous Al agent that acts as an QAuth 2.0 client. Unlike
traditional clients, agentic clients can dynam cally generate
wor kfl ows, create sub-agents, and nake authori zation deci sions
wi t hout continuous human interaction.

Agent Checksum
A SHA- 256 crypt ographi c hash conputed over the agent’s
configuration, including system pronpt, available tools, and node
paraneters. The agent checksum uniquely identifies the agent’s
behavi oral specification and serves as its cryptographic identity.

I ntent Token:
A JWI (JSON Web token, [RFC7519]) issued by the authorization
server that encapsul ates user-authorized intent. The intent token
i ncludes new cl ai ns, and senmantics such the workfl ow definition,
request ed scopes, agent checksum bi ndi ng, workfl ow del egati on
chain, and user approval status. It is fully conpatible with
pl ain JW tokens and other JWI primtives |ike JW5 (JSON Wb
Si gnature, [RFC7515]) and JWE (JSON Wb Encryption, [RFC7516]).

Wor kf | ow Bi ndi ng:
The cryptographi ¢ associ ati on between a user-approved workfl ow and
the access token issued for its execution. |Inplenented through
the workfl ow_ i d and wor kfl ow_hash cl ai ns.

Del egati on Assertion
A cryptographic proof that an agent is authorized to execute a
speci fic workfl ow on behalf of a user. Conbines agent identity
verification, intent binding, and scope restrictions. The
mechanismis simlar in spirit to QAuth 2.0 Token Exchange
[ RFC8693] but uses agent-specific cryptographic binding instead of
t oken exchange grants.

Agent Checksum Grant or agent_checksum
A new QAuth 2.0 grant type (defined in Section 7) that allows
agents to exchange intent tokens for access tokens using agent
checksum verification instead of client credentials.

Super vi sor Agent:
In multi-agent systens, the agent that coordinates sub-agent
wor kfl ows and mai ntains the del egation chain. Referenced in
exanpl es t hroughout this docunent.
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3.

3.

I nt ent - Executi on Separation
The security gap that occurs when an agent executes actions that
di verge fromuser-authorized intent. Traditional QAuth 2.0 cannot
detect this separation because bearer tokens do not bind
aut hori zation to specific execution contexts.

Human in the Loop
An agentic Al architectural pattern that involves sonme steps of an
agentic workflow to be done or approved by human. The agentic
wor kf |l ow executes to a specific point and then pauses by notifying
for human approval, it then waits until an approval is received
before continuiing with the workfl ow.

Aut hori zation Server or ldentity Provider or |DP
This is the "Authorization Server" as defined in [ RFC6749]

Client ShimLibrary
Desi gned to be used as a dependency in any agentic client
application to make the protocol flow of this intent based agentic
jw protocol easy to inplenent. It reduces the work on these
client applications to a single line of code and hides all the
conplexity involved in perform ng the tasks necessary for seanl ess
m nting of intent tokens, verifying agent registrations froml|DP
(or Authorization Server), and tracking runtinme agent workflow so
that workflow state can be used while requesting an intent token

.1. Agent C assifications

Thi s specification recognizes three agent types based on autonony
| evel

Ful 'y Supervised Agents: Require human approval for each action

Seni - Aut ononous Agents: Execute pre-approved workfl ows with human
oversight, such as when using Human in the Loop pattern

Ful | y Aut ononbus Agents: Execute conpl ete workflows w thout human
i ntervention

The security requirenments vary by agent type, with fully autononous
agents requiring the strongest guarantees.

Architecture Overview
1. Architectural Conponents

This agentic JW architecture introduces the follow ng novel (but
backward conpati bl e) protocol features:

Goswam Expires 4 July 2026 [ Page 8]
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* Enhancerments in JW dains: The protocol introduces some new
clainms required for supporting the verification of agentic Al
clients.

* A new Authorization Grant call ed agent _checksum The protco
i ntroduces a novel authorization grant [ RFC6749] call ed
agent _checksumthat allows the agentic client applications to act
on behal f of the resource owner and enabl es the authorization
servers to issue tokens without explicit credentials, by sinply
using an agent’s runtine identity. An agent’s runtinme identity is
typically conposed of its systempronpt, its tool specification
(or a hash of actual tool function code), and LLM configuration
(if applicable).

* Authorization Server token issuing protocol: The protocol adds
uni que verification capabilities on the authorization server side
used during token issuance process.

* Resource Server verification protocol: The protocol adds
additional verification capabilities on the resource server side.

* |Intent Token: This is the new JWI conpatible token that contains
the additional clains plus the agent specific identity
information. (see Intent Token (Section 2)).

Al'l of the above mentioned architectural choices are fully backward
compatible with QAuth 2.0.

The architecture conponents that nake these features possible can be
i mpl ement ed usi ng general purpose programi ng | anguages |i ke python,
nodej s, java etc. The exact |ogical conponent design is outlined
bel ow.

* Cient ShimLibrary: Inplenents the client side |ogic that
performs the tasks necessary for sean ess nminting of intent
tokens, verifying agent registrations fromI|DP (or Authorization
Server), and tracking runtinme agent workflow so that workfl ow
state can be used while requesting an intent token

* Authorization Server Library: Inplenents the Authorization Server
side validation logic for authenticating incomng client requests
usi ng agent checksum aut hori zati on grant.

* Resource Server Library: Inplements the Resource Server side |logic

for token validation for intent tokens including per agent Proof-
of - Posessi on verification
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3.2. Abstract Protocol Flow

The Agentic JWI protocol flowis conceptually simlar to that of
QAuth 2.0 [RFC6749] at high level. However, the internal structure
and nechanismis different and encapsul ates agentic aware protocol

f eat ures.
T +
I I
| Cient |
I I
| . + Femm e e e
| | Agent Regi stration |
| Fo-t- - (A) - >| Resour ce
|1 |1 I Owner
|| | I
| | <-+--(B)---Authorization-Gant------ +
| | (agent _checksum L
|| ||
|| ||
| | ShimLibrary | | e
| t--t+--- (0O ----- agent _checksum------ >|
|| ||
| | | Authorization
| | | Server
| | <-+--(D)------ intent-token---------- +
| ] | ] (with agent information) +-----------------
|| ||
| | EEEEEEEEPEEEEEEE
| ] t--t--(B)------ i ntent-token--------- >|
| | | Resour ce
| | | Server
| ] | <-+--(F)----Protected-Resource------ +
| U + S
Fomm oo +

Workfl ow. User — IDP — Intent Token — Agent — Access Token — API

Figure 1: Agentic JW Abstract Protocol Flow

The protocol flow described in Figure 1 outlines the interactions
between the client (via ShimLibrary), the Resource Oaner, the

Aut hori zation Server, and the Resource Server. This flowis fully
conpatible with the original QAuth 2.0 protocol flow. The
conplexities of verifying registered agents on the Client, capturing
runtime identity of an agent for nminting intent tokens, tracking
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runti me workfl ow and sending these to Authorization Server with the

i ntent token request, are hidden inside the ShimLibrary. A dient
application just needs to include the Shimlibrary as a dependency to
make this flow work. The protocol flow steps are described bel ow

(A

(B)

(O

(D

(B

(F)

The client makes an authorization grant request to the resource
owner either directly or preferably via the authorization
server. Having authorization grant means that each agent
running within the client process has been registered as
identity in the authorization server with an Agent Checksum (see
Section 2) of its systempronpt, tool specifications, and LLM
configuration.

The client receives an authorization grant that can be used to
request intent tokens fromthe authorization server. This is
new aut hori zation grant type called agent _checksum The

agent _checksum aut horization grant is based on an agent’s

i nherent signature used as its identity. An agent’s signature
conmprises of its systempronpt, tools specifications (or too
function code), and LLM configuration. This new grant type is
described in Section 4

The shimlibrary running within the client process requests an
intent token by presenting the authorization grant of

"agent _checksum which uses the currently running agent’s
signature as part of the input. The shimlibrary conmputes the
runti me Agent Checksum (see Section 2 of the running agent and
includes in the intent token request.

The aut horization server validates the request agai nst the
regi stered agents, by conparing agent checksumin the input with
regi srered checksunms, and if valid, issues the intent token

The shimlibrary, running within the client process, requests
the protected resource fromthe resource server by presenting
the intent token for authentication and authorization

i nformati on.

The resource server validates the intent token,and if valid,
serves the request.

4. Agent Checksum Grant Type

Goswam

Expires 4 July 2026 [ Page 11]



I nternet-Draft Agentic JWI Protocol Decenber 2025

4.1. Overview
Thi s specification defines a new QAuth 2.0 grant type for autononous
Al agents: "agent checksunt. This grant type enabl es agents to
obtain access tokens (called intent tokens in context of this
specification) by proving their identity through cryptographic
checksumverification rather than traditional client credentials.
The grant type is designed specifically for agentic clients that:
* Have registered their agent checksumwi th the authorization server
* (Optionally execute pre-approved workflows with defined steps
* Maintain del egation chains across nulti-agent systens
* Requi re proof-of-possession token binding
Grant Type ldentifier:

urn:ietf:paramns: oaut h: grant-type: agent _checksum

Note: For brevity in exanples, this docunment uses the short form
"agent checksuni instead of the full URN.

4.2. Token Request

4.2.1. Request Format
The client shimlibrary (see Section 2), on behalf of an agent, makes
a request to the token endpoint by sending the foll ow ng paraneters
using the "application/json" format with a character encodi ng of UTF-
8:

grant _type: REQU RED. Value MJST be "agent checksum' (or the ful
URN)

agent _id: REQU RED. The unique identifier of the regi stered agent.

conput ed_checksum REQUI RED. The SHA-256 checksum conputed over the
agent’s current configuration. Format: "sha256: <hex>".

wor kfl ow_i d: REQUI RED when wor kfl ow_enabled is true. The identifier
of the registered workfl ow bei ng execut ed.

wor kfl ow_step: REQU RED when wor kfl ow enabled is true. The
identifier of the specific workflow step bei ng execut ed.

Goswam Expires 4 July 2026 [ Page 12]



I nternet-Draft Agentic JWI Protocol Decenber 2025

4.

2

wor kf | ow_enabl ed:  OPTI ONAL. Bool ean i ndi cati ng whet her workf | ow
val idation should be enforced. Default: false.

requested _scopes: REQU RED. Array of QAuth 2.0 scopes requested for
this token

audi ence: REQUI RED. The intended audience (resource server) for the
token. My be a single string or array of strings.

del egation_context: OPTIONAL. Object containing del egati on chain
information for nmulti-agent workflows. Contains "chain" (array of
parent agent ids) and "conpl eted steps" (array of conpleted
wor kfl ow step identifiers).

2. Request Exanple

Exanmpl e HTTP request (with line breaks for readability):
POST /intent/token HTTP/ 1.1

Host: i dp. exanpl e. com

Cont ent - Type: application/json
Aut hori zation: Bearer <adm n_token>

{
"grant _type": "agent_checksunt,
"agent _id": "vulnerability-patcher-vl1l",
"conput ed_checksuni: "sha256: a3c7f 2e8d9b4f 1e2c8a7d6f 3e9b2c4f1...",
"wor kfl ow_ i d": "auto-pat ch-workfl ow v1",
"wor kfl ow_step": "step_3 patch_application”,
"wor kf | ow_enabl ed": true,
"request ed_scopes": |
"repo:wite",
"vul nerability:read"
1,
"audi ence": "https://api.qgithub.cont,
"del egation_context": {
"chain": [
"supervi sor - agent ",
"pl anner - agent ",
"vul nerability-patcher-vi1"
1,
"conpl eted steps": |
"step_1 anal yze_manifest",
"step_2 create_patch_pl an"
]
}
}
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4.2

4. 3.

4. 3.

4. 3.

CGos

.3.  Request Authentication

The token endpoint MJST be protected. 1In the reference

i npl ementation, requests require an Authorization header with a
bearer token that has the "generate:intent-token" scope and audi ence
"idp.local host". This token may well be the usual JW client |evel
access token that uses one of the traditional QAuth 2.0 Authorization
G ants [ RFC6749].

I npl enent ati ons MAY use di fferent authentication nechanisns (e.g.,
client credentials, mutual TLS) but MJST ensure that only authorized
entities can request tokens on behal f of agents.

Aut hori zation Server Processing
1. Validation Sequence

Upon receiving a token request, the authorization server MJST perform
the follow ng validation steps | N ORDER:

1. *Gant Type Validation:* Verify that grant_type equals
"agent _checksunf. If invalid — Return error
"unsupported _grant _type" (Section 4.5.2)

2. *Agent Existence Check:* Verify that agent_id exists in the agent
registry. |If not found — Return error "unknown_agent"
(Section 4.5.3)

3. *Checksum Verification:* Retrieve the registered checksum for
agent _id. Conpare conmputed checksumwi th the stored checksum
If mismatch — Return error "agent_checksum ni smatch"
(Section 4.5.4)

4. *Workflow Step Authorization (if workflow enabled):* Validate
that the agent is authorized to execute the specified
wor kfl ow step within workflow id. Verify prerequisite steps are
compl eted (from del egati on_context). Check approval requirements
if step requires approval. |If unauthorized — Return error
"wor kf | ow_st ep_unaut hori zed" (Section 4.5.5

5. *Token Creation:* If all validations pass, create and sign the
i ntent token (Section 2).

2. Checksum Verification Details

For the checksumverification procedure please see Section 5.5.2
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4.3.3. VWorkflow Step Validation

When workfl ow enabled is true, the authorization server MJST validate
t he wor kfl ow execution state:

1. Verify that workflow_ id exists in the workflow registry

2. Verify that workflow step exists within the workflow definition

3. Check that all required prerequisite steps have been conpl et ed:
* Retrieve the step definition for workfl ow step

* ldentify all steps marked as "required" that appear before
wor kfl ow_step in the workfl ow sequence

* Verify all required steps are present in
del egati on_cont ext. conpl et ed_st eps

4. |If the step has requires_approval =true:
* Locate the npbst recent approval gate step before workfl ow step
* Verify that approval gate step is in conpleted steps
* |If no approval gate found or not conpleted — reject request

This validation ensures that agents cannot skip required steps or
bypass approval gates in nulti-step workfl ows.

4.3.4. Delegation Chain Validation

If del egation_context is provided, the authorization server SHOULD
val i date the del egation chai n:

* Verify that all agents in the chain are registered

* Verify that the chain represents a valid del egati on path (parent
agents authorized the del egation)

* Verify that the requesting agent is the last elenment in the chain
The del egati on_context.chain array represents the del egation
hi erarchy fromthe original initiating agent to the current agent.

For exanple: ["supervisor", "planner", "patcher"] indicates that the
supervi sor delegated to the planner, which delegated to the patcher
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4. 4. Successful Response
4.4.1. Response Format

If the request is valid and all verification checks pass, the
aut hori zation server issues an intent token and returns it in the
response:

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "eyJhbGci G JSUzl INi | sl nR5cCl 61 kpXVCl sl nt pzCl 6. .. "
"token_type": "Bearer",
"expires_in": 300,
"scope": "repo:wite vulnerability:read"
}

Response fi el ds:
access_token: REQU RED. The intent token encoded as a JW.
token_type: REQU RED. MJST be "Bearer".

expires_in: RECOVMENDED. Lifetinme in seconds. For intent tokens,
this SHOULD be short (e.g., 300 seconds / 5 mnutes).

scope: OPTIONAL. Space-delimted |ist of scopes granted. NMAY
differ fromrequested_scopes if authorization server applies
restrictions.
4.4.2. Intent Token Structure
The intent token is a JW [RFC7519] with the follow ng clains:
*Standard JWI Cl ai ns: *

iss (lssuer): REQUI RED. Authorization server identifier

aud (Audience): REQU RED. Intended recipient(s). Value from
request . audi ence.

sub (Subject): REQU RED. Agent identifier (request.agent_id)

exp (Expiration): REQU RED. Token expiration tinme (Unix tinmestanp).
SHOULD be iat + 300 seconds for intent tokens.
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iat (lssued At): REQUI RED. Token issuance tine (Unix tinmestanp).

jti (JW ID): REQU RED. Unique token identifier for replay
preventi on.

scope: REQUI RED. Space-delimted QAuth 2.0 scopes.

*Pr oof - of - Possession C aim*

cnf (Confirmation): REQU RED. Proof-of-possession confirmation as
defined in RFC 7800 [ RFC7800]. Contains "jwk" field with the
agent’s public key in JWK fornmat.

*Intent-Specific Cains (nested under "intent" object):*

wor kfl ow i d: REQUI RED when wor kfl ow _enabl ed. Workflow identifier.

wor kfl ow_step: REQU RED when wor kfl ow enabl ed. Current step
identifier.

executed_by: REQU RED. Agent executing this step (sanme as sub).

del egation_chain: REQU RED. Cryptographic hash of the del egation
sequence. Conputed as SHA-256 over the pipe-delinmted chain of
agent _ids, truncated to 16 hex characters. See Section 4.4.4

step_sequence_hash: REQUI RED. Cryptographic hash of conpleted

wor kfl ow steps. Conputed as SHA-256 over pipe-delimted conpleted

step IDs, truncated to 16 hex characters. See Section 4.4.4

*Agent Proof C ainms (nested under "agent proof" object):*

agent _checksum REQUI RED. The verified agent checksum (from
request . conput ed checksum. See Section 5 for detail ed agent
identity and checksum anal ysi s.

registration_id: REQURED. The registration identifier fromthe
agent registry, enabling token revocation at the registration
| evel .

4.4.3. Token Exanple

Exanpl e decoded i ntent token payl oad:
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{
"iss": "https://idp.example.cont,
"aud": "https://api.github.cont,
"sub": "wvul nerability-patcher-v1l",
"exp": 1735690800,
"fat": 1735690500,
"jti": "token_a3f7e89c",
"scope": "repo:wite vulnerability:read",
"enf":r
Tjwktr |
"kty": "RSA",
"use": "sig",
"al g": "RS256",
"n": "XGOr-H7A-PW...",
"e": "AQAB'
}
1
"intent": {
"wor kfl ow_i d": "auto-pat ch-workfl owv1l",
"wor kfl ow_step": "step_3 patch_application”,
"executed_by": "vul nerability-patcher-v1i",
"del egation_chain": "f3e8d9c7b2a4la3c",
"step_sequence_hash": "a7c9e2f 4b8d61c3f"
},
"agent _proof": {
"agent _checksuni: "sha256: a3c7f2e8d9b4f 1e2c8a7d6f 3e9b2c4f 1. .
"registration_id": "reg_vul nerability-patcher-v1l_1735680000"
}
}

4.4.4. Sequence Hash Conputation

The del egati on_chain and step_sequence_hash provi de cryptographic
integrity over the workfl ow execution path:

*Del egation Chain Hash:*

# I nput: del egation_context.chain + current agent_id
chain = ["supervisor", "planner", "patcher"]

chai n_string = "supervisor]| pl anner| pat cher"

hash = SHA256(chai n_string. encode(’ utf-8'))

del egati on_chain = hash. hexdi gest()[: 16]

# Result: "f3e8d9c7hb2a4la3c"

*Step Sequence Hash: *
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# I nput: del egation_context.conpleted_steps + current step
steps = ["step_1 analyze", "step_2 plan", "step_3 patch"]
steps_string = "step_1 anal yze|step_2_pl an| step_3_patch”
hash = SHA256(steps_string. encode(’ utf-8'))

st ep_sequence_hash = hash. hexdi gest ()[: 16]

# Result: "a7c9e2f 4b8d61c3f"

If an agent has skipped steps or altered the del egation chain, the
IDP side library will be able to detect during intent token request.
However, including these hashes in the intent token additionally
enabl es resource servers to detect if an agent has skipped steps or
altered the del egation chain.

4.5. FError Responses
4.5.1. Error Response For nat

Error responses follow the QAuth 2.0 error response fornat defined in
Section 5.2 of RFC 6749 [RFC6749]:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"error": "agent_checksum m smat ch",
"error_description": "Agent checksum mi smatch - code integrity violation",
"error_uri": "https://idp.exanple.conf docs/errors#checksum ni smat ch"

}

4.5.2. unsupported_grant_type
Error Code: unsupported_grant _type
HTTP Status: 400 Bad Request

Description: The grant _type parameter does not equa
"agent _checksunt'.

Exanpl e:
{
"error": "unsupported_grant_type",
"error_description': "Grant type must be 'agent_checksum "
}

Goswam Expires 4 July 2026 [ Page 19]



I nternet-Draft Agentic JWI Protocol Decenber 2025

4.5.3. unknown_agent
Error Code: unknown_agent
HTTP Status: 401 Unauthori zed

Description: The agent _id is not registered with the authorization
server.

Recommended Action: Agent nust conplete registration (Section 6.1)
bef ore requesting tokens.

Exanpl e:
{
"error": "unknown_agent",
"error_description': "Agent ID not found in registry. Register first."
}

4.5.4. agent_checksum m smat ch
Error Code: agent checksum m snatch
HTTP Status: 401 Unauthori zed
Description: The comput ed_checksum does not match the registered
checksum for the agent_id. This indicates that the agent’s
configuration (pronpt, tools, or nodel paraneters) has been nodified
since registration

Security Inplication: This is a critical security error that may
i ndi cat e:

* Unaut horized nodification of the agent

* Attenpted inpersonation attack

* Code integrity violation

Recomended Action: Agent nust re-register with updated checksum

bef ore requesting tokens. Authorization server SHOULD | og this event

for security nonitoring

Exanpl e:
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{
"error": "agent_checksum m smat ch",
"error_description": "Agent checksum mi smatch - code integrity violation",
"error_uri": "https://idp.exanple.conf docs/errors#checksum ni smat ch”

}

5. workfl ow_step_unaut hori zed
Error Code: workfl ow step_unauthorized
HTTP Status: 403 Forbi dden

Description: The agent is not authorized to execute the specified
wor kfl ow_step. This nmay occur when

* Prerequisite steps have not been conpl eted
* Required approval gate has not been passed
* Step is not defined in the workfl ow

* Agent is not assigned to this workflow step

Recommended Action: Review workfl ow definition and ensure al
required prerequisites are mnet.

Exanpl e:
{ .
"error": "workfl ow step _unauthorized",
"error_description": "Agent not authorized for workflow step
Required prerequisite steps not conpleted."”,
"mssing_steps": ["step_1 analyze manifest", "step_ 2 approval _gate"]
}
6. invalid_request

Error Code: invalid_request
HTTP Status: 400 Bad Request

Description: The request is malforned or mssing required paraneters.
Common causes:

* Mssing required fields (agent _id, conputed_checksum etc.)

* |nvalid JSON fornmat
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* wor kfl ow_enabl ed=true but workfl ow_i d/ workfl ow_step mni ssing

* Invalid checksumformat (rnust be "sha256: <hex>")

Exanpl e:
{ o
"error": "invalid_request",
"error_description': "M ssing required paraneter: conputed_checksunt
}

4.6. Auth Grant Security Considerations
For grant type specific security considerations, see:
* Checksumverification: Section 9.1.1
* Token lifetime: Section Section 9.2.1
*  Workflow validation: Section 9.3
For conprehensive security analysis, see Section 9
4.7. I nplementati on Notes
4.7.1. Agent Registry

The authorization server maintains an agent registry mappi ng agent _id
to registration records. Each record contai ns:

* agent_id - Unique identifier

* checksum - SHA-256 agent checksum

* registration_id - Unique registration instance ID

* public_key - Agent’s public key (for cnf claim

* registered_at - Registration tinestanp

* version - Registration version (for checksum updat es)
Multiple registrations may exist for the same agent _id when the

agent’s configuration changes. The authorization server uses the
LATEST registration for verification
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4.

5
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7.2. \Workflow Registry

The workfl ow regi stry stores workflow definitions including:
* workflow id - Unique workflow identifier

* steps - Ordered array of workflow step definitions

Each step contains:

* step_id - Unique step identifier

* required - Boolean indicating if step is required

* requires_approval - Bool ean for approval requirenent

* approval _gate - Boolean marking this step as approval gate
* agent_id - Agent authorized to execute this step (optional)
7.3. Performance Consi derations

The checksum verification and workfl ow val i dati on add overhead to
token issuance. |nplenentations SHOULD:

* Cache agent registry | ookups to reduce database queries

* Use indexed dat abase queries on agent _id for fast |ookup

* Pre-conpute workfl ow step dependencies to speed validation

* I npl enent connection pooling for registry data stores

The reference i npl enentation shows ~4. 3% overhead conpared to
standard QAuth 2.0 token issuance, which is acceptable for nopst
producti on depl oynents.

Agent ldentity
1. Overview

Agent identity in this specification is based on cryptographic
checksuns conputed over an agent’s configuration. Unlike traditiona
client credentials that can be shared or stolen, the agent checksum
provi des a uni que cryptographic fingerprint of the agent’s actua

i mpl ement ati on.

The agent checksum serves three critical functions:
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* *ldentity Verification:* Proves that an agent’s configuration
mat ches what was registered with the authorization server

* *Code Integrity:* Detects unauthorized nodifications to the
agent’s system pronpt, tools, or configuration

* *Non-Transferability:* Prevents credentials frombeing reused by
different agent inplenentations

This section defines how agent identity is established, verified, and
mai nt ai ned t hroughout the agent |ifecycle.

5.2. Agent Configuration Structure
5.2.1. Agent Specification

An agent’'s identity is derived fromits specification, which includes
all conponents that define the agent’s behavi or

agent _i d:
REQUI RED. Unique identifier for the agent. MJST be unique within
the application scope. Format: al phanuneric with hyphens, e.g.,
"vul nerability-patcher-v1l".

pronpt:
REQUI RED. The conpl ete system pronpt that defines the agent’s
role, capabilities, and constraints. This is the full text
provided to the | anguage nodel that shapes agent behavi or

tool s:
REQUI RED. Array of tool definitions available to the agent. Each
tool includes nane, description, and paraneter schema. The order
of tools MJUST be determnistic.

configuration:
OPTI ONAL. Additional configuration parameters including:

* nodel _nane - Language nodel identifier
* tenperature - Sanpling tenperature (0.0-1.0)
* max_t okens - Maxi mum generation | ength

* top_p - Nucleus sanpling paraneter
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5.2.2. Exanmple Agent Specification

Exanpl e agent specification for a vulnerability patching agent:

"agent _id": "vul nerability-patcher-v1",

"pronpt": "You are a security agent responsible for patching
vul nerabilities in software dependenci es. Analyze
mani fests, identify vul nerabl e packages, and generate
pat ches. Always verify changes before commtting.",

"tools": |
{ .
"name": "read_nanifest",
"description": "Read package manifest file",

"parameters”: {
"type": "object",
"properties": {
"file_path": {"type": "string"}

} i)
"required": ["file_path"]

}
H
{
"name": "check_vul nerability",
"description": "Check package for known vul nerabilities",
"parameters": {
"type": "object”,
"properties": {
"package": {"type": "string"},
"version": {"type": "string"}
"required": ["package", "version"
}
H
{
"nanme": "create_patch",
"description": "Create patch for vul nerabl e package",
"parameters”: {
"type": "object”,
"properties": {
"package": {"type": "string"},
"current_version": {"type": "string"},
"target _version": {"type": "string"}
},
"required": ["package", "current_version", "target_version"]
}
}
1,
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"configuration": {
"nmodel _name": "cl aude- 3-5- sonnet - 20241022",
"temperature": 0.0,
"max_t okens": 4096
}
}

5.2.3. Tool Checksum Levels
Tool s may be included in the checksum conputation at two | evels:

Shal | ow (Default): Only the tool signature (name, description
paraneters) is included in the checksum The actual function
i mpl ementation is not hashed. This allows tool inplenmentation to
evol ve without requiring re-registration

Deep: The conplete tool inplenentation, including normalized
function source code, is included in the checksum This provides
stronger integrity guarantees but requires re-registration for any
code changes.

I mpl enent ati ons MUST support shall ow checksuns. Deep checksuns are
OPTI ONAL and MAY be indicated through tool netadata.

In the reference inplenmentation, tools are marked for deep
checksumm ng using a decorator:

@ecure_tool (nane="critical operation", checksum| evel =Checksunievel . deep)
def critical _operation(parans):
# Tool inplenentation included in checksum
pass
When i ncl udi ng source code in deep checksuns, inplementations MJST
nornal i ze the source code to ensure formatti ng changes do not affect
checksuns while | ogic changes are al ways det ect ed.
5.2.4. Tool Signature Normalization
Tool function signatures MJUST be normalized to renmpove framework-
specific wapper paraneters that do not affect agent behavior. This
ensures that checksuns renain stable across different agent
f ramewor ks
*W apper Paraneters to Renove:*
* config - Framework configuration object

* cal | backs - Call back handl ers
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* run_manager - Execution nanager

* tags - Execution tags

* metadata - Execution netadata

* run_id - Execution identifier

* **kwargs - Catchall for framework paraneters

Ref erence i npl enentation for signature nornalization:
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i nport inspect

def get_core_signature(func) -> str:

Get function signature with w apper paraneters renoved.
# Unwrap decorators to get original function
current = func
try:
current = inspect.unw ap(func)
except (ValueError, AttributeError):
pass

sig = inspect.signature(current)

# Known wr apper paraneters to filter out

VWRAPPER_PARAMS = {
"config', 'callbacks’, 'run_nanager’, 'tags’, 'netadata’,
‘run_id, 'parent_run_id , 'configurable , 'recursion_limt’

}

# Build cl eaned paraneter |ist
cl eaned_parans = []

for nane, paramin sig.paranmeters.itens():
# Skip known w apper parans
i f nanme i n WRAPPER PARAMS:
continue

# Skip VAR KEYWORD (**kwargs) if it |ooks |ike wapper catchal
i f param ki nd == inspect. Paranet er. VAR_KEYWORD:
conti nue

# Skip VAR PCSI TIONAL (*args) used by wappers
i f param ki nd == i nspect. Paranet er. VAR POSI TI ONAL and nane == 'args’
conti nue

cl eaned_par ans. append( par am
# Create new signature
new si g = inspect. Signature(

cl eaned_par ans,
return_annotati on=sig.return_annotation

)

return str(new sig)
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This norrmalization is CRITICAL for cross-framework conpatibility.
Wthout it, the sanme |ogical tool would have different checksums when
used in LangChain [LANGCHAIN] vs CrewAl [CREWAI] vs other frameworks
[ LANGGRAPH]

5.2.5. Source Code Normalization

For deep checksumtools that include source code, inplenentations
MJST normal i ze the source code using Abstract Syntax Tree (AST)
parsing. This ensures that formatti ng changes do not affect
checksuns while any | ogi c changes are al ways detected.

Normal i zati on process:

1. Parse source code to AST (Abstract Syntax Tree)

2. Renove docstrings (captured separately in tool description)
3. Renove comments (not part of execution |ogic)

4. Unparse AST to canonical form

Ref erence i npl enent ati on

i mport ast
i mport textwap
i mport inspect

def renove_docstrings(tree: ast.AST) -> None:

Renove docstring nodes from AST in-pl ace

Docstrings are captured separately in tool description,
so we renove themfrominplenmentation to avoid duplication
for node in ast.wal k(tree):
i f isinstance(node, (ast.FunctionDef, ast.AsyncFunctionDef,
ast. Cl assDef, ast.Mdule)):
i f (node.body and
i si nstance(node. body[ 0], ast.Expr) and
i si nstance(node. body[ 0] . val ue, ast.Constant) and
i si nstance(node. body[ 0] . val ue. val ue, str)):
# This is a docstring - renove it
node. body = node. body[1:] if |en(node.body) > 1 else [ast.Pass()]

def normalize_source(source_code: str) -> str:

Normal i ze Pyt hon source code using AST.
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def

This ensures that formatting changes don’t affect checksumns
whil e | ogi ¢ changes are al ways det ect ed.

Strips:
- Comments (not part of execution |ogic)
- Formatting differences (whitespace, indentation)
- Docstrings (captured separately in checksum

Preserves
- Al execution logic
- Variable nanes (semantically significant)
- Control flow structures
- Function calls and their arguments
# Rempve | eadi ng i ndentation
source = textw ap. dedent (source_code)

try:
# Parse to AST
tree = ast.parse(source)

# Renpbve docstrings
renove_docstrings(tree)

# Unparse to canonical form
normal i zed = ast.unparse(tree)

return normalized

except SyntaxError
# |If code has syntax errors, return as-is
# This will cause checksum ni smatch (correct behavior)
return source

get _tool _source_code(func: callable) -> str | None:
Cet nornmmlized source code for a tool function
Returns None if source cannot be retrieved.

try:
source = inspect.getsource(func)
normal i zed = normalize _source(source)
return normalized

except (OSError, TypeError):
return None

This nornalizati on neans:

Goswanmni
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*  *SAME checksum * Reformatting code, addi ng comments, changing
i ndent ati on

* *DlI FFERENT checksum * Changi ng | ogi ¢, addi ng/renovi ng statenents,
nmodi fying control flow

Exanpl e denonstrating normalization:
# These produce | DENTI CAL checksuns after normalization
def exampl el(x):
# This is a comrent
return x + 1
def examplel(x): return x+1 # inline
def exanpl el(x):

"""Docstring here
return x + 1

# Thi s produces DI FFERENT checksum

def exampl el(x):
return x + 2 # Logic changed

5.3. Checksum Conput ati on
5.3.1. Conputation Al gorithm
The agent checksum MUST be conputed as foll ows:

1. *Construct Agent Conponents (bject:* Create a JSON obj ect
containing the agent’s configuration
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{
"agent _id": "string",
"pronpt _tenplate": "string",
"tools": |
{ .
"name": "string",
"description": "string",
"paraneters”: { /* JSON schema */ }
}
1,
"configuration": {
"nmodel _nane": "string",
"tenperature": nunber,
"max_t okens": nunber
}
}

*Canoni calize JSON:* Serialize the object using RFC 8785

[ RFC8785] JSON Canoni cal i zati on Schene (JCS). This ensures
determnistic ordering of keys and consistent formatting.
Canoni cal serialization is REQJ RED because:

* JSON obj ects have no inherent key ordering

* \Witespace and formatting vary across inplenmentations

* Floating point precision may differ

* Uni code escaping can be inconsistent

*Conput e SHA- 256 Hash:* Hash the canoni cal JSON bytes using
SHA- 256 as defined in FIPS 180-4 [Fl PS-180-4].

*Format Checksum * Encode the hash as | owercase hexadeci mal (64
characters):

checksum = hex(hash_bytes). | owercase()
# Result: "a3c7f2e8d9b4f 1le2c8a7d6f 3e9b2c4f 1a8e7d3c2b5f 4e9. .. "

Note: The reference inplenentation uses bare hex encodi ng.
I mpl ement ations MAY prefix with "sha256:" for explicit algorithm
i dentification.

I mpl enent ati on CGui dance

I mpl enent ati ons MJST ensure checksum conputation is determnistic
across different platfornms, |anguages, and runtine environnents.
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*Ref erence | npl enentati on (Python):*

i mport hashlib
i mport json

def normalize pronpt(pronpt: str) -> str:
Normal i ze pronpt string for consistent checksum computation
Apply this in BOTH client and server-side conputation
if not pronpt:
return ""

# 1. Strip leading/trailing whitespace
normal i zed = pronpt.strip()

# 2. Normalize line endings (Wndows \r\n vs Unix \n)
normalized = nornalized.replace(’\r\n, ’"\n")

# 3. Collapse nultiple consecutive newines into single newine
import re
normalized = re.sub(r’\n\s*\n",

\n', nornalized)

# 4. Strip whitespace fromeach |ine
lines = [line.strip() for line in normalized.split(’'\n")]
normalized = '\n'.join(lines)

# 5. Renove enpty lines
lines = [line for lineinlines if |ine]
normalized = '\n'.join(lines)

return normalized

def conpute_agent checksun{agent conponents) -> str:

Conput e deterninistic SHA-256 checksum for agent configuration

Ar gs:
agent _conponents: Chject with fields:
- agent _id: str
- pronpt_tenplate: str
- tools: list of Tool objects
- configuration: dict

Ret ur ns:
64-character | owercase hex string (SHA-256 hash)

# Construct canoni cal conponents object
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components = {
"id": agent_conponents. agent _id,
"pronpt": normalize_pronpt (agent_conponents. pronpt _tenpl ate),
"tools": sorted(]

"nanme": tool.nane,
"signature": tool.signature,
"description": tool.description
# "source_code" included only for deep checksumtools
}
for tool in agent conponents.tools
], key=lanmbda x: x["name"]), # Sort tools by name
"config": agent_conponents. configuration

}
# Serialize with sorted keys for determinism
content = json.dunps(conponents, sort_keys=True)

# Conput e SHA-256 hash
return hashlib. sha256(content. encode(’ utf-8')). hexdi gest()

*Critical Requirenents:*

*

Use json.dunps() with sort_keys=True for deterministic JSON
serialization

Normal i ze pronpts using the exact normalization function above
(whi tespace, |line endings, enpty |ines)

Sort tools by nane before serialization
Encode JSON string as UTF-8 before hashing
Qut put | owercase hexadeci mal (64 characters)

Tool signatures MJST use get core_signature() to renmpbve w apper
paraneters (see Section 4.2.4)

*Common | npl ementation Pitfalls:*

*

Not normalizing pronpts identically on client and server (nobst
comon cause of checksum mi smat ch)

I ncl udi ng wapper function paraneters in tool signatures (config,
cal | backs, run_manager, etc.)

Platformspecific line endings (\r\n vs \n) in pronpts
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Non-determini stic tool ordering (MJST sort by nane)
Usi ng standard JSON.stringify() wthout sort_keys
Upper case hexadeci nal encodi ng (MJST be | owercase)
Agent Regi stration
Regi strati on Overvi ew
ore an agent can request tokens, it MJST register its checksum
h the authorization server. Registration creates a binding
ween the agent _id and its cryptographic identity.
regi stration process:
Agent conputes its checksumclient-side
Agent sends registration request to | DP
| DP val i dates agent configuration
| DP reconput es checksum for verification
| DP stores agent _id — checksum mappi ng
IDP returns registration confirmation
| DP Processing
aut hori zati on server MJST performthe follow ng steps:

*Val i date Request Structure:* Verify all required fields are
present and properly formatted

*Conmput e Checksum * Reconput e agent checksum from
agent _conponents using the algorithmdefined in Section 4.2.1

*Check for Duplicates:* Verify that the conputed checksum does
not already exist in the registry. |If it does, reject with error
"duplicate_agent". This prevents agent inpersonation

*CGenerate Registration ID:* Create unique registration
identifier:

registration_id = "reg_

+ agent _id + + tinestanp

*Store Registration:* Persist nmapping:
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{
"agent _id": "vulnerability-patcher-v1l",
"registration_id": "reg_vulnerability-patcher-vl_1735680000",
"checksuni': "a3c7f2e8d9b4f 1le2c8a7d6f 3e9b2c4f 1a8e7d3c2b5f 4e9a7c¢3d8f 2b6ela9c4af 7
"pronpt": "You are a security agent...",
"tools": [ /* tool definitions */ ],
"public_key": "----- BEG N PUBLI C KEY-- - - - R
"registered_at": 1735680000000,
"app_id": "vul nerability-patcher-app"”,
"version": 1

}

6. *Return Confirmation:* Return registration details to client
5.4.3. Registration Response
Success response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"agent _id": "vul nerability-patcher-v1",

"registration_id": "reg_vulnerability-patcher-vl_1735680000",

"checksuni': "a3c7f2e8d9b4f 1le2cB8a7d6f 3e9b2c4f 1a8e7d3c2b5f 4e9a7c3d8f 2b6ela9c4af 7"
}

Error response (duplicate checksum:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{
"error": "duplicate_agent",
"error_description": "Agent with identical checksum al ready exists",
"exi sting_agent _id": "other-agent-v1l"

}

5.4.4. Agent Updates
When an agent’s configuration changes (e.g., tool updates, pronpt

nmodi fi cations), a new checksumis conputed and the agent MJST re-
register.
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5.

5.

5.

5.

*NOTE: * This registration process can be autonmated by introdcuing
additional steps into C / CD or by Mdel Context Protocol (MCP,
[MCP]) integration to the |IDP server, or by any other agent resource
managenent process. Regardl ess of the nmethodol ogy used the

under | yi ng conceptual process renains the sane.

Updat e procedure:
1. Compute new checksum from updat ed configuration

2. Submit new registration request (sane agent _id)

3. I DP validates new checksumis different from previous
4. |1DP creates new registration record with increnmented version
5. 1 DP MAY maintain previous registrations for audit trail

6. | DP uses LATEST registration for token validation
Exanpl e: Agent version progression

/1 Version 1 (original)

{
"agent _id": "patcher-vl",
"checksunt': "aaal234567890abcdef 1234567890abcdef 1234567890abcdef 1234567890abc",
"version": 1,
"registered_at": 1735680000000
}
/1 Version 2 (tool updated)
{
"agent _id": "patcher-vl",
"checksunt: "bbb9876543210f edcba9876543210f edcbha9876543210f edcba9876543210f ed",
"version": 2,
"registered_at": 1735690000000
}

The |1 DP MUST use the latest version (highest registered_at) for
checksum verification during token requests.

Checksum Verification
1. dient-Side Verification
Bef ore requesting a token, the agent MJST conpute its current

checksum and include it in the token request. This proves that the
requesting agent’s configuration matches the registered identity.
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Client-side process:

# 1. Detect current agent context
agent _spec = get _current_agent _spec()

# 2. Conpute checksum from current configuration
current _checksum = conput e_agent _checksun{agent _spec)

# 3. Include in token request
token_request = {
"grant _type": "agent checksunt,
"agent i d": agent_spec.agent _id,
"conmput ed_checksuni': current _checksum

5.5.2. Server-Side Verification

Upon receiving a token request, the authorization server MJST verify
the agent checksum

# Fromintent.py inplenmentation

# 1. Retrieve registered checksum

regi stered_checksuns = registry. get_agent (agent _i d)

stored_checksum = regi stered_checksumns[-1].checksum # Latest version
# 2. Conpare with submtted checksum (constant-tine)

i f computed checksum ! = stored _checksum

rai se Agent ChecksunM snat ch(
"Agent checksum mi smatch - code integrity violation"
)

The conpari son MJST use constant-tine string conparison to prevent
timng attacks that could reveal checksum i nfornmation.
NOTE: The authorization server retrieves the LATEST registration for
the agent _id, as agents nmay re-register with updated checksums when
their configuration changes.

5.6. ldentity Lifecycle

5.6.1. Lifecycle Stages

Agent identity progresses through several stages:

1. *UNREG STERED: * Agent exists but has not registered with IDP
Cannot request tokens.
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5

5

6

6

6.

7.

1

*REG STERED: * Agent checksum stored in IDP registry. Can request
tokens if checksum mat ches.

*VERI FI ED: * Agent successful ly authenticated and obtai ned token
ldentity confirned through checksum mat ch.

*UPDATED: * Agent configuration changed, new checksum conput ed,
re-registration required. Previous tokens may be invali dated.

*REVOKED: * Agent identity revoked by administrator. Al tokens
i nval i dated. Cannot request new tokens.

State Transitions

Valid state transitions:

UNREG STERED - - [regi ster]--> REG STERED

\Y

REQ STERED - - [t oken request + checksum match]--> VERI FI ED

\

VERI FI ED --[config change]--> UPDATED --[re-regi ster]--> REG STERED

\Y

ANY STATE --[adm n action]--> REVOKED

Identity Security Considerations

Agent identity security considerations:

Checksum strength: See Section 9.1.2
Regi stration security: See Section 9.1.3

Agent Registry Security: See Section 9.1.4

For comprehensive security analysis, see Section 9

Pr ot ocol Fl ows

Overvi ew

This section describes the detailed protocol flows for agent

regi stration, token issuance, and authorization. Each flow includes
st ep-by-step procedures, HITP request/response exanpl es, and

val idation requirenents
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The flows in this section build upon the abstract protocol flow
described in Section 3.2, providing conplete inplenmentation gui dance
for:
* Agent registration and checksum verification
*  Workflow registration and definition
* Intent token issuance with user approval
* Access token requests using agent checksum grant
* APl authorization and token validation
* Milti-agent del egation chains

6.2. Agent Registration Flow

6.2.1. Overview
Bef ore an agent can request tokens, it MJST register its identity
with the authorization server. This flow establishes the
crypt ographi ¢ bi ndi ng between the agent _id and its configuration
checksum

6.2.2. Sequence Di agram

Agent registration sequence:
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r———————— a r———————————— a r———
—————————— T

| Agent \ | Application | | 1DP \

| Runtine | | (dient) \ \ \

R . — J L
——— |

conput e_agent _checksun() | \

2. Return checksum \

—————————————————————— > |
(agent _conponents,
public_key)
4. Recompute
checksum
«—
5. Check for
dupl i cates
< ___________
6. Store
regi stration
< ___________

7. Registration response |

(registration_id,
checksum

6.2.3. Step-by-Step Procedure

1. *Agent Checksum Conputation (Cient-Side):* The agent runtine
conputes its configurati on checksum using the al gorithm defined
in Section 5.3. This includes the agent’s pronpt, tools, and
configuration paraneters.

2. *Public Key Generation (Optional):* If proof-of-possession

[ RFC7800] is required, the agent generates an RSA key pair and
prepares the public key in PEM fornmat.
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3.

*Regi stration Request:* The application sends a registration
request to the IDP’s agent registration endpoint, including the
compl ete agent configuration and optional public key.

*Server-Side Checksum Verification:* The I DP reconputes the agent
checksum from the submitted configuration and verifies it matches
the cl ai ned checksum

*Duplicate Detection:* The I DP checks if the conputed checksum
already exists in the registry. |If found, the request is
rejected with error "duplicate agent" to prevent agent

i mper sonati on.

*Regi stration Storage:* The IDP creates a unique registration_id,
stores the mapping (agent_id — checksum — registration_id), and
persists the registration record.

*Response:* The IDP returns the registration_id and conputed
checksumto the client for verification.

6.3. Workflow Registration Fl ow

6.3. 1.

Overvi ew

Wor kfl ows define the sequence of steps that agents execute and the
aut hori zation requirenments for each step. Workflow registration
est abli shes the workflow definition with the |DP before execution.

6. 3. 2.

Goswam

Sequence Di agram
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C T T T T T T T T T T 7 r T T T T T T T T
| Application | 1DP
L ————— 4 L ————
1. POST /register/workflow
(workflow id, steps[])
2. Validate
structure
< ___________
3. Check for
dupl i cates
< ___________
4. Store
wor kf | ow
«—
5. Registration confirmation
< ____________________________________
(workflow_ id, status)
HTTP Exanpl e
| ow registration request:
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POST /intent/register/workflow HTTP/ 1.1
Host: i dp. exanpl e. com

Cont ent - Type: application/json

Aut hori zation: Bearer <adm n_token>

"wor kfl ow_i d": "auto-pat ch-workfl owv1l",
"steps": {

"step_1 analyze_manifest": {
"required": true,
"requires_approval ": fal se,

"agent _id": "vulnerability-anal yzer"

},

"step_2 create_patch_plan": {

"required": true,

"requires_approval ": fal se,

"agent _id": "patch-planner"

},
"step_3_approval _gate": {

"required": true,

"requires_approval ": fal se,

"approval gate": true

"step_4 apply_patch": {

"required": true,

"requires_approval ": true,

"agent _id": "vulnerability-patcher-v1"
1
"step_5_verify_patch": {

"required": true,

"requires_approval ": fal se,

"agent _id": "patch-verifier”

}

}

}

Success response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"status": "registered",
"wor kfl ow_i d": "aut o-pat ch-workfl owv1"

}

Token Request Fl ow

wam Expires 4 July 2026
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6.4.1. Overview
This fl ow descri bes how an agent requests an intent token using the
agent _checksum grant type. The flow includes agent identity
verification, workflow step authorization, and token issuance.

6.4.2. Sequence Di agram
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T T a I a T T a T T T T T T
7 T T T T T T T B
| Agent | | dient | | User | | 1DP | Registry |
A — [ — L L
_ L J
1. Trigger
———————————— > |
2. Conpute
checksum
e | | | |
3. Checksum
———————————— > | | | |
4. POST /token
—————————————— 4
(agent _id,
checksum
wor kf | ow)
5. Get agent
regi stration
——————————————— > |
6. Registration
<~ —— \
7. Verify
checksum
B -
8. Validate
wor kf | ow st ep
<— _ \
9. Create token
<— —_ |
10. Token
e f—————— |
response
6.4.3. Step-by-Step Procedure
1. *Execution Trigger:* Agent execution is triggered by application

| ogi c or user request.
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2. *Checksum Conputation:* Cient conputes current agent checksum
using al gorithmfrom Section 5. 3.

3. *Checksum Return: * Agent runtine returns conputed checksumto
client library.

4. *Token Request:* Cient sends token request to IDP with
agent _checksum grant type, including agent_id, conputed
checksum wor kfl ow details, and requested scopes.

5. *Regi stry Lookup:* IDP retrieves agent registration from
regi stry based on agent id.

6. *Regi stration Return:* Registry returns stored registration
i ncludi ng regi stered checksum

7. *Checksum Verification:* | DP conpares conputed checksum (from
request) with stored checksum |f misnmatch, return error
"agent _checksum mi smat ch".

8. *Workfl ow Step Validation:* If workflow enabl ed=true, |DP
val i dat es:

* Workflow exists in registry

* Step exists in workflow definition

* Required prerequisite steps are conpleted

* Approval requirenents are satisfied

If validation fails, return error "workfl ow step_unaut horized".
9. *Token Creation:* |IDP creates intent token with:

* Standard JWI clainms (iss, aud, sub, exp, iat, jti, scope)

* cnf claimwi th agent’s public key

* intent object with workflow details

* agent proof object with checksum and registration_id

10. *Token Response:* |IDP returns token response wth access_token,
token_type, expires_in, and granted scopes.

6.5. APl Authorization Flow
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6.5.1. Overview

This fl ow descri bes how a resource server validates an intent token
and aut horizes an APl request froman agent. The validation includes
token signature verification, checksum validation, workflow binding
checks, and scope verification.

6.5.2. Sequence Di agram

F— a r—— a F— a r—
————————— a
| Agent | | dient | | Resource | | 1DP \
| | | | Server | | (JVKS) |
(R — b [ J L
e |
1. APl call
———————————— > | |
2. CET /api
—————————————— > | \

Bear er token

5. Verify
signature
< ________ —_— — ——
6. Validate
cl ai ms
<— _ |

8. Process
request

9. APl response

10. Result
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6.5.3. Validation Steps

1. *Extract Token:* Resource server extracts Bearer token from
Aut hori zati on header

2. *Retrieve JWKS:* Resource server fetches IDP's JSON Wb Key Set
for signature verification.

3. *Verify Signature:* Resource server verifies JW signature using
IDP's public key identified by "kid" header

4. *Validate Standard C aims:*
* Check token not expired (exp > current tinme)
* Validate issuer (iss matches expected |DP)
* Validate audi ence (aud nmatches resource server)
* Check token issued tine (iat not in future)
5. *Validate Agent Proof:*
* Verify agent_proof.agent_checksumis present
* Verify agent_proof.registration_id is present
* Optionally verify checksum agai nst known agents
6. *Validate Wrkflow Binding (if applicable):*
* Check intent.workflow id matches expected workfl ow
* Verify intent.workflow step is authorized for this API
* Validate delegation_chain if delegation is restricted

7. *Verify Scopes:* Check that requested operation is permtted by
t oken scopes.

8. *Proof-of-Possession (Optional):* If required, verify PoP
signature using public key in cnf claim

9. *Process Request:* If all validations pass, execute the API
operati on.

6.6. Milti-Agent Del egation Fl ow
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6.6.1. Overview

Mul ti-agent workflows involve del egation chains where a supervisor

agent del egates tasks to subordi nate agents. Each agent in the chain
requests its own token, building upon the del egation context from
parent agents.
This flow illustrates a three-agent del egation chain for automated
vul nerability patching:
* Supervisor Agent - Orchestrates the workfl ow
* Planner Agent - Creates patch strategy
* Patcher Agent - Applies the actual patch
6.6.2. Sequence Di agram
T T T T T T T T a T T T T T T a T T T T T T a r
— T T T T T T T T T T B
| Supervisor | | Pl anner | | Patcher | | User | | 1DP
L ————— | ——— ] —— ] L
- L —————— J
1. Request
t oken
77777777777777 +7777777777777+777777777
-t > |
(step_1,
chai n=[])
2. Token
S -
_—
3. Del egate
to Pl anner
————————————— > |
4. Request
t oken
_____________ 4
—————— >
(step_2,
chai n=[ §])
5. Token
S e 4+
6. Del egate
to Pat cher
———————————— > \
| |
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7. Request | \
token | \
7777777777 +77777777777
>
(step_4, | |
chain=[S, P]) \
8. Approva
required
< — |
9. Approve
___________ >‘
10. Token
<— 44—
| |
11. Execute |
< _________
|
Legend: S = Supervisor, P = Planner
6.6.3. Delegation Steps
1. *Supervi sor Token Request:* Supervi sor agent requests token for
step_1 with enpty del egati on chain.
{ . .
"agent _i d": "supervisor-agent",
"wor kfl ow _step": "step_1 analyze manifest",
"del egation_context": {
"chain": [],
"conpl eted steps": []
}
}
2. *Supervi sor Executes Step 1:* Supervisor analyzes the manifest
and determ nes patching is needed.
3. *Del egation to Planner:* Supervisor del egates to Pl anner agent,
passi ng del egati on context.
4. *Pl anner Token Request:* Pl anner requests token for step_2,
i ncludi ng Supervisor in chain.
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10.

11.
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{
"agent _id": "patch-planner"”,
"wor kfl ow_step": "step_2 create_patch_plan”,
"del egation_context": {
"chain": ["supervisor-agent"],
"conpl eted steps": ["step_1 analyze manifest"]
}
}

*Pl anner Executes Step 2:* Planner creates patch strategy and
identifies target packages

*Del egation to Patcher:* Planner del egates to Patcher agent,
passi ng updat ed del egati on context.

*Pat cher Token Request:* Patcher requests token for step_ 4,
including full del egation chain.

{
"agent _id": "vulnerability-patcher-vl",
"wor kfl ow_step": "step_4 apply_patch”,
"del egation_context": {
"chain": ["supervisor-agent", "patch-planner"],
"conpl eted steps": |
"step_1 anal yze_manifest",
"step_2_ create_patch_pl an",
"step_3 approval _gate"
]
}
}

*Approval Check:* | DP detects step_4 requires approval (step_3
is approval gate). Step_3 nust be in conpleted_steps or request
is rejected.

*User Approval :* User has al ready approved at step_ 3 approva
gate.

*Token | ssuance:* |DP issues token to Patcher wth:

* del egati on_chai n: SHA-256("supervi sor - agent | pat ch-
pl anner | vul nerabi lity-patcher-v1")

* step_sequence_hash: SHA-256("step_1|step_2|step_3|step_4")

*Pat cher Execution:* Patcher applies the security patch using
the intent token
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6.6.4. Delegation Validation
At each del egation step, the |IDP validates:

1. *Chain Continuity:* Current agent is appended to
del egati on_context.chain, not inserted or replaced.

2. *Step Sequence:* conpl eted_steps contains all required
prerequisite steps.

3. *Approval Requirenents:* |f step requires approval, the nost
recent approval gate nmust be in conpl eted_steps.

4. *Agent Authorization:* Current agent is authorized to execute the
request ed workfl ow step

Resource servers MAY additionally validate:
* Delegation depth is within acceptable linits
* Al agents in delegation chain are registered and not revoked
* Del egation chain matches expected workflow pattern

7. Future Work
Future versions or extensions of this specification may align with
the Grant Negotiation and Authorization Protocol (GNAP)
[1-D.ietf-txauth-gnap], which provides a JSONbased foundation for
dynani ¢ aut hori zation scenarios. A GNAP binding for Agentic JWI
woul d enabl e the agent-specific security mechanisms defined in this
specification to work within the GNAP framework
Addi tional areas for future devel opnent incl ude:
* Integration with Mddel Context Protocol (MCP) standard [ MCP]
* Support for additional hash al gorithms beyond SHA-256
* (Cross-domain agent identity federation

* Support for gRPC protocol. [GRPC

* Support for prorietary protocols used for database connecti ons,
and asynchrnous nessagi ng.

8. | ANA Consi derati ons
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8.1. Overview

This specification requires 1ANA to register a new QAuth 2.0
aut hori zation grant type, JW clainms, OQAuth paraneters, and error
codes in the appropriate registries.

8.2. (QAuth Authorization Grant Type Registration
This section registers the followi ng grant type value in the | ANA

"QAuth URI" registry [I ANA QAuth. URI] established by "An | ETF URN
Sub- Nanespace for Auth" [RFC6755]:

[ oo b s s el s el b pue e pe et Lo g
| Grant Type | URN | Common | Change | Ref erence |
| | | Namre | Controller| |
[ bbb el s s sy bbbt L bbbl Cj bbb
| agent _checksun] urn:ietf: parans: oaut h: grant - | Agent | 1 ETF |[this |
| | type: agent _checksum | Checksumi | docunent], |
| | | Grant | | Section 4 |
I I | type for| I I
| | | CAuth | | |
I I 2.0 I I I
o e e e e oo oo e e eeao oo Fommmm oo Fommmme oo Fommmme oo +

Table 1: QAuth Grant Type Registration
8.3. JW dains Registration

This section registers the following clains in the | ANA "JSON Wb
Token d ai ns" registry [I ANA. JWI. C ai ms] established by [ RFC7519]:
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Change

ldentifier of
t he wor kfl ow
bei ng executed

| Identifier of | IETF
the current |
| workflow step |

| Agent |
| identifier |
| executing the |
| workflow step |

| SHA-256 hash |
| of agent |
| del egation |
| sequence |

ash | SHA-256 hash | ITETF
| of conpleted |
| workfl ow steps

| SHA-256 |
| checksum of |
| agent |
| configuration |

| Uni que agent |
| registration |
| instance |
| identifier |

Table 2: JW dains Registrations

rs Registration

Decenber 2025

Speci fication |
Docurnent |

[this |
docunent], |
Section 4.4.2 |

| [this |
| docunent], |
| Section 4.4.2 |

| [this |
| document], |
| Section 4.4.2 |
I I

| [this |
| document], |
| Section 4.4.2

I I

S +

| [this |

| docunent], |

| Section 4.4.2

o m e e e oo - +
[this

I I
| docunent], |
| Section 4.4.2 |
I I

| [this |
| document], |
| Section 4.4.2 |
I I

This section registers the followi ng paranmeters in the | ANA "QAuth
Par anmet ers" registry [| ANA. QAut h. Paranet ers] established by

[ RFC6749]
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[ oo
| Parameter Name

Change Speci fication |

Docurnent |

[this |
docunent], |
Section 4.2.1 |

| computed_checksum | token request | |ETF | [this |
I I I | document], I
| | | | Section 4.2.1 |

| workflow.id | token request | |ETF | [this |
| | | | document], |
| | | | Section 4.2.1 |

| workfl ow step | token request | |ETF | [this |
| | | | docunent], |
I | | | Section 4.2.1

| workfl ow_enabl ed | token request | |ETF | [this |
I I I | document], I
| | | | Section 4.2.1 |

| del egation_context | token request | |ETF | [this |
| | | | document], |
| | | | Section 4.2.1 |
| requested _scopes | token request | |ETF | [this |
I I I | docunent], I
I | | | Section 4.2.1
Table 3: QAuth Paraneters Regi strations
8.5. (QAuth Extensions Error Registration
This section registers the following error codes in the "QAuth

Extensi ons Error Registry" [|ANA. Extensions.Error] established by
[ RFC6749] :
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B oo ool oo el e st o)
| Error Name | Error | Rel ated | Change | Speci ficati on|
| | Usage | Protocol |Controller| |
| | Locat i on| Ext ensi on| | |
R sty b p—p——_— plp——————(—— gy Sl pj—p————————— o
| unknown_agent | t oken | Agent | 1 ETF |[this |
| | error | Checksum | | docunent], |
| | response| G ant | | Section 4.5. 3]
o e e e e e e o oo E S TS S S +
| agent _checksum m smat ch | t oken | Agent | 1 ETF |[this |
| | error | Checksum | | docunent], |
| | response| G ant | | Section 4.5. 4]
T I p—— S IR T . +
| wor kf | ow_st ep_unaut hori zed| t oken | Agent | 1 ETF |[this |
| | error | Checksum | | docunent], |
| | response| G ant | | Section 4.5.5|
e S ey S I S I - +

Table 4: QAuth Error Code Registrations
8.6. Media Type Registration

Thi s specification does not define any new nedia types. Agent
identity verification and token issuance use existing nedia types:

* application/json (RFC 7159) - For token requests and responses
* application/jw (RFC 7519) - For intent tokens
8.7. Registration Summary

Sunmary of | ANA registrations required by this specification:

[§ sl e s
| Registry | Nurber of Registrations |
| QAuth URI | 1 |
St St +
| JSON Web Token d ai ns | 7 |
oo m e e e e e e e e e e ao - o e e e e e e e e oo oo +
| QAuth Paraneters | 7 |
o m e e e e e e e e e eee oo s o m e e e e i oo +
| QAuth Extensions Error Registry | 3 |
St St +
| *TOTAL* | *18* |
oo m e e e e e e e e e e ao - o e e e e e e e e oo oo +

Table 5: | ANA Regi stration Summary
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9. Security Considerations

This section describes Threat Mdel and Security Considerations
simlar to QAuth 2.0 [ RFC6819].

9.1. Checksum Security
9.1.1. Checksum Verification Security

The agent checksumis the primary security nmechanismin this grant
type. |Inplenentations MJIST:

* Use constant-time conparison when verifying checksunms to prevent
timng attacks

* Log all checksum m smatch events for security nonitoring

* Consider inplenenting rate limting on checksum verification
failures to prevent brute-force attacks

* Reject checksunms that don’t match the expected format (sha256: <64
hex chars>)

9.1.2. Checksum Strength

SHA- 256 provi des 256-bit security against collision and prei mage
attacks. This is sufficient for agent identity purposes given:

* Checksuns are not used for long-termsecrets (only identity
bi ndi ng)

* Collision resistance prevents two different agents from having
same checksum

* Preinmage resistance prevents deriving agent config from checksum

Future versions of this specification MAY support alternative hash
algorithms (e.g., SHA-3) through algorithmprefix versioning.

9.1.3. Registration Security

Agent registration endpoints MJST be protected with authentication
and aut horization to prevent:

* Unaut horized agents registering under legitimte agent_ids

* Denial of service through excessive registrations
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9

9

9

1.

2

2
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* Checksum enuneration attacks

The reference inplenentation requires adm n-1level QAuth tokens with
"register:intent" scope for registration endpoints.

4. Registry Storage Security

The agent registry contains sensitive identity information and MJST
be protected:

* Store checksums with access controls (only |IDP can read)

* Encrypt registry data at rest

* Log all registry access for audit trails

* |Inplement rate limting on registry queries

* Regularly backup registry with integrity verification
Token Security

1. Token Lifetinme

I ntent tokens SHOULD have short lifetimes (5-10 minutes) because:

* They represent user intent for a specific workflow step

* Wirkflow state may change rapidly in nulti-agent systens

* Short lifetime limts the wi ndow for token theft/replay

The reference i nmplenentation uses 5 mnutes (300 seconds). But this
val ue should be fully configurabl e.

2. Proof - of - Possessi on

The cnf (confirmation) claimw th JW bindi ng provi des proof-of-
possession, preventing token theft. Resource servers SHOULD

* Verify that APl requests include proof of possession of the
private key corresponding to the JWK in the cnf claim

* Reject tokens presented w thout valid proof-of-possession

* Use mechanisns |like DPoP [I-D.ietf-oauth-dpop] for proof-of-
possessi on validation
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Wor kfl ow Security

Aut hori zation servers MJST inpl enent access controls on workfl ow
definition endpoints. Only authenticated admnistrators with
appropriate privileges SHOULD be able to create or nodify workfl ow
definitions.

I mpl enent ati ons SHOULD val i date wor kfl ow definitions for security
properties such as: (1) no cycles in agent transitions, (2)
appropriate scope restrictions at each step, (3) required approva
gates for high-privil ege operations.

1. Workflow Validation

Wor kfl ow step validation is critical for preventing privilege
escalation. But is applicable only if enabled. Authorization
servers MJST:

* Enforce prerequisite step conpletion before issuing tokens

* Verify approval gates have been passed for steps requiring
approva

* Validate that the del egation _chain is consistent with the workfl ow
definition

*  Prevent agents from skipping required steps
2. Delegation Chain Integrity

The del egati on_chain hash provides integrity over the agent
del egati on path. However, inplenentations SHOULD additionally:

* Mintain a server-side record of del egation chains
* Validate that each del egati on was aut hori zed
* Limt delegation depth to prevent infinite del egation chains

* Revoke all tokens in a delegation chain if a parent agent is
conprom sed

I mpl ement ati on Consi der ati ons
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9.4.1. Cryptographic Requirenents

I mpl enent ati ons MJST use cryptographically secure hash functions for
agent checksum conputation. SHA-256 or stronger algorithns are
REQUI RED. Weaker al gorithns such as MD5 or SHA-1 MJST NOT be used.

For proof-of -possessi on key bi ndi ng, inplenentations MJST support
EdDSA wi t h Ed25519 curves [ ED25519] or ECDSA with P-256 curves. RSA
keys with mni mum 2048-bit | ength MAY be supported for backward
conpatibility.

I ntent hash conputation MJUST use SHA-256 or stronger. The hash MJST
be comput ed over the canonical JSON representation of the intent
token to ensure consistent results across inplenentations.

9.4.2. Privacy Considerations

Aut hori zation servers and resource servers MJST inpl enent appropriate
data retention and deletion policies to nininize privacy risks.

Token | ogging and audit trails SHOULD excl ude sensitive user data
when possible. |If user data nust be | ogged, inplenentations SHOULD
use tokeni zation or anonym zation techniques to protect privacy.

Cross-border data transfers of tokens containing personal information
MUST conply with applicable data protection regul ations such as CGDPR
CCPA, and simlar frameworKks.

9.4.3. Denial of Service Considerations

The additional cryptographic operations required by this protoco
(checksum conput ati on, signature verification, hash conputation)

i ntroduce potential denial of service attack vectors.

I mpl enent ati ons SHOULD i npl enent rate limting on token endpoints.

Aut hori zation servers SHOULD nonitor for patterns indicating DoS
attacks, such as: (1) excessive token requests fromsingle clients,
(2) repeated failed checksumvalidations, (3) nalformed token
requests designed to trigger expensive validation operations.

Resource servers MAY inpl enent caching of validation results (with

appropriate cache invalidation) to reduce conputational overhead for
repeat ed token vali dations.

Goswam Expires 4 July 2026 [ Page 61]



I nternet-Draft Agentic JWI Protocol Decenber 2025

9.5. Threat Analysis

The following 12 distinct security threats across six STRI DE
categories [ SHOSTACK] enunerated with their categorization and
mtigation status in Table 6, have been used to denonstrate the need
for this Agentic JW protocol.
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b ool oo oo oo s s e et e oot o}
| ID | Threat Name | STRI DE | OWASP | Mtigation |
[ ettty e ———————————— e ————————— L ——_—————— Ll p—p—p—p——(————r L
| T1 | Agent ldentity | Spoofing | AO1l: 2021 | A1, A2 |
I | Spoofing I I I I
+----- oo e R T R T +
| T2 | Token Repl ay | Spoofing | A02: 2021 | A6 |
| | Attacks | | | |
+--m - - o e e e e e oo - S R R +
| T3 | ShimlLibrary | Spoofing | AO08: 2021 | A1, A2 |
| | I'npersonation | | | |
+----- L TP e R T R T +
| T4 | Runtime Code | Tanpering | AO03: 2021 | Al, Al2 |
| | Modification | | | |
+--m - - o e e e e e oo - S R R +
| T5 | Pronpt Injection | Tanpering | LLM1: 2025 | Al2 |
| | Attacks | | | |
+----- oo e R T R T +
| T6 | Workflow | Tanpering | AO4:2021 | A8, All |
| | Definition | | | |
| | Tanpering | | | |
+----- o e e e e m oo oo S R R +
| T7 | Cross-Agent | Priv | A01: 2021 | A3, A7, A8 |
| | Privilege | Elev | | |
| | Escal ation | | | |
Fomm - - Tt o m e e e oo - Fomm e oo - Fomm e oo - +
| T8 | Workflow Step | Priv | AO1l: 2021 | A8, Al0 |
I | Bypass | Elev I I I
+----- L TP R LT dom e dom e +
| T9 | Scope Inflation | Priv | LLMD6: 2025 | A7, A8 |
I I | Elev I I I
Fomm - - Tt o m e e e oo - Fomm e oo - Fomm e oo - +
| T10 | Intent Origin | Repudiation | A09:2021 | A9, A10 |
I | Forgery I I I I
+----- L TP R LT dom e dom e +
| T11 | Del egation Chain | Repudiation | A02:2021 | A6, A9 |
| | Mani pul ation | | | |
Fomm - - Tt o m e e e oo - Fomm e oo - Fomm e oo - +
| T12 | Agent | Info. | AO1l: 2021 | Al, A2 |
| | Configuration | Disc. | | |
I | Exposure I I I I
+----- L TP e R T R T +

Table 6: Threat Enuneration and Mtigation Status
OMSP cat egories referenced [ OMSP- TOP10-2021] AO01: 2021 (Broken

Access Control), A02:2021 (Cryptographic Failures), A03:2021
(I'njection), AO04:2021 (Insecure Design), A08:2021 (Software and Data
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9.

6.

Integrity Failures), A09:2021 (Security Logging and Mnitoring
Fai l ures), LLM1:2025 (Pronpt Injection) [ OMSP-LLM1], LLMI6:2025
(Excessi ve Agency) [ OMSP-LLMG] .

Mtigation anchors (detailed in Table 8): Al (Agent Checksum
Verification), A2 (ShimLibrary Integrity), A3 (Scope Binding), A6
(PoP Key Bi nding), A7 (Delegation Context), A8 (Wrkflow State
Tracking), A9 (Intent Hash Binding), Al10 (Step Authorization), All
(IDP Access Control), Al2 (Input Validation).

Threat Descriptions and Attack Vectors

This section provides detail ed descriptions of each identified
threat, including attack vectors and real -world precedents. Table 7
presents this information in tabular form

+ +

I I

R e e e e +

T1 | A malicious agent inpersonates a | Attacker gains

| legitimte agent by replicating its | access to agent

| identifier, source code structure, |

| pronpts, and tool configurations to |

| create a malicious agent with |

| identical checksum signatures. |

| [ ONASP- LLMD7] |
| |

I
|
source code (e.qg., |
t hrough repository |
conprom se) and |
creates a malicious |
agent with identical |
checksum si gnatures. |

Intercepted intent tokens are
repl ayed by unaut horized agents to
gain access to protected resources.

| Network interception |
| or nenory dunps |
| expose valid intent |
| tokens that are |
| replayed before |
| expiration. |

| Malicious replacenment of legitimate | Supply chain |
| shimlibrary with conpronised | comnpronise or local |
| version that bypasses security | privilege escalation |
| controls. | to replace shim |
| | library files. |

| T4 | Agent prompts, tools, or | Menory injection, |
| | configurations are nodified at | debugger attachment, |
| | runtime after successful checksum | or reflection-based |
| | registration. | nodification of |
| | | agent properties. |
+--m o= o m e e e e e e e e e eee e g +
| T5 | Malicious inputs cause LLM agents | Crafted user inputs |
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| to generate unintended instructions
| that bypass security policies.

| [ OMASP-LLM1],

| [ PEREZ- PROVPT- | NJECTI QV] .

I

I

| Unaut horized nodification of

| workflow definitions in the

| authorization server to permt
| unauthorized agent transitions.
I
I
I

| Lower-privil ege agent nanipul ates
| higher-privilege agent to perform
| unauthorized operations beyond the
| original user intent.

I

|

| Agents skip required approval steps
| or execute workflow steps out of

| sequence to gain unauthorized

| access.
|
I

| Agents request or utilize broader

| scopes than originally intended for
| the specific workflow step.

| [ ONASP- LLMD6]
I
I
I

| Unable to cryptographically prove
| which user intent led to specific
| agent actions, enabling plausible
| deniability.

I

I

| Modification or forgery of

| delegation chains to hide true
| origin of agent actions.

I

Expires 4 July 2026

Decenber 2025

| or external data |
| sources containing |
| pronpt injection |
| payl oads that |
| mani pul at e agent |
| reasoning. |

| Conproni sed |
| administrative |
| credentials or |
| authorization server |
| vulnerabilities |
| all owi ng workfl ow |
| redefinition. |

| Agent A with read- |
| only perm ssions |
| crafts requests that |
| cause Agent B to |
| execute destructive |
| operations. |

| Direct APl calls |
| bypassing workflow |
| engine or |
| mani pul ati on of |
| workflow state |
| tracking. |

| Token mnting |
| requests with |
| inflated scopes or |
| m suse of broad |
| scopes for |
| unintended |
| operations. |

| Lack of |
| cryptographic |
| binding between user |
| intent and |
| downstream agent |
| actions. |

| Mani pul ati on of |
| del egation assertion |
| clainms or replay of |
| valid del egation |
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| | | chains in
| | | unauthorized
| | | contexts.

| Unaut horized access to agent | APl endpoints

| pronpts, tools, and configurations | exposing agent

| leading to system know edge | netadata or menory
| disclosure. | dunps revealing

| | agent

I I

configurations.

Table 7: Threat Descriptions and Attack Vectors
9.7. Security Anchors and Mtigati on Mechanisns
The Agentic JWI protocol enploys twelve security anchors that

collectively address all identified threats. Table 8 describes each
mtigation nechanismand the threats it addresses.
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| Anchor | Mechani sm | Threats |
[ ettty s ——(—(———————_——(———————————————————_ Llppp—p—(—_—(——r L
| Al | Agent Checksum Verification: Runtinme | T1, T3, |
| | checksum conputation and verification | T4, T12 |
| | against registered val ues | |
Fommmaa - Fe e e e eeeieeaeaccicemeaccneaaaas T +
| A2 | ShimLibrary Integrity: Cryptographic | T1, T3, |
| | validation of shimlibrary | T12 |
| | authenticity | |
S I O S TRy +
| A3 | Scope Binding: Cryptographic binding | T7, T9 |
| | of authorized scopes to specific | |
| | workfl ow steps | |
Fomm oo o e m e e e e e e e e e e e e e e me e S R +
| A6 | Proof-of-Possession Key Binding: Per- | T2, T11 |
| | agent cryptographi c keys bound to | |
| | tokens | |
Fommmaa - Fo e e eemeeeeieeieeccicemeaccneaaaas T +
| A7 | Del egation Context Validation: | T7, T9 |
| | Verification of delegation chain | |
| | authenticity | |
S I O S TRy +
| A8 | Workflow State Tracking: | T6, T7, |
| | Authorization server maintains | T8 |
| | workfl ow execution state | |
Fomm oo o e m e e e e e e e e e e e e e e me e S R +
| A9 | I'ntent Hash Binding: Cryptographic | T10, |
| | binding of user intent to token | T11 |
| | lifecycle | |
Fommmaa - Fe e e eemeeeeieeieeccicemeaccaeaaaas T +
| AlO0 | Step Authorization: Per-step | T8, T10 |
| | authorization checks at resource | |
| | servers | |
S I O S TRy +
| All | Authorization Server Access Control: | T6 |
| | Protection of workflow definitions | |
Fomm e - o - o m e e e e e e e e e e e e e emamao - B +
| Al2 | I'nput Validation and Sanitization: | T4, T5 |
| | Validation of agent inputs and LLM | |
| | outputs | |
S e S TR +

Table 8: Security Anchors and Mtigation Mechani sns
10. References
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