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1. Introduction

| Pv6 Statel ess Address Autoconfiguration (SLAAC) [ RFC4862] is based
on the assunption that SLAAC routers advertise configuration
informati on on a local network, and SLAAC hosts will aggregate this
information and use it as they see fits. |Imsinple network scenarios
where there is a single local router, or where there are multiple
routers but all such routers advertise the same network configuration
i nformati on and provi de the sanme service, SLAAC works just fine.
However, other nore conplex (yet very commpn) scenarios are currently
unsupported. These scenari os incl ude:

* A host attaches to a local-area network (LAN) that enploys two
different routers, one for each upstreamlInternet Service Provider
(1SP).

* A host attaches to two (or nore) different networks via two (or
nmore) network interfaces.
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* A host attaches to a |ocal-area network, and receives conflicting
information fromtwo or nore routers.

In the first two scenarios, a SLAAC host ends up receiving
information fromtwo routers that are nanaged by different entities
(two different 1SPs) and, for all practical purposes, each piece of
configuration informati on adverti sed by each router is only of use
when enpl oyed in conjunction with the rest of the informtion
advertised by such router. 1In other words, mxing configuration
information fromdifferent SLAAC advertising routers will usually
lead to interoperability problens.

The third scenario could be considered a corner-case of the first two
scenarios: two or nore routers send conflicting information, such as
the sanme SLAAC configuration information with different lifetines
(e.g., one SLAAC router advertises a piece of information with a
lifetime of zero, and another advertises the sane information with
non-zero lifetine). |In this scenario, a single router advertising
configuration information with a lifetime of zero may sinply cause
the corresponding information to be e.g. completely discarded from
the host.

Section 2 defines the term nol ogy enpl oyed throughout this docunent.
Section 3 el aborates on a nunmber of scenarios that are generally not
supported by current inplenmentations, which not only serve to
illustrate the problem statenent, but also as test cases that any
solution in this space should be able to address gracefully.

Section 5 discusses future work may be needed to address the probl em
at hand.

2. Term nol ogy

Mul ti-prefix scenario:
A network scenario where a host enploys two or nore | Pv6 prefixes
for address configuration with SLAAC. This may be the result of
attaching to two or nore networks via two or nore network
interfaces, or sinply the result of attaching to a single |oca
network where multiple prefixes are advertised via one or nore
SLAAC routers.

Mul ti-router scenario:
A network scenario where a SLAAC hosts enploys two or nore SLAAC
routers. This nay be the result of attaching to two o nore
networks via two or nore network interfaces, or sinply the result
of attaching to a single local network where nmultiple prefixes are
advertised via one or nore SLAAC routers.
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Mul ti-interface scenari o:

A network scenario where a host enploys two or nore network
interfaces (w thout considering the "l oopback” interface). Sone
bi bl i ography refer to these hosts as being "nultihoned". 1In the
vast majority of cases, hosts enploying nultiple interfaces will
result in "multi-prefix" and "nulti-router" scenarios. In the
specific corner case where a host attaches to the same network via
two (or nore) network interfaces, this will typically result in a
mul ti-router scenario, where the sane router that is available via
multiple is interfaces is considered, fo all practical purposes,
as a different router -- .e.g., the same router will result in
different default routes, one via each of the network interfaces.

Mul ti -1 Pv6:

The term "Ml ti-IPv6" (case insensitive) is enployed throughout
this docunment as a short-hand for network scenarios where nultiple
I Pv6 routers, nmultiple interfaces, and/or multiple |Pv6 prefixes

are enployed. W note that "multi-prefix", "multi-interface", and
"multi-router" scenarios are not nutually-exclusive: for instance,
a host that enploys multiple interfaces will usually al so enpl oy

multiple prefixes and nultiple routers.

SLAAC prefix set:

3.

3. 1

The SLAAC prefix set for an SLAAC router is conposed of all
prefixes that are being advertised by the router via SLAAC Pl Gs
(irrespective of howe.g. the "A" and "L" flags of the PIO were
set).

Scenari os

Mul ti - Router Scenario

Consi der a network scenario where a user attaches two Custoner

Prem ses Equi pnent (CPE) routers to a local network ("Network C' in
our exanple) for inproved network resilience, The scenario could be
descri bed as foll ows:

*

Gont

Two SLAAC routers (ROUTER_A and ROUTER B) fromdifferent | SPs
(I'SP_A and |1 SP_B, respectively) are attached to Network C

ROUTER A adverti ses:

- Prefix PREFI X_A for address configuration (by means of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS A) (by neans of Recursive DNS
Server option [ RFC8106]).
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* |SP_A enforces ingress filtering [ RFC2827], and inpl enents ACLs
such that RDNSS A only processes requests from | SP_A custoners.

* ROUTER B adverti ses:

- Prefix PREFI X B for address configuration (by means of a Prefix
Information Option (PIO [RFC4861]).

- One Recursive DNS server (RDNSS B) (by nmeans of Recursive DNS
Server option [ RFC38106]).

* | SP_B enforces ingress filtering [ RFC2827], and i npl enents ACLs
such that RDNSS B only processes requests from | SP_B custoners.

* Host C attaches to Network C, and thus configures:
- Addresses from both prefixes (PREFI X A and PREFI X B).
- Two default routers (ROJUTER_A and ROUTER B).
- Two recursive DNS servers: RDNSS A and RDNSS B.

In this scenario, Host C may only send traffic from PREFI X A via
ROUTER_A or from PREFI X B via ROUTER B: ot herwi se, packets will be
dropped as a result of ingress filtering [RFC2827]. Similarly, Host
C may only send DNS queries from PREFI X A to RDNSS A, or from

PREFI X B to RDNSS B: sending traffic from PREFI X A to RDNSS B or from
PREFI X B to RDNSS A will result in the ACLs enforced by the
respective ISPs to drop the DNS queri es.

It should be noted that it is quite common for DNS responses to
depend on the source address of the query, for inproved service. For
exanmple, if the "ww. exanpl e.comi’ web site was served via a Content
Delivery Network (CDN), RDNSS A would likely resolve that donai n nane
to an I P address that is topologically close to I SP_A while RDNSS B
woul d resol ve the sane donain nane to an address that is
topologically close to ISP_B. |In nmany cases, the correspondi ng web
cache m ght be hosted within the ISP network itself. |In these
scenarios, using the information | earned from RDNSS A via | SP_B, or
using the infornmation learned via RDNSS B via I SP_A would likely |ead
to sub-optinal service (e.g., larger Round-Trip Tine) or no service
(if ACLs were being enforced).

It should be evident that each piece of information being advertised
via SLAAC is only usabl e when enpl oyed in conjunction with the rest
of the information advertised by the sane router. However, SLAAC
does not require this behavior: hosts are free to use any piece of
configuration they learn via SLAAC as they see fit.
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As a result of these considerations, in a scenario where e.g.
ROUTER_A becones unreachabl e while ROUTER B is known to be reachabl e:

*

RDNSS_A shoul d not be enployed for DNS resol ution, since queries
to RDNSS A woul d need to be perforned from PREFI X A via ROUTER A
(consi dered unreachable). Thus, in this scenario DNS queries
shoul d be perfornmed from PREFI X_B via ROUTER B t o RDNSS_B.

Cached DNS information | earned via RDNSS A shoul d be renoved/

i gnored, since they would require that new comunication instances
to the corresponding | Pv6 addresses woul d enpl oy addresses from
PREFI X_A via ROUTER_A (consi dered unreachabl e).

New communi cation instances to an IPv6 literal (i.e., an |IPv6
address that has not been |earned via the DNS) should not enpl oy
ROUTER A as the next hop (since it is considered unreachable).
Hence, in this scenarios new comuni cation instances shoul d enpl oy
addresses from PREFI X_B via ROUTER B.

Section Section 3.2 and Section 3.3 discuss the expected behavior in
two specific failure cases.

3. 2.

Mul ti-Router/Milti-Prefix Failover Scenario

Consi der a network scenario where a user attaches two Custoner

Prem ses Equi prent (CPE) routers fromdifferent 1SPs to a | oca
network ("Network_C' in our exanple) for inproved network resilience,
The scenario coul d be described as foll ows:

*

Gont

Two SLAAC routers (ROUTER A and ROUTER B) fromdifferent | SPs
(I'SP_A and 1 SP_B, respectively) are attached to Network C

ROUTER_A adverti ses:

- Prefix PREFI X A for address configuration (by neans of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS A) (by means of Recursive DNS
Server option [ RFC38106]).

| SP_A enforces ingress filtering [ RFC2827], and inplenents ACLs
such that RDNSS A only processes requests from | SP_A custoners.

ROUTER B adverti ses:

- Prefix PREFI X B for address configuration (by nmeans of a Prefix
Information Option (PIO [RFC4861]).
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-  One Recursive DNS server (RDNSS A) (by nmeans of Recursive DNS
Server option [ RFC3106]).

* | SP_B enforces ingress filtering [ RFC2827], and inpl enents ACLs
such that RDNSS B only processes requests from | SP_B custoners.

* Host C attaches to Network C, and thus configures:
- Addresses fromboth prefixes (PREFI X_A and PREFI X B).
- Two default routers (ROUTER A and ROUTER B).
- One recursive DNS server (RDNSS_A).

Consi der the case where e.g. ROUTER A becomes unreachable. |If
ROUTER B is still considered reachabl e:

* Ongoi ng comuni cation instances enpl oyi ng source addresses from
PREFI X_A via ROUTER A shoul d conti nue enpl oyi ng ROUTER_A as the
next - hop, since ROUTER A is the only router advertising PREFI X A

* New conmmuni cation instances should enpl oy addresses from PREFI X B
via ROUTER B (as next-hop), since ROUTER B is the only router
known to be reachable, and PREFIX B is the only prefix being
advertised by ROUTER B.

Hosts inplementing [ RFC8028] will result in ongoing comunications
fromPREFI X A via ROUTER A will continue enpl oying ROUTER A as the
next - hop. However, [RFC6724] does not take into consideration the
reachability of the next-hop when perform ng source address

determ nati on, and hence may end up selecting a source address that
woul d end up enpl oyi ng an unreachabl e next hop (an address from
PREFI X_A via ROUTER A as the next hop, in our scenario).

NOTE:
In this scenario, both ROUTER A and ROUTER B advertise the sane
RNDSS (RDNSS_A), and therefore the information | earned from that
DNS server is presumably equally usable from PREFI X A via ROUTER A
and from PREFI X B via ROUTER B. Hence, if ROUTER_A becones
unreachable while ROUTER B is still known to be reachable, hosts
SHOULD prefer using PREFI X B via ROUTER B.

In a scenario where ROUTER A adverti sed RDNSS A, and ROUTER B
adverti sed RDNSS B, and ROUTER A becane unreachble, one could
envi sion the foll ow ng cases:
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1. Since ROUTER A is unreachabl e, RDNSS_A woul d be unreachabl e.
Hence RDNSS B woul d be enpl oyed to resol ve domai n nanes, and
as per Section 3.1, connections to |IP addresses obtained via
RDNSS B woul d enpl oy addresses from PREFI X B via ROUTER B.

2. As per Section 3.1, a host should not enploy cached DNS
entries obtained via a RDNSS where none the router that
adverti sed RDNSS B are known to reachable, since that woul d
force the host to enploy an unreachabl e router as the next
hop.
3.3. Milti-Router Failover Scenario

Consi der the case where two routers attach to the same network

(Network_C), and advertise the sane configuration information. That

is,

*  Two SLAAC routers (ROUTER A and ROUTER B) are attached to
Net wor k_C.

*  ROUTER_A adverti ses:

- Prefix PREFI X A for address configuration (by neans of a Prefix
Information Option (PIO [RFC4861]).

- One Recursive DNS server (RDNSS A) (by nmeans of Recursive DNS
Server option [ RFC3106]).

*  ROUTER B adverti ses:

- Prefix PREFI X_A for address configuration (by means of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS A) (by neans of Recursive DNS
Server option [ RFC8106]).

* Host C attaches to Network_C, and thus configures:
- One or nore addresses from PREFI X_A.
- Two default routers (ROUTER A and ROUTER B).
- One recursive DNS server: RDNSS A
Consi der the case where e.g. ROUTER_A becomes unreachabl e, while

ROUTER B is still known to be reachable. If ROUTER Ais still in the
reachabl e state:
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* Ongoi ng conmuni cation instances currently enpl oying ROUTER_A as
their next-hop should switch to enpl oyi ng ROUTER B

* New conmuni cation instances should enpl oy ROUTER B as their next-
hop (since ROUTER B is known to be reachable, while ROUTER A is
known to be unreachabl e).

Exi sting inplementations are expected to handle this scenario
gracefully, since Section 6.3.6 of [RFC4861] required that "Routers
that are reachabl e or probably reachable (i.e., in any state other
than | NCOWPLETE) SHOULD be preferred over routers whose reachability
i s unknown or suspect".

3. 4. Mul ti-Interface Scenario

This scenario is simlar to the one described in Section 3.1 with the
only difference in that a host is attached to one or nore networks
via two or nore network interfaces.

NOTE:
In the nost common multi-interface case, the host will be attached
to different networks via each network interfaces, and hence the
multi-interface scenario will typically also result in a "nmulti-
router” and "multiple-prefix" scenario (see Section 2). However,
in the specific corner case where a host enpl oys two network
interfaces two attach to the sanme | ocal network, this wll
essentially result in a Section 3.1 scenario (see Section 2):
while the router available via both interfaces is actually the
same router, fromthe perspective of the host it can be considered
to be a different router (e.g., they will typically result in two
default routers, each via the corresponding network interface).

Consi der a network scenario where a user connects to two different
I1SPs (ISP_A and ISP _B), via two different network interfaces (e.g.,
one Ethernet interface and a wireless W-Fi interface). The scenario
coul d be described as foll ows:

* ROUTER A from ISP _A is attached to Network_ A, and adverti ses:

- Prefix PREFI X A for address configuration (by nmeans of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS A) (by nmeans of Recursive DNS
Server option [ RFC3106]).

* |SP_A enforces ingress filtering [ RFC2827], and i npl enents ACLs
such that RDNSS A only processes requests from | SP_A custoners.
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* ROUTER B from|1SP_B is attached to Network_B, and adverti ses:

- Prefix PREFI X B for address configuration (by nmeans of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS B) (by nmeans of Recursive DNS
Server option [ RFC8106]).

* |SP_B enforces ingress filtering [RFC2827], and inpl enents ACLs
such that RDNSS B only processes requests from | SP_B custoners.

* Host C attaches to Network A with one network interface, and to
Net wor k_B wi th another network interface, and configures:

- Addresses fromboth prefixes (PREFI X_A and PREFI X B).
- Two default routers (ROUTER A and ROUTER B).
- Two recursive DNS servers: RDNSS A and RDNSS_B.

In this scenario, Host C may only send traffic from PREFI X_A via
ROUTER A or from PREFI X B via ROUTER B: ot herw se, packets will be
dropped as a result of ingress filtering [RFC2827]. Similarly, Host
C may only send DNS queries from PREFI X A to RDNSS A, or from

PREFI X_ B to RDNSS B: sending traffic from PREFI X_A to RDNSS_B or from
PREFI X B to RDNSS A will resul in the ACLs enforced by the respective
ISPs to drop the DNS queri es.

It should be noted that it is quite commopn for DNS responses to
depend on the source address of the query, for inproved service. For
example, if the "ww. exanpl e.com web site was served via a Content
Delivery Network (CDN), RDNSS A would likely resolve that donmai n name
to an IP address that is topologically close to I SP_A while RDNSS B
woul d resol ve the sane donain nane to an address that is
topologically close to ISP B. |In nmany cases, the correspondi ng web
cache m ght be hosted within the ISP network itself. |In these
scenarios, using the information | earned from RDNSS A via | SP_B, or
using the information learned via RDNSS B via I SP_A would likely I ead
to sub-optimal service (e.g., larger Round-Trip Tine) or no service
(if ACLs were being enforced).

It should be evident that each piece of information being advertised
via SLAAC is only usabl e when enpl oyed in conjunction with the rest
of the information advertised by the same router. However, SLAAC
does not require this behavior: hosts are free to use any piece of
configuration they learn via SLAAC as they see fit.
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NOTE:
For exanple, a host inplenmenting the Weak End System (ES) nopdel
(see Section 3.3.4.2 from[RFC1122]) could indeed send e.qg.
packets from PREFI X A via ROUTER B.
3.5. Conflicting Information

Consi der the case where two routers attach to the sane network, and
advertise the sanme configuration information. That is,

*  Two SLAAC routers (ROUTER A and ROUTER B) are attached to
Net work_C

*  ROUTER_A adverti ses:

- Prefix PREFI X A for address configuration (by nmeans of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS A) (by nmeans of Recursive DNS
Server option [ RFC3106]).

* ROUTER B adverti ses:

- Prefix PREFI X_A for address configuration (by means of a Prefix
Information Option (PIO [RFC4861]).

- One Recursive DNS server (RDNSS A) (by nmeans of Recursive DNS
Server option [ RFC38106]).

* Host C attaches to Network_C, and thus configures:

- One or nore addresses from PREFI X _A.

- Two default routers (ROUTER_A and ROUTER_B).

- One recursive DNS server: RDNSS_A
Consi der the case where e.g. ROUTER B is unable to refresh its
networ k configuration information fromits upstream and thus
advertises the sane configuration as before, but with a lifetine of

0. That is, it adverti ses:

* A PO conveying PREFI X_ A with both a Preferred Lifetine and a
Valid Lifetime of O.

* A RDNSS conveying RDNSS A with a Lifetinme of O.
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Presumably, this means that according to ROUTER B, this information
shoul d no | onger be used:

* Hosts should renove any configured addresses for such prefixes.
As a result, they should al so abort any ongoi ng TCP connecti ons.

* Hosts should al so renove the correspondi ng RDNSS server fromtheir
Iist of RDNSS servers.

This woul d al so happen if ROUTER A was still announcing the sane
configuration information with non-zero |ifetines.

It is clear that a nore resilient behavior would be to naintain, for
each piece of network configuration information, different tiners for
each SLAAC advertising router. Thus, if a SLAAC router advertised
sonme configuration information with a lifetinme of 0, this would
sinmply mean that such configuration information should be

di sassociated with that particular router. Only when configuration
information is no | onger associated with any router would the

i nformati on be renoved fromthe host altogether.

4. Prior Wrk

[ RFC8028] anal yzes the chall enge represented by having nultiple
default routers when addresses fromnultiple prefixes are enpl oyed.
However, there are a few gaps in the specification

* Extrapolating RFC 8028 to other network configuration information
(such as Route Information Options (Rl Os) [RFC4191] and RDNSS
[ RFC8106]), as discussed in Section 3.1 of this docunent.

* Considering how to aggregate configuration information when the
same information is advertised by multiple routers, with different
timers/lifetinme values (as discussed in Section 3.5).

* Considering failure cases, such as those discussed in Section 3.3
and Section 3. 2.

5. Future Wrk
Thi s docunent descri bes a nunber of conmon network scenarios that are
currently unsupported by I Pv6. These scenarios have becone nore and

nore conmon, as a result of:

* Increased nunber of hone-office users, requiring the use of
multiple upstream | SP for inproved resiliency
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* Increased nunmber of nobile users, which may not only connect via
the mobil e operator but also via a W-Fi connection when
avail abl e.

As a result, this docunment concl udes that protocol inprovenents that
acconmodat e t hese depl oynment scenarios are warranted.
[1-D.gont-6man-nulti-ipv6-spec] is a draft protocol specification
that ainms to incorporate support for these scearios into | Pv6 hosts.

| ANA Consi der ati ons
Thi s docunent has no actions for | ANA
Security Considerations

Thi s docunent does not introduce any new attack vectors. A host that
were to inplenent the behavior described in this docunent night
actual ly reduce the inpact of sone Nei ghbor discovery attacks. For
exanmpl e, an ND attack neaning to disable an | Pv6 prefix by forging a
Rout er Advertisement (RA) with a PIO for the target prefix with a
zero lifetinme would only succeed if:

* the RA inpersonates an existing router (i.e., it enploys the
address of an existing router as the source address of the RA
packet).

* No other router on the same network segnment is currently
advertising the target prefix.

Simlarly, in a scenario where a host is enploying nultiple
interfaces, and an attacker tries to disable the usage of a RDNSS by
sendi ng forged RAs advertising a RDNSS with a zero lifetinme, the
attacker would only be able to affect usage of that RDNSS via the
network interface attached to network on which the attacker is
performng the attack. However, RDNSS servers enployed via network
interfaces attached to different networks would renmai n unaffected.
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