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Abst ract

Thi s docunent specifies a inprovenents to | Pv6 Statel ess Address

Aut oncofiguration (SLAAC) to fully support common nulti-router,
multi-interface, and nmulti-prefix scenarios. It formally updates RFC
4191, RFC 4861, RFC 4862, and RFC 8504, RFC 8028, and RFC 6724, such
that these scenarios are properly supported by | Pv6 host

i mpl enent ati ons.
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1. I nt roducti on

| Pv6 Statel ess Address Autoconfiguration (SLAAC) is based on the
premi se that SLAAC routers advertise network configuration
informati on on a |local network, and SLAAC hosts aggregate this
information and use it as they see fits. |In the case of sinple
networ k scenari os such as a local network with a single SLAAC router,
or a network with multiple SLAAC routers where all routers advertise
the sane network configuration information, SLAAC works just fine.
However, other nore conplex (yet very commbn) scenarios are very
badly supported (if at all supported). THese scenarios include, but
are not limted to, the foll ow ng:

*  Two Customer Prem ses Equi pment (CPE) routers are attached to a
| ocal network, whether to performbasic | oad-sharing across two
upstream connctions, or for inproved resiliency (i.e. provide a
fall-back upstream | nternet connection).

* An I Pv6 host attaches to two different |ocal networks via
different network interfaces. For exanple, an |IPv6 host enploys a
wi red Ethernet connection and a W-Fi wrel ess connection, or a
nmobi | e node enpl oys a 4G nobil e connection, and al so | everages
W Fi connectivity where avail abl e.
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As discussed in [I-D. gont-v6ops-nulti-ipv6], these scenarios are not
only comon, but support for these scenarios may actually represent a
pre-requisite for deploying IPv6 in an Enterprise or home office
environemt. Therefore, they warrant native and proper support by

| Pv6 hosts.

[ RFC8028] discusses the challenge of selecting an appropriate default
router in Multi-1Pv6 scenarios, and specifies some recommendati ons
for the selection of a next-hop router in nulti-ipv6é scenari os.
However, as noted in [I-D.gont-v6ops-nulti-ipv6], there still exists
specification gaps that prevent full support of nulti-ipv6 scenari os.
Thi s docunent builds upon [RFC8028] to provide a nore conprehensive
solution to the problem at hand.

2. Term nol ogy

Mul ti-prefix scenario:
A network scenario where a host enploys two or nore | Pv6 prefixes
for address configuration with SLAAC. This nay be the result of
attaching to two or nore networks via two or nore network
interfaces, or sinply the result of attaching to a single |oca
network where multiple prefixes are advertised via one or nore
SLAAC routers.

Mul ti-router scenario:
A network scenario where a SLAAC hosts enploys two or nore SLAAC
routers. This may be the result of attaching to two o nore
networks via two or nore network interfaces, or sinply the result
of attaching to a single local network where nultiple prefixes are
advertised via one or nore SLAAC routers.

Multi-interface scenario:
A network scenario where a host enploys two or nore network
interfaces (without considering the "l oopback"” interface). Sone

bi bl i ography refer to these hosts as being "nultihoned". |In the
vast majority of cases, hosts enploying nultiple interfaces wll
result in "multi-prefix" and "nulti-router" scenarios. |In the

specific corner case where a host attaches to the same network via
two (or nore) network interfaces, this will typically result in a
mul ti-router scenario, where the sane router that is available via
multiple is interfaces is considered, fo all practical purposes,
as a different router -- .e.g., the sanme router will result in
different default routes, one via each of the network interfaces.

Mul ti-IPv6:
The term "Ml ti-IPv6" (case insensitive) is enployed throughout
this docunment as a short-hand for network scenarios where nultiple
I Pv6 routers, multiple interfaces, and/or multiple |Pv6 prefixes
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are enployed. We note that "multi-prefix", "multi-interface", and
"multi-router" scenarios are not nutually-exclusive: for instance,
a host that enploys multiple interfaces will usually al so enpl oy
multiple prefixes and nultiple routers.

SLAAC prefix set:
The SLAAC prefix set for an SLAAC router is conposed of all
prefixes that are being advertised by the router via SLAAC Pl Gs
(irrespective of howe.g. the "A" and "L" flags of the PIO were
set).

3. Conceptual nodel

In order to properly properly support multi-ipv6é scenarios, |Pv6
hosts shoul d adhere to the follow ng principles:

* Network configuration infornmation advertised by each SLAAC router
is an atomc set of information that nmust be associated with the
router that advertised it. This neans that:

- Hosts should maintain state for SLAAC informati on on a per-
sl aac-router basis (as opposed to a "per-host" or "per-
interface" basis. |f the sane piece of information is
advertised by nmultiple SLAAC routers, a SLAAC host nust
mai ntain state information for the advertised information on a
per-router basis -- i.e., one record (with an associated tiner,
where applicable) for each advertising router.

- As aresult of this consideration, in scenarios where the same
network configuration information is advertised by nultiple
| ocal SLAAC routers, such information nay eventually expire or
be considered invalid for one of the SLAAC routers that
advertised it, but may still be valid for some of the other
routers that have advertised it (since state is maintained on a
per-router basis as opposed to a per-host or per-interface
basi s).

- | Pve addresses configured froma given SLAAC prefix should only
be enployed with the SLAAC routers that have advertised such
prefix on the local network. RDNSS should only be queried from
SLAAC prefixes advertised by the sane router that advertised
the RDNSS, via the router that advertised such prefixes.
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- Hosts nust not enploy information advertised by one SLAAC in
conjunction with information adverti sed by other SLAAC routers.
For exanple, in a network scenari o where SLAAC router ROUTER A
adverti ses {RDNSS A, autoconfiguration prefix PREFI X A} and
SLAAC router ROUTER B advertises {RDNSS B, autoconfiguration
prefix PREFI X B}, SLAACs hosts should NOT do any of the
fol | owi ng:

o0 Send packets from PREFI X_A via ROUTER B (or packets from
PREFI X_B vi a ROUTER_A)

0 Send DNS queries fromPREFI X_A to RDNSS_B (or queries from
PREFI X_B to RDNSS_A)

o0 Send packets from PREFI X_ A to an | Pv6 address obtained via
RDNSS B (or packets from PREFI X B to an | Pv6 address
obt ai ned via RDNSS_A)

| Pv6 addresses configured froma given SLAAC prefix should only be
enpl oyed with the SLAAC routers that have advertised such prefix
on the local network: it is quite common for IPv6 routers to
enforce ingress/egress filtering, and thus in a scenario where
SLAAC router ROUTER A advertises {RDNSS A, autoconfiguration
prefix PREFI X_A} and SLAAC router ROUTER B advertises {RDNSS_ B,
aut oconfiguration prefix PREFI X B}, ROUTER A ni ght drop outgoing
packets (fromthe | ocal network) that are not sourced from

PREFI X_A, while ROUTER B mi ght drop outgoing packets that are not
sourced from PREFI X _B.

It is not uncommon for servers to enforce Access Control Lists
(ACLs) based on the I Pv6 address of incoming requests. Thus, as
not ed above, this neans that:

- In a scenario where SLAAC router ROUTER A advertises {RDNSS A,
aut oconfiguration prefix PREFI X A} and SLAAC router ROUTER B
advertises {RDNSS_B, autoconfiguration prefix PREFI X B},
RDNSS_A ni ght drop DNS queries that do not originate from
PREFI X_A, while RDNSS B m ght drop DNS queries that do not
originate from PREFI X_B.

- Comunications with addresses obtained via a RDNSS shoul d be
carried out using source addresses fromthe prefix-set of the
router that advertised the RDNSS that was enpl oyed for DNS
resoltion: In a scenario where SLAAC router ROUTER A adverti ses
{RDNSS_A, autoconfiguration prefix PREFI X A} and SLAAC router
ROUTER B adverti ses {RDNSS B, autoconfiguration prefix
PREFI X B}, RNDSS A might resolve e.g. "ww.exanple.cont to an
| Pv6 address that will drop incom ng requests unless they
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4.

4. 1.

Gont

originate from PREFI X_A, while RDNSS B night resolve the same
domai n nane ("wwmv. exanple.com') to a different |Pv6 address
that will drop incom ng requests unless they originate from
PREFI X B. In other scenarios, RDNSS A m ght resolve a domain
nane to an | Pv6 address that is topologically close to RDNSS A
Thus, and address from PREFI X B is enployed to conmunicate with
the correspondi ng address, this might result in suboptinal
service (when conpared to communicating with that address from
PREFI X_A) .

Pr ot ocol Specification

Processi ng and Usage of SLAAC information

SLAAC hosts MUST maintain state information for each piece of
SLAAC information advertised by each SLAAC router, on a per-router
basis. This nmeans, for exanple, that for each piece of SLAAC

information that enploys "lifetimes", the associated current
lifetimes should be conputed/ maintained on a per-router basis. |If
a per-router lifetine expires, such information should be

di sassociated with that router -- that is, this should only affect

the usage of such information via the router for which the
"l'ifetime" has expired (please see Appendix A 2 for a nore
detail ed discussion).

SLAAC hosts MUST associ ate each SLAAC router with an | Pv6 prefix
set, that is composed of all prefixes that are being advertised as
"valid" by such router via SLAAC PIGCs (irrespective of how e.g.
the "A" and "L" flags of the PIO were set).

When sending packets via a SLAAC router, SLAAC hosts MJUST enpl oy
an address fromthe prefix-set of that router.

Any routing information (e.g., as that conveyed by RI Gs [ RFC4191]
and Redirect nessages [ RFC4861]) MJST NOT be enpl oyed for packets
sent with a Source Address that does not belong to the IPv6 prefix
set of the SLAAC router that advertised this information

DNS queries sent to a RDNSS MJUST enpl oy source addresses fromthe
prefix set of the router that advertised the RDNSS. For exanple,
if ROUTER A is the only SLAAC router that has adverti sed RDNSS A,
DNS queries sent to RDNSS A MUST enpl oy addresses from PREFI X A

I nformation obtained froma RDNSS server MJST only be enpl oyed
using an I Pv6 source address fromthe sanme prefix enployed for the
source address of the DNS queries used to obtain that |Pv6

addr ess.
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4.

5

I mprovenment to Default Address Selection for Internet Protoco
Version 6 (1Pv6)

Thi s docunent fornally updates Section "5. Source Address Sel ection"
of [RFC6724], by adding the follow ng rule:

Rule 5.7: Prefer addresses that will enploy a REACHABLE next-hop
If SA or will enploy a next-hop that is known to be REACHABLE, and
SB will enploy a next-hop that is not known to be REACHABLE, then
prefer SA. Simlarly, If SBor will enploy a next-hop that is
known to be REACHABLE, and SA will enploy a next-hop that is not
known to be REACHABLE, then prefer SB

Di scussion: This rule prefers next-hops that are known to be
reachable (i.e., working next-hops). An IPv6 inplenentation is
not required to remenber which next-hops advertised which
prefixes. The conceptual nodels of |IPv6 hosts in Section 5 of
[ RFC4861] and Section 3 of [RFC4191] have no such requirenent.
Hence, Rule 5.3 is only applicable to inplenentations that
track this information

| ANA Consi der ati ons
Thi s docunent has no actions for | ANA
Security Considerations

Thi s docunent does not introduce any new attack vectors. A host that
were to inplenent the behavior described in this docunent night
actual ly reduce the inpact of sone Nei ghbor discovery attacks. For
exanmpl e, an ND attack neaning to disable an | Pv6 prefix by forging a
Rout er Advertisement (RA) with a PIO for the target prefix with a
zero lifetinme would only succeed if:

* the RA inpersonates an existing router (i.e., it enploys the
address of an existing router as the source address of the RA
packet) .

* No other router on the same network segnment is currently
advertising the target prefix.

Simlarly, in a scenario where a host is enploying nultiple
interfaces, and an attacker tries to disable the usage of a RDNSS by
sendi ng forged RAs advertising a RDNSS with a zero lifetime, the
attacker would only be able to affect usage of that RDNSS via the
network interface attached to network on which the attacker is
performng the attack. However, RDNSS servers enployed via network
interfaces attached to different networks woul d renai n unaffected.
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8.

8.

If attacks based on forged RA packets are a concern, technol ogies
such as RA-CGuard [ RFC6105] [ RFC7113] shoul d be depl oyed.
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Appendi x A, Sanpl e scenari os

A 1.

Nor mal Usage of SLAAC Information by |IPv6 Hosts

Consi der the follow ng scenario:

*

Two SLAAC routers (ROUTER A and ROUTER B) fromdifferent | SPs
(I'SP_A and | SP_B, respectively) are attached to NETWORK C

Router A adverti ses:

- Prefix PREFI X A for address configuration (by neans of a Prefix
Information Option (PIO [RFC4861]).

- One Recursive DNS server (RDNNSS_A) (by neans of Recursive DNS
Server option [ RFC3106]).

Router B adverti ses:

- Prefix PREFI X B for address configuration (by means of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS B) (by neans of Recursive DNS
Server option [ RFC8106]).

An | Pv6 host that attaches to Network C and receives the
af orenmenti oned i nformation should interpret it as foll ows:

*

It may configure | Pv6 addresses from PREFI X A, and send packets
fromsuch addresses via ROUTER A. It may send DNS queries to
RDNSS_A from addresses in PREFI X_A, via ROUTER A, and initiate
communi cation with the resulting | Pv6 addresses using source
addresses from PREFI X A (via ROUTER_A, as noted above).

It may configure | Pv6 addresses from PREFI X B, and send packets
fromsuch addresses via ROUTER B. It may send DNS queries to
RDNSS B from addresses in PREFI X_B, via ROUTER B, and initiate
communi cation with resulting | Pv6 addresses using source addresses
from PREFI X B (via ROUTER B, as noted above).

Any ot her conbi nation of the network configuration information that
m xes information from ROUTER A and ROUTER B is likely to result in
interoperability probl ens and/ or suboptinmal service, since e.g.:
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A 2.

ROUTER_A may i npl ement network ingress filtering, and thus drop
packets originating from NETWORK C if they do not enploy a source
address from PREFI X_A.

RDNSS_A nmay inpl ement Access Control Lists (ACLs) such that it
only accepts DNS queries from addresses in PREFI X A

DNS Resol ution of a domain name (e.g. "ww. exanple.com may") may
enpl oy "split-horizon" DNS, and the domain nane nmay map to
different 1 Pv6 addreses dependi ng on the RDNSS enpl oyed for nane
resol ution and/or the |Pv6 addresses enployed for the source
address of the DNS queries. Wen "ww. exanpl e.comt is resolved by
means of RDNSS A, the resulting | Pv6 addresses are likely to be
topologically close to I SP_A Thus, a host that resol ves

"www. exanpl e. com via RDNSS_A but then initiates communication
with the resulting IPv6 addresses via ISP Bis likely to receive
sub-optimal service (e.g. longer Round-Trip Times (RTTs)). The
correspondi ng systens nmight as well be prepared to only service
I SP_A and enforce ACLs dropping traffic that does not originate
from PREFI X_A.

I nformati on Advertised by Miultiple Routers on the Sane Link

Simlarly, consider this other network scenario:

*

Two SLAAC routers (ROUTER Al and ROUTER A2), both fromISP_A, are
attached to NETWORK C

Rout er Al adverti ses:

- Prefix PREFI X_A for address configuration (by means of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS A) (by neans of Recursive DNS
Server option [ RFC8106]).

Rout er A2 adverti ses:

- Prefix PREFI X_A for address configuration (by nmeans of a Prefix
Information Option (PIO [RFC4861]).

-  One Recursive DNS server (RDNSS A) (by nmeans of Recursive DNS
Server option [ RFC8106]).

Let us assume that, at sonme point in tine, ROUTER A2 starts
invalidating the previously-advertised information. Nanely,
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Router A2 starts to advertise prefix PREFI X A for address
configuration (by means of a Prefix Information Option (PlO
[ RFC4861]) with a "valid lifetime" of O.

Router A2 starts to advertise RDNSS A (by neans of Recursive DNS
Server option [RFC8106]) with a "lifetime" of O.

A SLAAC host that receives this (updated) information should
interpret it as:

*

As far as ROUTER A2 is concerned, addresses in PREFIX A are no
| onger valid, and should not be used when sending | Pv6 packets via
ROUTER_A2.

As far as ROUTER A2 is concerned, RDNSS A is no longer a valid
RDNSS.

However, this should not affect the validity of this information
(ot its usage) with other SLAAC routers. Nanely, in our scenario,
a SLAAC host attached to NETWORK C should still consider addresses
in PREFI X A to be valid when e.g. used in conjunction with

ROUTER Al, and should still consider RDNSS A to be a valid RDNSS
to send queries from PREFI X A via ROUTER Al.

Only when a piece of SLAAC information is no longer valid for any
of SLAAC router would the corresponding informati on be completely
removed fromthe SLAAC host.
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