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1. Introduction

[ RFC9543] provides the definition of IETF network slice for use
within the | ETF and di scusses the general franmework for requesting
and operating | ETF Network Slices, their characteristics, and the
necessary system conponents and interfaces. It also introduces the
concept Network Resource Partition (NRP), which is a subset of the
resources and associated policies in the underlay network.
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Using OAM tool s enabl es real -tine nonitoring of the operational
status of network slices, allow ng for quick detection and

| ocalization of faults. Wien a node or link within a network slice
experiences a failure, OAMtools can pronptly issue alerts,
assisting network admnistrators in taking swift corrective action
to mininize service downtime. Therefore, the use of OAMtools in an
NRP network is crucial for ensuring the availability and performance
of network slice resources. This not only enhances user experience
but al so inproves the overall efficiency and stability of the

net wor k.

[ RFC8402] describes Segment Routing Architecture and its
instantiation in two data planes: MPLS and | Pv6.

For different data plane types, existing OAMtools can be utilized
for inspection. Existing OAMtools typically include Ping,
Traceroute, BFD, and STAMP. [RFC9259] expl ains how to perform OQAM
when the underlying network uses SRv6. [RFC8029] describes howto
Det ect MPLS Dat a- Pl ane Failures in MPLS networks.

Thi s docunent continues to enmploy these existing OAM nechani sns to
moni tor NRP resources. Specifically, it describes the OAM nechani sns
for inspecting NRP resources in scenarios where the data plane is
based on MPLS networks and SRv6 networks. However, the OAM net hods
for inspecting NRP resources outlined in this docunment are not
limted to these specific data plane types.

Thi s docunent outlines howto utilize existing OAMtools to nonitor
the operational status of NRP resources and quickly detect and
pi npoint faults within NRP resources.

1.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. OAM Mechani sns
During the process of using existing OAM mechani sms to check the

operational status of NRP resources, the OQAMinitiator needs to
carry the NRP-ID in the data plane of the inspection packets.
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I nt ermedi at e equi prent and OAM End Poi nts need to check the
availability of NRP resources when receiving OAM packets with an
NRP-1D. If the NRP resources are unavail able, they should respond to
the OAMinitiator with an error nessage, indicating that the NRP
resources are unavail abl e.

Thi s docunent adopts these existing nmethods of carrying the NRP-ID
in the data plane to perform OAM operati ons within NRP networks. The
speci fic nmechanisns for carrying the NRP-1D in the data plane are
outside the scope of this docunent. Based on different underlying
net works, this docunent describes howto use OAMtools to nonitor
NRP resources by carrying the NRP-1D duri ng OAM operati ons.

Bui | di ng on the aforenentioned aspects, using existing OAM
mechani sms for underlay network operations and exi sting nechani sns
for carrying the NRP-ID in the data plane, this docunent will
describe how to use OAMtools to nonitor the operational status of
NRP resources wthin NRP networKks.

2.1. PING

When performing a PING operation, the initiator sends a Pl NG
request. To support the probing of NRP resources, NRP information is
carried in the data layer. Internedi ate nodes inspect the NRP
resources. |If the request packet can be forwarded to the contro

pl ane, the response packet can include an error code to notify the
initiator of an "NRP resource unavail able" error. However, if the
packet cannot be forwarded to the control plane, the request packet
is sinmply dropped, and the initiator cannot obtain specific error

i nformation.

1)PING with NRP

2) Check NRP Not Avail abl e
Reponse Error

Cemm e e e =
3) PING Reponse

Cem e e e e e m e — - -

+- -+ +- -+ +- -+

[ NL+------ [ N2+------ | N3+

+--+ +--+ +--+

Figure 1 PING for NRP

Process of PING for NRP:
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1) The initiator of the PING request includes the NRP-1D in the data
| ayer when sending the PI NG request.

[ RFC8029] When the data layer is MPLS, the PI NG Request is an MPLS
Echo Request nessage

[ RFC9259] When the data |l ayer is SRv6, the PING Request is an
| CMPv6 nmessage encapsul ated with an SRH header.

2) The internedi ate node or End Point first checks if the NRP
resources are avail abl e when processing a Ping Request. |If they
are not available, it responds with a Ping Response, indicating
the Error as "NRP resources unavail abl e".

For MPLS networks, it is necessary to extend the Return Codes
carried in the MPLS Echo Repl y(l ANA 6. 1)

For SRv6 networks, the Error Code in the |CMPv6 Reply needs to be
extended(| ANA 6. 2).

3) If the check passes, the End Point will respond with a normal PING
Response.

2. 2. TRACERQUTE

When perform ng a TRACEROUTE operation, the TRACEROUTE initi ator
sends request packets toward the destination node by increnmentally
increasing the TTL value. To support the probing of NRP resources,
NRP information is carried in the data |ayer. Each internedi ate node
first checks the availability of NRP resources before inspecting the
TTL. If the resources are unavail abl e, the node responds with an
error nessage indicating resource unavailability. In both MPLS and
SRv6 networ ks, the packets used for TRACEROUTE are the same as those
used for PING Wen NRP resources are unavail able, the error codes
used are also identical to those used in PING operations
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1) TRACERT Request with NRP-I1D
............ >

2) TRACERT Reply
P,
3) TRACERT Request with NRP-1D
_____________________ >

4) TRACE Reply

Cmm e e e m e e — .-
+- -+ +- -+ +- -+
| NI+------ | N2+------ | N3+
+- -+ +- -+ +- -+

Figure 2 Traceroute for NRP

Process of Traceroute for NRP

1) The initiator of the Traceroute request includes the NRP-ID in the
data | ayer when sending the Traceroute request.

[ RFC8029] When the data | ayer is MPLS, the Traceroute Request is an
MPLS Echo Request nessage with TTL 1 to n increase.

[ RFC9259] When the data | ayer is SRv6, the Traceroute Request is an
| CMPv6 nmessage encapsul ated with an SRH header with TTL 1 to n
i ncrease.

2) The internedi ate node or End Point first checks if the NRP
resources are avail abl e when processing a Traceroute Request. |If
they are not available, it responds with a Traceroute Response,
indicating the Error as "NRP resources unavail able". The error
code for expansion should be the sane as Pl NG

3) If the check passes, the process proceeds with a nornal
Traceroute, perform ng hop-by-hop detection of the path to the End
Point until the Traceroute process is conpleted, and the detection
results are outputted.

2.3. BFD

[ RFC5880] [ RFC5881] provides a detail ed description of the BFD
pr ot ocol

By establishing a BFD session between the head node and the tai

node, BFD packets are exchanged regularly to quickly detect the
reachability of the route between these nodes.
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For NRP support, the BFD packets are encapsulated with an NRP-ID to
probe the reachability of the corresponding route within this NRP

When internedi ate nodes and the tail node receive a BFD packet, they
must check the availability of NRP resources. If the resources are
unavai l abl e, the recei ved BFD packet shoul d be di scarded.

It is inportant to note that the identifier for a BFD session
typically does not include the NRP-1D. Instead, it consists of [LD
(Local Discrimnator), RD (Renpte Discrimnator), source address,
destination address]. Wen establishing BFD sessions with
identifiers across different NRPs, it is inpossible to distinguish
bet ween these sessions based solely on the identifiers. Therefore,
in such cases, distinct LD and RD val ues nust be configured for each
NRP, enabling differentiation between BFD sessi ons based on [LD
(Local Discrimnator), RD (Renpte Discrimnator), source address,
destination address].

1) BFD Request with NRP-1D
________________________ >
2) BFD Reply
K e m e e e e e ==
+- -+ +- -+ +- -+
| N1+------ | N2+------ | N3+
+- -+ +- -+ +- -+

Figure 3 BFD for NRP

Process of BFD for NRP:
1) The session initiator includes the NRP-ID in the data |ayer.
2) The responder first checks the availability of NRP resources. If

the NRP resources are unavailable, it does not respond. O herw se,
it replies with a BFD detection response.
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2.4. STAWP

[ RFC8762] describes the inplementation process of the STAWP
pr ot ocol

When sending a STAMP Request, the NRP information to be inspected is
carried in the data | ayer. Internedi ate nodes processing the STAW
Request perform an NRP resource check. If the request packet can be
forwarded to the control plane, the STAMP response packet can
include an error code to notify the initiator of an "NRP resource
unavai |l abl e" error. However, if the packet cannot be forwarded to
the control plane, the request packet is sinply dropped, and the
initiator cannot obtain specific error infornmation.

1) STAMP Request with NRP-1D

2) STAMP Reply

| STAMP Session-Sender | <--- STAMP---> | STAMP Session-Refl ector

Figure 4 STAmp for NRP

1) The STAMP Sessi on- Sender transnits STAMP packets, carrying the
NRP-1D in the data | ayer.

2) The STAMP Session-Reflector first checks the availability of NRP
resources. If the resources are unavailable, it responds with an
"NRP resources unavailable" error. Gtherwise, it proceeds to reply
with a normal STAMP response.

3. Round-trip path consistency

For scenarios where OAM checks are needed for the return path of NRP
resources, there are two nethods:

The first method invol ves the head node carrying the return path’s

NRP-ID in the control plane. This return NRP-1D is sent to the end-
poi nt via the OAM nessage. The end-point retrieves the return NRP-1D
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fromthe control plane data and uses it as the NRP-1D for the data
pl ane of the response message.

[ RFC8029] When perform ng OAM operations in an MPLS network, the
return path can be specified by including the Reverse-path Target
FEC Stack TLV in Request nessage. Based on this, this docunent
extends the Reverse-path Target FEC Stack TLV by adding a return
NRP-1D fi el d.

[ RFC6426] The format of the Reverse-path Target FEC Stack TLV is the
same as that of the Target FEC Stack TLV defined in [RFC4379]. A
Target FEC Stack is a list of sub-TLVs, The new sub-TLV "NRP-ID" is
defined in this docunment, the format is as follow

0 1 2 3
01234567890123456789012345678901

e T S S S e i i S DU S S S S R S T S S

1 (FEC TLV) Length

Type 12

T I T S S i T T S AR

4

| sub-Type TBD (NRP-1 D) Length

i e i i i S I S I S e s i i S
NRP-1 D

i s i T S e S T T il o S R S S S

Sub- Type Refer to I ANA 4. 3.

[ RFC9503] When perform ng STAMP, the Return Path can be included in

the request nessage to specify the return path. Based on this, this

docunment extends the STAMP Return Path Sub-TLV to carry the NRP-1D

within the Return Path.

The format of Return NRP-1D sub-TLV in Return Path Sub-TLVs:

0 1 2 3

01234567890123456789012345678901

e e i i S Tl s S S i s S S

| STAMP TLV Fl ags| Type=TBD | Lengt h=4 |
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e T S S S e i i S DU S S S S R S T S S
NRP- | D
T I T S S i T T S AR

Sub- Type Refer to | ANA 4. 4.

The second nethod involves pre-configuring the return NRP-ID at the
end- point by an administrator. Wen the end-point receives an OAM
message fromthe head point, it uses the pre-configured return NRP-
ID as the NRP-1D for the data plane of the response nessage. The
specific inmplenentation of this nmethod is not within the scope of
thi s docunent.

4. UseCase
Ho o [ NIOO |-------mmmmmmmmmm e oo +
| |
| ======NRP- 1===== NRP-1 ------ NRP- 1======NRP- 1- - - - - —===== |
[ INL] |- [N | | N3 |-eee | INA[ | === -] N5 | === [ N7] |
I R R s I IR A e
======NRP- 2===== NRP-2 ------ NRP- 2======NRP- 2- - - - - - —=====
| |
- -t - | NRP-1 ------ NRP- 1 | -t -
| CE 1] b NG [ -=nnnmnn- + | CE 2|
------ NRP- 2 | | NRP-2
Figure 5 NRP network di agram
As illustrated In the reference topol ogy of Figure 1,

Node j has a | Pv6 | oopback address 2001:db8:L:j::/128.

A SID at node j with locator block 2001: db8: K::/48 and function U
is represented by 2001:db8:K:j: U :.

Node j has a | Pv4 | oopback address 192.168.j.1/32
A LABEL at node j is 1j000.

Node N100O is a controller.
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The |1 Pv6 address of the Link between node i and j at the NRP-ID is
represented as 2001:db8:i:j:nrp::

4.1. PING in MPLS network
An exanpl e of MPLS Ping success:
> ping 15000 via |abel-stack 12000, 14000, NRP-1D: 1, Ret NRP-ID: 2
Sendi ng 5, 100-byte MPLS Echos to 192.168.5.2, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 0.625
/0.749/0.931 ns

An exanpl e of MPLS Ping failure due to NRP resource unavail ability:
> ping 15000 via |abel-stack 12000, 14000, NRP-1D: 1, Ret NRP-1D: 2
Reply to request 2 (1 nms). Return Code: 'N

Reply to request 3 (1 ns). Return Code: 'N

Reply to request 4 (1 ns). Return Code: 'N

Reply to request 3 (1 nms). Return Code: 'N

Reply to request 4 (1 ns). Return Code: 'N

Success rate is 0 percent (0/5), round-trip mn/avg/max = 1/1/1 ns

Error code 'N indicates that the cause of the error is the
unavai lability of NRP resources. This explanation applies to the
foll owi ng exanples as well and will not be reiterated.

4.2. TRACERQUTE in MPLS network
An exanpl e of MPLS traceroute success:

> traceroute 15000 via | abel -stack 12000, 14000, NRP-ID: 1, Ret-NRP-
D 2
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Tracing the route to 15000
1 192.168.2.1 [ MPLS: Label 12000] 1.123 ns 1.045 ms 1.067 ns
2 192.168.4.1 [ MPLS: Label 14000] 1.123 ns 1.045 ms 1.067 ns

2 192.168.5.1 [ MPLS: Label 15000] 1.123 nms 1.045 ms 1.067 ns

An exanpl e of MPLS traceroute failure due to NRP resource
unavail ability:

> traceroute 15000 vi a | abel -stack 12000, 14000, NRP-ID: 1, Ret-NRP-
ID 2

Tracing the route to 15000

1 192.168.2.1 [ MPLS: Label 12000] Return Code: 'N
4.3. PINGin SRv6 network

An exanpl e of SRv6 Ping success:

> ping 2001:db8:L:5:: via segment-list 2001: db8: K: 2: X31: :,
2001: db8: K: 4: X52::, NRP-1D: 1, Ret NRP-1D: 2

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 0.625
/0.749/0.931 ns

An exanple of SRv6 Ping failure due to NRP resource unavail ability:

> ping 2001:db8:L:5:: via segnment-list 2001: db8: K: 2: X31: :,
2001: db8: K: 4: X52::, NRP-1D: 1, Ret NRP-1D: 2

Reply to request 2 (1 ns). Return Code: 'N
Reply to request 3 (1 ns). Return Code: 'N
Reply to request 4 (1 nms). Return Code: 'N
Reply to request 3 (1 ns). Return Code: 'N
Reply to request 4 (1 ns). Return Code: 'N
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4. 4. TRACERQUTE in SRv6 network
An exanpl e of SRv6 traceroute success:

> traceroute 2001:db8:L:5:: via segnment-list 2001: db8: K: 2: X31: :,
2001: db8: K: 4: X52::, NRP-1D. 1, Ret-NRP-1D. 2

Tracing the route to 2001: db8: L: 5:

1 2001:db8:2:1:21:: 0.512 nsec 0.425 nmsec 0.374 nsec DA
2001: db8: K: 2: X31::, SRH: (2001: db8:L:5::2, 2001:db8:L:5::1,
2001: db8: K: 4: X52:: 1, 2001:db8: K: 2: X31::1, SL=3)

2 2001:db8:3:2:31:: 0.721 nsec 0.810 nsec 0.795 nsec DA
2001: db8: K: 4: X52::, SRH: (2001: db8: L:5::2, 2001:db8:L:5::1,
2001: db8: K: 4: X52:: 1, 2001:db8: K: 2: X31::1, SL=2)

3 2001:db8:4:3::41:: 0.921 nsec 0.816 nsec 0.759 nsec DA:
2001: db8: K: 4: X52::, SRH: (2001: db8: L:5::2, 2001:db8:L:5::1,
2001: db8: K: 4: X52:: 1, 2001:db8: K: 2: X31::, SL=1)

4 2001:db8:5:4::52:: 0.879 nsec 0.916 nsec 1.024 nsec DA
2001: db8: L: 5:

An exanpl e of SRv6 traceroute failure due to NRP resource
unavail ability:

> traceroute 2001:db8:L:5:: via segment-list 2001: db8: K: 2: X31::
2001: db8: K: 4: X52::, NRP-1D: 1, Ret-NRP-1D: 2

Tracing the route to 2001: db8: L: 5:

1 2001:db8:2:1:21::, Return Code: 'N

5. Security Considerations
Thi s docunent does not inpose any additional security challenges to

be consi dered beyond the security threats described in [ RFC4884],
[ RFC4443], [RFCO792], [RFCB8754], and [ RFCB8986] .
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6. | ANA Consi derations
6.1. MPLS Reply Error Code

I ANA is requested to allocated new Return Codes "Return Subcode"
registry.

Val ue Meani ng
TBD NRP resource unavail abl e
6.2. 1CwWv6 Error Code
Type 3 - Destination Unreachabl e
Code: TBD. Description: "NRP resource unavail abl e".
6.3. NRP-ID sub TLV in Reverse-path Target FEC Stack TLV
Sub- Type Length Val ue Field
TBD 4 NRP- 1 D
6.4. STAMP Return Path Sub-TLV

I ANA is requested to allocated new type Sub-TLV Types in the "Return
Pat h Sub-TLV Types" registry.

[ ettty e —p—p—_—(————————————————————_————————_ Ll pp—p——(———— L
| Value | Description | Reference |
[ bl s st et
| TBD | Return Path NRP-1D | This Doc |
Hommmm - o mm oo R +
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