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Abstract

Thi s docunent introduces common issues to consider when inpl enenting
SRv6 OAM as well as various solutions.
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1. Introduction

Segnent Routing | Pv6 (SRv6) [ RFC8986] is a network architecture that
| everages | Pv6 data pl ane encapsul ation to enabl e flexible and
efficient traffic engi neering.

[1-D.liu-srv6ops-probl emsummary] provides an overvi ew of the comon
probl enms encountered during SRv6 depl oynment and operation. It

provi des a foundation for further work, including potential
solutions and best practices to navigate depl oyment.

SRv6 OAM (Operations, Administration, and Maintenance) is used to
detect the connectivity of SRv6 paths and |locate faults in SRv6
paths. SRv6 Ping is used to check network connectivity and host
reachability. SRv6 Tracert can verify network connectivity and al so
anal yze where a network fault has occurred.
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Thi s docunent introduces conmmon issues to consider when inpl enenting
SRv6 OAM as well as various solutions

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy

SRv6: Segnent Routing based on | Pv6

OAM Qperations, Admnistration, and Mi ntenance
NSH: Net work Service Header

3. Depl oynent Options

Thi s chapter describes several nethods that nust be supported when
i mpl ementing SRv6 OAM

3.1. ping/tracert SRv6 sid

SRv6 Ping verifies reachability by sending | CVMP requests to the
target SID and waiting for replies, while SRv6 Traceroute uses
incrementing Hop Limt values to probe the path hop-by-hop,
constructing the path topology and | ocating faults by anal yzing

ti meout or destination unreachabl e nmessages from each hop. Both rely
on the basic | Pv6 forwardi ng mechanism but Traceroute additionally
provides path visibility, making it suitable for network outage

t roubl eshoot i ng.

3.2. ping/tracert SRv6 | ocator

SRv6 Ping/ Traceroute for Locator operates sinlarly to SlID based
verification but targets an entire SRv6 | ocator prefix instead of

i ndi vidual SIDs. The source node sends | CVP probes (Ping) or Hop

Li m t-graduat ed packets (Traceroute) destined to any address within
the locator’s range, allow ng network operators to validate routing
consi stency across all nodes sharing that |ocator block. Wile Ping
confirns basic reachability of the |ocator space, Traceroute reveals
the actual forwarding path through the SRv6 dommin, helping identify
potential routing asymmetries or black holes within the adverti sed
prefix scope.
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3.3. ping/tracert segment-list

SRv6 Segment List Ping/ Traceroute verifies the reachability and
forwardi ng status of explicit paths by constructing probe packets
containing specified segnent lists: the Ping operation sends | CW
request nessages with a conplete Segnent Routing Header (SRH),
requiring the end point node to return a reply to confirmthe
validity of the entire path; Traceroute, on the other hand, uses a
progressi ve probing nethod, successively truncating the segnent |ist
and | everagi ng hop-by-hop returned | CVP Ti me Exceeded nessages to
reconstruct the actual forwardi ng path, thereby verifying service
link integrity and precisely identifying faulty nodes in nulti-
segnment routes. This mechanismis particularly suitable for

veri fying conpl ex cross-domain SRv6 policies and explicit paths

i ssued by SDN controllers.

3.4. ping/tracert SRv6 Policy

SRv6 Policy Ping/Traceroute validates the inplenentation of SRv6
policy paths by generating test packets that follow predefined
segnment lists. For Ping, the source node constructs an | Pv6 packet
with an SRH containing the full policy path segnents, where
successful end-to-end ICVMP reply confirns policy execution
correctness. Traceroute progressively tests each segnent by
incremental |y expandi ng the active segnent list length while

moni toring intermedi ate node responses through I CVP tine exceeded
messages, enabling both path visualization and fault isolation
within the policy-defined route. This approach effectively verifies
Traffic Engineering policies and detects m sconfigurations in SRv6-
enabl ed net works.

4. Consi derations

Thi s chapter describes the key scenarios that SRv6 OAM nust support
to ensure reliable network operation and accurate fault detection

4.1. SRv6 BE/ TE

VWhen i npl emrenti ng SRv6 OAM si mul t aneous support for SRv6 BE and
SRv6 TE nust be consi dered

In cases where an SRv6 Policy contains nultiple Segrment-List paths,
Pi ng/ Traceroute tests should be individually initiated for each
Segnent - Li st, for exanple by assigning different Flow Labels or DSCP
mar ki ngs to di stinguish the paths. Wen testing nultiple paths, the
system shoul d preferably support parallel testing to inprove
efficiency.
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By using PING BE/ TE, the SRv6 OAM detection nethod can be divi ded

i nto segment - by-segnment detecti on and non-segmrent - by- segnent
detection based on path coverage. Segnent-by-segnent detection
refers to verifying connectivity between the source node and all
SRv6 nodes al ong the SRv6 forwardi ng path. Non-segnent-by-segnent
detection refers to only verifying connectivity between the source
node and the destination node. There are significant differences in
desi gn objectives and inplenentation |ogic between the two.

Segnent - by- segnent detection enables fine-grained fault |ocalization
and is suitable for troubl eshooting intermttent packet |oss segnent
by segnment. Non-segnent-by-segnment detection only verifies end-to-
end connectivity between the source and destination nodes, w thout
concern for the state of internediate nodes.

4.2. Encap Mde

When i npl erenti ng SRv6 OAM (Operations, Adm nistration, and

Mai ntenance), it is essential to consider various testing scenarios,
i ncluding Ping/ Traceroute verification for both SRv6 basic
forwardi ng paths (BE, Best Effort) and SRv6 TE Policies (Traffic
Engi neering Policy). The choice of encapsul ati on node significantly
i npacts detection accuracy and efficiency, with the foll owi ng key
consi derati ons:

Encap (Encapsul ation) Mde: Suitable for end-to-end path validation,
where a new | Pv6 header and outer SRH (Segnent Routing Header) are
encapsul ated around the origi nal packet. This ensures internediate
nodes process the packet according to the specified SID list, naking
it ideal for verifying explicit path correctness.

Insert (lnsertion) Mde: Instead of adding a new | Pv6 header, this
mode directly inserts an SRH into the existing |Pv6 header. It is
typically used in dynam c path adjustnent scenarios, such as
inserting additional SIDs at specific nodes in Service Chaining.

Conpressed Mdde (e.g., uSID): To reduce SRH overhead and i nprove
transm ssion efficiency, conpressed SID formats (e.g., mcro-
SIDuSID) can be adopted. This is particularly critical in | ow
bandwi dt h or hi gh-throughput environnents |ike 5G transport networks
or data center interconnects.

Furt hernmore, practical deploynment nust account for conpatibility

across encapsul ati on nodes and sel ect appropriate probing strategies
based on network conditions to ensure optimal QOAM performance.
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4.3. EVPN

A solution for inplenmenting EVPN Ping over SRv6 needs to be
consi der ed.

When executing EVPN Ping in an SRv6 network, the encapsul ation
format shoul d be selected according to path characteristics.
Currently, two feasible frameworks exist: Nested SRv6 (L3-in-L3),
with the format [ Ethernet 1] [ IPv6 (Quter) ] [ SRH] [ IPv6
(Inner) 1] [ UDP] [ MPLS Ping Payload ], and L2-over-SRv6 (Ethernet
over SRv6), with the format [ Ethernet (Quter) ] [ IPv6 ] [ SRH]
[ Ethernet (Inner) ] [ IPv6 ] [ UDP] [ MPLS Ping ].

4. 4. Locations
In SRv6 networks, Ping/Traceroute inplenentations vary significantly
depending on the network role and visibility scope of the
measur enent point (MP). Wien inplenmenting SRv6 OAM support nust be
ensured for initiating tests fromall |ocations.

Bel ow are the | ayered detection requirenents in a typical CE-PE-P-P-
PE- CE scenari o:

Detection initiated from CE side
Can only verify end-to-end service reachability

Encapsul ation requirenents: standard |IPv6 Ping (w thout SRH) or
End. DT4/SID with target PE

Linmitation: unable to perceive internal SRv6 path details within the
carrier network

Detection initiated from PE devi ces
Supports two nodes:

a) Service-layer detection: sinulates CE perspective using
End. DX4/ SI D encapsul ati on

b) Tunnel -1 ayer detection: verifies TE path with conplete SRH |i st

Key capability: must support VRF-aware Ping (to distinguish between
t enant s)

Detection from P devices (internediate nodes)
Core requirenents:
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Must support SRH parsing and processing

Must enable | CMPv6 error nmessage generation

Speci al scenari os:

Decodi ng capability for conpressed SIDs (uSl D)

Support trace validation for TI-LFA protected paths
Speci al handling for border nodes

Bet ween PE and P, support is required for:

Explicit path verification (with specified Segment List)
Inmplicit path verification (relying on | GP conputation)

Fault | ocalization: deternine the breakpoint using the "Segnments
Left" field in the SRH

4.5. Path Mru

When i npl erenti ng SRv6 OAM support for dynamically discovering Path
MIU via SRv6 OAM shoul d be consi dered. The source node initiates the
probe and collects the effective MIU of the path.

4.6. |nconsistency paths

During the inplenentation of SRv6 QAM (Operati ons, Adm nistration,
and Mai ntenance), the inconsistency between forward and reverse
pat hs caused by asymmetric routing is one of the key chall enges
affecting network reliability and diagnostic accuracy. This can | ead
to inaccurate OAM neasurenents and difficulty in fault localization
This issue needs to be carefully addressed during inplenentation

4.7. Network Slicing

VWhen i npl ementing SRv6 OAM it is necessary to support the network
slicing function to ensure that different service slices can obtain
i ndependent operations and nai nt enance support. Wen a slice SID
path fails, it should trigger a fast switchover of the corresponding
slice path without affecting other slices.
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4.8. BSID stitching

VWhen perform ng SRv6 TE Policy Tracert operations, if the SID |ist
of an SRv6 TE Policy contains another SRv6 TE Policy's BSID (for
exanpl e, when SRv6 TE Policy A's SID list stitches together with
SRv6 TE Policy B's BSID), this scenario is referred to as BSID
stitching. Special considerations nust be nade for such

i mpl enent ati ons.

In typical scenarios, since nodes in SRv6 TE Policy B's SID I|ist
will only send | CMPv6 Ti ne Exceeded nessages back to SRv6 TE Policy
B's headend node rather than SRv6 TE Policy A s headend node, this
may cause SRv6 TE Policy A's headend to incorrectly detect
unreachabl e nodes within its own policy.

To address this issue, the |CMPv6 error nessage relay function can
be enabl ed on SRv6 TE Policy B s headend node. Wen receiving | CMPv6
Ti me Exceeded nessages from ot her nodes in SRv6 TE Policy B, the
headend node of Policy B will act as a proxy node to forward these

| CMPv6 Ti me Exceeded nessages to the headend node of SRv6 TE Policy
A, thereby preventing fal se detection

5. 1 ANA Consi derations

TBD.

6. Security Considerations

TBD.
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