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Abst ract

In the SRv6 network, the headend node could use Ping (I CMPv6 Echo)
to detect the connectivity of the SRv6 path to inplenment path

swi tching. When a headend use Ping to detect the segnment |ist/CPath
of SRv6 Policy, the forward path of | CMPv6 Echo Request nessage is
i ndi cated by segnment list, the reverse path of |1 CWPv6 Echo Reply
message is via the shortest path fromthe destinati on node to the
source as determ ned by routing. The forward path and reverse path
of ICMPv6 message are |ikely inconsistent going through different

i nternmedi ate nodes or links. This docunment describes how to ensure
the consistency of the forward path and the reverse path when using
| CMPv6 Echo nessages to detect SRv6 Policy.
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1.

I nt roducti on

Segnment Routing (SR) allows a headend node to steer a packet flow

al ong any path. Per-path states of Internediate nodes are elinm nated
thanks to source routing. The headend node steers a flowinto an SR
Policy. The packets steered into an SR Policy carry an ordered |i st
of segnents associated with that SR Policy.

SR can be instantiated on the MPLS data plane (MPLS-SR) and the | Pv6
data plane (SRv6). On the SRv6 data plane, a segnent is encoded as
an | Pv6 address (SRv6 SID) [ RFC8986], and an ordered |ist of
segnents is encoded as an ordered list of SRv6 SIDs in the SR header
(SRH) [ RFC8754].

In the SRv6 network, the headend node could use Ping (I CMPv6 Echo)
to detect the connectivity of the SRv6 path to inplenment path

swi tching. When a headend use Ping to detect the segnment |ist/CPath
of SRv6 Policy, the forward path of | CMPv6 Echo Request nessage is
i ndi cated by segnment list, the reverse path of |1 CWPv6 Echo Reply
message is via the shortest path fromthe destinati on node to the
source as determ ned by routing. The forward path and reverse path
of I CMPv6 nessage are |ikely inconsistent going through different

i ntermedi ate nodes or |inks.

The inconsistency inpacts the detecting result. If the forward path
is up and reverse path is down, then the |ICMWPV6 Echo Reply nessage
will not be able to be sent to the source, and Ping detection wll
timeout. If there are multiple path (segnent list) in a SRv6 policy
bet ween a headend (| ocal systen) node and a tailend (renpte systen
node, Ping detection instance will be created for each path. Each
Pi ng detection instance uses corresponding path to send | CMPV6 Echo
Request nessage, but the reverse path is identical. If the reverse
path is down, all Ping detection instances will be down. Then the
SRv6 policy is down.

The transm ssion path of forward | CMPV6 Echo Request nessages and
reverse | CVPV6 Echo Reply nmessages for the same Ping detection
i nstance shoul d be consistent.

Thi s docunent describes how to ensure the consistency of the forward
path and the reverse path when using | CMPV6 Echo nessages to detect
SRv6 policy.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

Cong, et al. Expi res February, 2026 [ Page 3]



I nternet-Draft SRv6 Ping Path Consistency August 2025

BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Requirenent of Path Consistency for Ping

Detecting the connectivity of SRv6 policy using Ping is usually
based on segnent list. Ping detection instance is created for each
segnment |ist and associated with the segnent |ist.

Referring to the topology in Figure 1, there are two paths between
Node A and D, and Al nodes allocate end.x Segnents on SRv6 data

pl ane or adjacency SIDs on SR-MPLS data plane. Node A and D are
headend and tail end nodes of each other, and SRv6 policy is created
on A and D respectively.

SID-B1 SID B2 SID-C1 SIbC
S B-ovommmmiiaaaas Commnnneans +
S| D- A1/ \ SIDD1
/ \
A D
\ /
S| D- A2\ SID-El1 SI D- E2 / SI D-D2
R Brocmmmmmeiiiaaaaas +
Figure 1

Assum ng that the depl oyed SRv6 policy has one candi date path and
each path has two segnent |ists.

Node A: Node D
SR Policy A-D SR Policy D-A
Candi dat e Pat hl Candi dat e Pat h2
Segnment listl-1 Segnment list2-1
SID-Al, SID-B2, SIDC2 SID-D1, SID-C1, SIDB1
Segnent listl-2 Segnent list2-1
SID-A2, SIDE2 SID-D2, SIDE1

List1-1 and List2-1 correspond to a forward and reverse SR

forwardi ng path between node A and node D. List2-1 and List2-2 also
correspond to another forward and reverse forwardi ng path between
node A and node D.

Both Node A and Node D serve as head nodes and need to detect the
connectivity of the segnment list of a SRv6 policy.

VWhen node A is the Ping detection initiator, Ping detection
instances for segnent listl and segnent list2 will be created
respectively. Node A uses the associated segnment |ist to encapsul ate
| Pv6 header and SRH of the | COWV6 Echo Request nessages.
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After Node D receives an | CVPV6 Echo Request nessage to its |loca
address (or SID), the |ICMPV6 Echo Reply nessage should be able to
return along the sanme path to avoid the false detection of the Ping
i nstance caused by the inconsistency of the forward and reverse

pat hs.

The | CMPV6 Echo Request nessages associated with the segnent listl-1
is forwarded to node D according to the segnent listl-1 of node A
The corresponding | CMPV6 Echo Reply messages of node D need to be
sent to node A according to the segnent list2-1 of node D. Thus, the
forward and reverse paths of | CVMPV6 nessage are ensured to be

consi stent.

3. Correlate Bidirectional Path Using Path Segnent

This draft proposes a nethod to achi eve consistency in the forward
and reverse paths of Ping detection packets using path segnent.

A Path Segment is defined to identify an SR path. In SR for MPLS
data plane (SR-MPLS), Path Segnent is defined in [I-D.ietf-spring-
mpl s-pat h-segment]. In SR for | Pv6 data plane (SRv6), Path Segnent
is defined in [I-D.ietf-spring-srv6-path-segnent].

Pat h segnents can be used to correlate the two unidirectional SR
paths at both ends of the paths.

[I-D.ietf-idr-sr-policy-path-segment] proposes an extension to BGP
SR Policy distribute SR policies carrying Path Segnent and
bidirectional path information.

Through this extension, when distributing SRv6 policy to the headend

node, reverse path information and path segnent of segnent |ist can
be carried together.
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Node A Node D
SR Policy A-D SR Policy DA
Candi dat e Pat hl Candi dat e Pat h2
Segnent listl-1 Segnent list2-1
SID-Al, SID-B2, SIDC2 SID-D1, SID-Cl, SIDBl
Path Segnent: SID Path-1 Pat h Segnent: SID- Path-2
Reverse Path Segnent: Reverse Path Segnent:
S| D- Pat h- 2 SI D- Pat h- 1
Segnent listl-2 Segnent |ist2-2
SID-A2, SID E2 SID-D2, SIDE1
Pat h Segnent: SID Path-3 Pat h Segnent: SID Path-4
Reverse Path Segnent: Reverse Path Segnent:
S| D- Pat h- 4 S| D- Pat h- 3

In this way, on the headend node in both directions of the forward
and reverse paths, the path segnent of the paths in both directions
can be obtained, and the paths in both directions use the sane

i ntermedi ate |inks.

The headend node can use path segment in two directions to establish
a mapping table. Using this mapping table, the headend node can get
the reverse path through the path segnent of the forward path.

The mapping table of Node A and Node D is shown bel ow

Node A:

o e e e oo + o e e e +

| Path Segnent | | Rever se Path Segment |

Fom e + Fom e oo +

| SID Path-1 | -+ | SIDPath-2 | --+

Femm e e e + | - +

| SID Path-3 | | | SID Path-4 [--]-+

R + | o e e e o - - + | |
I I ||
| | o]
| | | segment List | | |
| | o]
| +->| SID-Al, SID-B2, SIDC2 |<----+ |
| o e e e e e oo oo + |
R LR >| SI D-A2, SID E2 | <------ +

Fom oo +

Figure 2: Mappi ng Tabl e on Node A
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Node D

o e e e e e o + o e e e e e i e o +

| Path Segnent | | Reverse Pat h Segnent |

R + o e e e o - +

| SID Path-2 | -+ | SID Path-1 | --+

e m e e + | e +

| SID Path-4 | | | SID Path-3 |--]-+

o e e e e e o +| o e e e e e i e o + | |
| | | |
| | ]
| | | segment List | | |
| | ]
| +->|SID-D1, SID-Cl, SIDBl |<----+ |
| o m e e e e e e e oo + |
R T >| SID-D2, SIDE1 | <------ +

o e e e e oo oo +

Fi gure 3: Mappi ng Tabl e on Node D

For instance, the Ping detection initiator is Node A in Figure 1,
and the Ping detection instance is bounded with Segnent Listl-1 of
Policy A-D.

3.1. procedure of Ping Detection Initiator
When path segnent is used, the encapsul ation format of | CMPV6 Echo

Request nessage from Node A to Node Dis as follows:

| I Pv6 Header |
Source | P Address = Initiator’s | Pv6 Address .
Destination | P Address = SegnentLi st[ SL]
Next - Header = SRH (43)

| SRH as specified in RFC 8754
Next - Header = | CMPv6
<P-Fl ag=1, PathSegnment, Segnment List>

Figure 4: |ICWv6 Echo Request Message For nat

Node A Encapsul ates the path segnent of segnment listl-1 in SRH and
sets SRH. P- Fl ag.
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and forwarded as

fol | ows:

Armmmmme - >B------------ >SC--------- >D
----------------- + B
SA=A' s | pv6Addr | SA=A' s | pv6Addr |
----------------- + e
DA=SI D- B1 | DA=D s i pv6Addr |
----------------- + e e -+
SL=2 | P-Flag=1 | SL=0 | P-Flag=1 |
----------------- + oo
D s i pv6Addr | D s i pv6Addr |
----------------- + e
SID-C2 | SID-C2 |
----------------- + e e -+
S| D- B2 | S| D- B2 |
----------------- + oo
SI D Al | SI D Al |
----------------- + e
SI D- Pat h- 1 | SI D- Pat h- 1 |
----------------- + e e -+
| CMPv6 Echo | | CMPv6 Echo |
Request | Request |
----------------- + et

Figure 5: Exanple of |1CWMPv6 Echo Request Message
3.2. Procedure of Ping' s destination Node

| CMPv6 Echo Request nessage is forwarded al ong the path A->B->C-D.
Whi | e packet arrives at Node D, SRH SL is 0 and the destination
address is | Pv6 address of Node D. Packet is delivered up to control
pl ane.

Control plane detects SRH. P-flag is set, extracts the path segnent
of the forward path from SRH, gets the path segnment of the reverse
pat h through the mappi ng table. Then use the segnent |ist associated
with path segnent of the reverse path to encapsul ate SRH of | CMPv6
Echo Reply message.

The encapsul ation format of | CVPv6 Echo Reply nmessage is as foll ows:
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| I'Pv6 Header |
Source | P Address = Ping Destination’s |IPv6 Address .
Destination | P Address = Segnent Li st SL]
Next - Header = SRH (43)

| SRH as specified in RFC 8754
Next - Header = | CVPv6
<Segnent List>

Figure 6: |ICWv6 Echo Reply Message For nat

The |1 CWPv6 Echo Reply nessage is encapsul ated and forwarded as

fol | ows:

D------------ >C----------- >B---------- >A
Fecmemmeiiiaaaaas + Fecmemmeiiiaaaaas +
| SA=D s | Pv6Addr | | SA=D s | Pv6Addr |
oo mmeeemeeaaaas + oo mmeeemeeaaaas +
| DA=SID-Cl | | DA=A"s | Pv6Addr |
o e e e oo + o e e e oo +
| SL=2 | P-Flag=0 | | SL=0 | P-Flag=0 |
+ +
| A's ipv6Addr | | A's ipv6Addr |
e mmemeieeaaaas + e mmemeieeaaaas +
| SIDB1 | | SIDB1 |
o e e e oo + o e e e oo +
| SID-C1 | | SID-C1 |
+ +
| SID D1 | | SID D1 |
oo mmeeemeeaaaas + oo mmeeemeeaaaas +
| ICvPV6 Echo | | ICvPV6 Echo |
| Reply | | Reply |
o e e e e oo + o e e e e oo +

Figure 7: Exanple of |ICWMPv6 Echo Reply Message
The |1 CWPv6 Echo Reply nessage will be forward al ong the path D >C

>B->A. In this way, the forward and reverse paths of | CMPV6 packets
are guaranteed to be consistent.
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4. | ANA Consi derations

Thi s docunent has no | ANA acti ons.

5. Security Considerations

The security requirements and nechani sns descri bed in [ RFC8402] and
[ RFC8754] also apply to this docunent.

Thi s docunent does not introduce any new security consideration.
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