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Abst ract

In an SRv6 network, each SRv6 segnment endpoint has at | east one SRv6
Locator. Through the SRv6 | ocator routes, other SRv6 segnent nodes
can steer traffic to that node. This docunent describes a method for
an SRv6 endpoint (e.g., a host or a custonmer provider edge (CPE)) to
advertise its SRv6 |ocator to a nei ghboring SRv6-aware router using
extensions to the | Pv6 Nei ghbor Di scovery (ND) protocol. This
approach elimnates the need to run a full routing protocol stack on
sinpl e endpoints, facilitating SRv6 deploynment in controlled, trusted
domai ns such as data centers and nanaged access networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 29 August 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Segment Routing (SR) [ RFC8402] allows a node to steer a packet flow
al ong any path. The headend is a node where the instructions for
source routing (i.e., segnents) are witten into the packet.lt hence
becomes the starting node for a specific segment routing path.
Internediate per-path states are elimnated thanks to source routing.
A Segnment Routing Policy (SR Policy) [RFC8402] is an ordered list of
segnments (i.e., instructions) that represent a source-routed policy.
The headend node is said to steer a flowinto an SR Policy. The
packets steered into an SR Policy have an ordered |ist of segnents
associated with that SR Policy witten into them

[ RFC8402] defines an SRv6 Segnment ldentifier (SID) as an | Pv6 address
explicitly associated with the segnment. Wen an SRv6 SIDis in the
Destination Address field of an I Pv6 header of a packet, it is routed
through transit nodes in an | Pv6 network as an | Pv6 address.

The network progranmi ng paradigmfor SRv6 is specified in [ RFC3986].
It describes how any behavior can be bound to a SID and how any

net wor k program can be expressed as a conbination of SIDs. It also
descri bes several well-known behaviors that can be bound to SRv6

Sl Ds.
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In an SRv6 network, each SRv6 Segment Endpoi nt Node nust be assi gnhed
an SRv6 Locator, and segnment |IDs are generated within the address
space of this SRv6 Locator. This docunent describes a method of
advertising SRv6 | ocator to neighboring SRv6 Segnent Endpoi nt nodes
t hrough I Pv6 Nei ghbor Di scovery protocol

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] (Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Level s", BCP 14, RFC 2119, March 1997) and [ RFC8174]

(Lei ba, B., "Ambiguity of Uppercase vs Lowercase in RFC 2119 Key
Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174, May 2017).

1.2. Term nol ogy

Thi s docunent | everages the terns defined in [ RFC4861] and [ RFC8986].
The reader is assumed to be familiar with this term nol ogy.

2. Mtivation and Applicability

The SRv6 | ocator is typically distributed within a network donmain
using | GP or BGP protocols, enabling other nodes to steer traffic
towards the endpoint. However, there are depl oynent scenari os where
an SRv6 segnent endpoint (e.g., a server host, a |ightweight CPE
devi ce) cannot or should not run a conplex routing protocol suite.
Manual |y configuring static routes for each such endpoint on the
network side is operationally burdensone and does not scale. The
followi ng two typical scenarios illustrate this challenge

* Scenario 1: Deploying SRv6 on Hosts in a Data Center

+-o---+ oommo- + IGP +------ +BGP +------ +

| Host +- - - - - +Access+----- + Spine+----+ Core +

+o---+ S + ooomo- + S +
Figure 1

As shown in Figure 1, the SRv6 network conprises Host, Access, Spine,
and Core segnents. Information is exchanged between Access and Spine
through I GP, and between Spi ne and Core using BGP
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The SRv6 Locator information is transmitted between Access and Spi ne
using the |1 GP protocol, and between Spine and Core using the BGP
protocol. However, since Hosts generally do not support conplex
routing protocols, they cannot automatically transnmit their SRv6
Locator infornmation to the devices.This limtation conplicates the
depl oynent of SRv6 networks.

* Scenario 2: Static Manual Configuration at Custoner Edges

Met ropol i tan area network

R e +
I I
+o-o - - + +o-o - - + | +----- + +o-o - - +
| Host1 +----- + CPE1 +----+--+BRAS1+-------- + CR1 | |
+--m - - - + +--m - - - + | +----- + -+t |
I I I
R +---- - +
I
T R +

T Fom e o - +
I
S +--- - - +
I I I
[ S, + [ S, + +- - - - - + - - - - -+ |
| Host2 +----- + CPE2 +----+--+BRAS2+--------- + CR2 | |
S RS + S RS + | +--mna + S RS +
o e e e e e e eie oo n +

Fi gure 2

In I P networks, custoner provider edge (CPE) devices often do not
support an | GP protocol, which nmakes it inpossible to adverti se SRv6
| ocator routes for SRv6 Segment Endpoi nt Nodes through IGP. As shown
in Figure 2, SIDs can only be configured manually on CPEs, and SRv6
Locator routes can only be statically distributed, leading to

oper ati onal overhead.

Thi s docunent addresses this gap by specifying a |ightweight nethod
for SRv6 | ocator advertisenent using the |Pv6 Nei ghbor Di scovery
protocol . The key advantages are:

0 Zero Additional Protocol Stack: Leverages the existing, nandatory

I Pv6 ND stack present on all 1Pv6 nodes, inposing no new protoco
i mpl ement ati on burden on sinpl e endpoints.
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0 Qperational Sinplicity: Alow network operators to bring SRv6
endpoints into the routing domain wthout configuring routing
protocol s or nunerous static routes on the access router

0 Scal able Signaling: ND provides an efficient, |ink-local signaling
mechani sm suitable for a | arge nunber of endpoints on a shared
segnent .

Applicability Scope: The mechani smdefined in this docunent is
designed for use within a single, trusted, and adm nistratively
controlled SR domain, as illustrated in the scenarios above. Prinmary
use cases i ncl ude:

o Data center networks (Figure 1) where servers (hosts) are under the
control of the sane operator as the network fabric.

0 Managed access or enterprise networks (Figure 2) where CPE devices
are provisioned and secured by the network operator

It is NOT RECOMVENDED for use in environments where attached nodes
are untrusted (e.g., general public Internet access).

3. Process of Advertising SRv6 Locator by |IPv6 ND

By extending the Neighbor Solicit (NS) and Nei ghbor Advertisement
(NA) packets of the I Pv6 Nei ghbor Discovery protocol to carry SRv6

| ocator information, SRv6 segnent endpoint nodes can advertise their
own SRv6 | ocator information to nei ghboring SRv6 nodes, and can al so
obtain the SRv6 | ocator information of neighboring SRv6 nodes,

t hereby achi eving the exchange of SRv6 | ocator information and
facilitating the depl oyment of SRv6.

Taki ng the scenario of deploying SRv6 on a host in Section 1 as an
exanple, illustrate the process fl ow of exchangi ng SRv6 Locat or
i nformati on through | Pv6 ND

By extending the I Pv6 ND protocol to carry SRv6 Locator information,
Hosts and Access devi ces can exchange all SRv6 Locator information
within an SRv6 network, facilitating the depl oynent of SRv6.

The SRv6 | ocators are advertised in IPv6 ND NS and NA packets between
the host and access, and are advertised via |G within the donain.
This information is collected by the controller using NETCONF or BGP-
LS.
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Fommmme oo + BGP- LS
| Controller|<----------------- +
S + |
N N |
NETCONF | | NETCONF |
| + |
I I I
FC00: 0: 11::/48 | | |
+----+ R + |GP +------ +BG& +------ +
| Host +- - - - - +Access+----- + Spine +---+ Core +
+----+ Femmm o - + Femmm o - + Femmm o - +
N N
I I
+---- ND ---+
SRv6 Locat or
Figure 3
The process, illustrated in Figure 3, is as follows: (1)An SRv6

| ocator is configured on the Host.

(2) The Host advertises its SRv6 | ocator (FC00:0:11::/48) and
capability in I Pv6 ND packets (NS/NA) to the Access router

(3) The Access router receives the ND packets, extracts and validates
the SRv6 | ocator information(FC00:0:11::/48).

(4)Using I GP, the Access router re-advertises the | earned SRv6

| ocator to the Spine device.To enhance scalability in deploynents
with a large nunber of endpoints, the Access router MAY aggregate
multiple fine-grained |locators (e.g., into a shorter prefix) before
advertising. This design ensures that the fine-grained | ocator
informati on frommany endpoints is contained at the edge, while the
core routing infrastructure deals only with aggregated prefixes.

(5) The Spine device |earns the SRv6 | ocator (FC00:0:11::/48) route
t hrough I GP

(6) A BGP nei ghbor relationship is established between the Spine and
Core devices, and the | earned SRv6 | ocator (FCO00:0:11::/48) is sent
to the Core using BGP-LS routes.

(7) The Core device learns the SRv6 | ocator (FCOO0:0:11::/48) via BGP-
LS.

(8) A BGP nei ghbor relationship is established between the Core device

and the controller, and the SRv6 | ocator (FC00:0:11::/48) is sent to
the controller via BGP-LS routes
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4. Extension of 1Pv6 Nei ghbor Discovery Options

4. 1.

Source SRv6 Locator Information Option

The Source SRv6 Locator Information (SSLI) option is used to
advertise the SRv6 | ocator information of the sending node to | Pv6
nei ghbor.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Lengt h |RIR R R MT1 D |
i e e R i e T L e m T S R T R e o s
| Metric |
B i s T T i i o S o T Ji I
| Flags | Algorithm |

e s i i T T e i st s oI N S SR S
| LOC Size | Locat or (variabl e) |
i e e R e o o e i ki S S N S T
| Sub- TLVs (vari abl e) |
B i s T T i i o S o T Ji I

Wher e:

*

Gong,

Type: 8 bits, identifier of the type of option. The value is TBA
by | ANA.

Length: 8 bits, unsigned integer. The length of the option
(including the type and length fields) in units of 8 octets. The
value 0 is invalid. Nodes MJST silently discard an ND packet that
contains an option with length zero.

R 4 bits, reserved field. It MJST be initialized to zero by the
sender and MJUST be ignored by the receiver.

MM D: 12 bits, Milti-Topol ogy ldentifier.
Metric: 32 bits, Cost.

Flags: 8 bits, Reserved.

Algorithm 8 bits Al gorithm

- 0: Shortest Path First (SPF).

- 1. Strict Shortest Path First (Strict SPF).

LOC Si ze: 8 bits, Locator Length.
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* Locator (variable): Variable length, indicates the adverti sed SRv6
Locat or.

* Sub-TLVs (variable): Variable | ength, contains Sub-TLVs such as
SRv6 End SI D Sub- TLV.

The option only nmay appear in Neighbor Solicit message and Nei ghbor
Advertisement nessage

Nei ghbor Solicit nessage and Nei ghbor Adverti senent nessage can
include zero or nore Source SRv6 Locator Information options.|f
mul ti pl e SRv6 Locators need to be advertised, multiple Source SRv6
Locator Information options MJST be encapsul ated in the same Nei ghbor
Di scovery nessage. The Source SRv6 Locator |nformation

Option should be padded when necessary to ensure that it end on its
natural 64-bit boundary.

Receivers MUST silently ignore the option if they can't recogni ze and
continue processing the message.

4.2. Source SRv6 Capability Option

To support the SRv6 functionality, the source node al so needs to
advertise SRvb-rel ated capabilities through | Pv6 ND packets. The
Source SRv6 Capability (SSC) option is used to advertise the SRv6
capability informati on of the sending node to |IPv6 nei ghbor

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Fl ags |
B i s T T i i o S o T Ji I
| Sub- TLVs (optional) |
R e s i i e e e i o i R S

wher e:

* Type: 8 bits, identifier of the type of option. The value is TBA
by | ANA.

* Length: 8 bit, unsigned integer. The length of the option
(including the type and length fields) in units of 8 octets. The
value 0 is invalid. Nodes MJST silently discard an ND packet that
contains an option with length zero.

* Flags: 8 bits, Reserved
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* Sub-TLVs: Variable I ength, contains Sub-TLVs such as MSD sub- TLV.
For optional MSD sub-sub-TLVs, the format is as follows:

0 1
01234567890123456
e T e ik o oI S R B T
| sub- Type | Lengt h |
B il s S S S S I S i
| MSD Type | MSD- Val ue |
R b i T o I R S
I
+-
I
+-

|
A s s
I
- +- +

MBD- Type | MBD- Val ue
+

+ s S S S el i o

wher e:

* sub-Type: 8 bits, The sub-TLV Type value for MSD is TBA.
* Length: 8 bits, variable.

*  ©MBD-Type: 8 hits.

* MSD-Val ue: 8 bits.

The option only may appear in Neighbor Solicit message and Nei ghbor
Advertisenment nessage.

Nei ghbor Solicit nmessage and Nei ghbor Adverti senent nessage can only
i nclude a maxi mum of one Source SRv6 Capability option. The Source
SRv6 Capability Option should be padded when necessary to ensure that
it end on its natural 64-bit boundary.

Receivers MJUST silently ignore the option if they can't recogni ze and
continue processing the nessage.

5. | ANA Consi derati ons
I ANA is asked to assign a new value for the "I Pv6 Nei ghbor Di scovery

Option Formats" registry under the heading "Internet Control Message
Prot ocol version 6 (I CMPv6) Paraneters", as foll ows:
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| Value | Descri ption | Reference

Fomm oo oo e m e e e e e e e e e e e e e e e e e ma o - T +

| TBA | Source SRv6 Locator Information Option | This docunent |

S I . S I +

| TBA | Source SRv6 Capability Option | This docunent

Fommmaa - T YT I IRy +
Table 1

6. Security Considerations

The security considerations of |1Pv6 Neighbor Di scovery [ RFC4861]
fully apply. This specification introduces new ND options that carry
routing information (SRv6 | ocators), and therefore MJST be used
within a well-defined trust boundary. The mechanismdefined in this
docunent is designed for use within a single, trusted, and

adm nistratively controlled SRv6 domain. This domain is a network
segnment or real m where:

0 All nodes (including hosts or CPEs that advertise SRv6 | ocators)
are under the control of a single adm nistrative authority.

0 The software and configuration of these endpoints are authorized
and nanaged by the network operator (e.g., they are considered
managed networ k edge devices, not untrusted end-user devices).

0 Access to the link layer is controlled to prevent unauthorized
nodes from attachi ng.

Primary applicable scenarios include operator-controlled data centers
(Scenario 1 in Section 2) and nanaged access networks (Scenario 2 in
Section 2).1t is NOI RECOVWENDED for use in environnents where
attached nodes are not trusted (e.g., general Internet access

poi nts).
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