SPRI NG L. CGong

Internet Draft Chi na Mbile
I ntended status: Standards Track C. Lin
Expires: Septenber 03, 2025 New H3C Technol ogi es

A. Lindem

LabN Consulting, L.L.C
March 03, 2025

Advertise SRv6 Locator Information by I Pv6 Nei ghbor Di scovery
draft - gong-spring-nd-adverti se-srv6-1ocator-01

Abst ract

In an SRv6 network, each SRv6 segnment endpoint has at | east one SRv6
| ocator. Through the SRv6 | ocator routes, other SRv6 segnent nodes
can steer traffic to that node. This document describes a nethod of
advertising SRv6 | ocator to neighboring SRv6 Segnent Endpoi nt nodes
t hrough | Pv6 Nei ghbor Di scovery protocol.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a nmaxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww. ietf.org/shadow. htm

This Internet-Draft will expire on Septenber 03, 2025.
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Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
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docunment must include Revised BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
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1. Introduction

Segnment Routing (SR) [ RFC8402] allows a node to steer a packet flow

al ong any path. The headend is a node where the instructions for
source routing (i.e., segnents) are witten into the packet. It

hence becones the starting node for a specific segnent routing path.

Internedi ate per-path states are elimnated thanks to source
routing. A Segnment Routing Policy (SR Policy) [RFC8402] is an
ordered list of segnents (i.e., instructions) that represent a
source-routed policy. The headend node is said to steer a flowinto
an SR Policy. The packets steered into an SR Policy have an ordered
list of segnents associated with that SR Policy witten into them
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[ RFC8402] defines an SRv6 Segnent ldentifier (SID) as an | Pv6
address explicitly associated with the segment. Wen an SRv6 SID is
in the Destination Address field of an I Pv6 header of a packet, it
is routed through transit nodes in an I Pv6 network as an | Pv6

addr ess.

An SRv6 SID [RFC8986] is as consisting of LOC: FUNCT: ARG where a

| ocator (LOC) is encoded in the L nmost significant bits of the SID
followed by F bits of function (FUNCT) and A bits of argunents
(ARG . L, the locator length, is flexible, and an operator is free
to use the locator length of their choice. F and A may be any val ue
as long as L+F+A <= 128. A locator nmay be represented as B: N where B
is the SRv6 SID block (I1Pv6 prefix allocated for SRv6 SIDs by the
operator) and Nis the identifier of the parent node instantiating
the SID. Wen the LOC part of the SRv6 SIDs is routable, it leads to
the node, which instantiates the SID

The SRv6 | ocator can be distributed to other | Pv6 nodes within the
SRv6 domain through | GP advertisenment. This allows other nodes to
learn the |locator’s route.

However, in the following two scenarios, the SRv6 endpoint can't
advertise its SRv6 Locator information to other SRv6 nodes,
resulting in other nodes being unable to dynamically generate routes
to this node

* Scenario 1: Deploying SRv6 on hosts.

As shown in Figure 1, the SRv6 network conprises Host, Access, Spin,
and Core segnents. Information is exchanged between Access and Spin
through I GP, and between Spin and Core using BGP

The SRv6 Locator information is transmtted between Access and Spin
using the 1 GP protocol, and between Spin and Core using the BGP
protocol. However, since Hosts generally do not support conpl ex
routing protocols, they cannot automatically transnmit their SRv6
Locator information to the devices. This limitation conplicates the
depl oynent of SRv6 networks.

+----+ +o-m - - + |GP +------ +B& +------ +

| Host +- - - - - +Access+----- + Spin +----+ Core +

+----+ Hommm-- + Hommm-- + Hommm-- +
Figure 1

* Scenario 2: Static manual configuration of SRv6 Locator

In I P network customer provider edge (CPE) devices often do not
support an | GP protocol, which nmakes it inpossible to adverti se SRv6
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| ocator routes for SRv6 Segment Endpoint Nodes through | GP. As shown
in Figure 2, SIDs can only be configured manually on CPEs, and SRv6
Locator routes can only be statically distributed.

Met ropol i tan area network

R +
I I
F-- - - - + F-- - - - + | +----- + F-- - - - + |
| Host1 +----- + CPE1 +----+--+BRAS1+-------- + CR1 | |
+o- - - - + +o- - - - + | +----- + to--t--+ |
I I I
R +----- +
I
Fommm e e . +

T S +
I

o e e eea oo F----- +

I I I
+o-m - - + +o-m - - + | +----- + oot - 4|
| Host2 +----- + CPE2 +----+--+BRAS2+--------- + CR2 | |
S R + S R + | S R + S R +

o e e e e e e e e e e oo - +

Figure 2

To address these issues, this docunent proposes a nethod of
advertising SRv6 | ocators to nei ghboring SRv6 Segnent Endpoi nt Nodes
t hrough I Pv6 Nei ghbor Di scovery packets.

1.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Term nol ogy
Thi s docunent | everages the terns defined in [ RFC4861] and

[ RFC8986]. The reader is assumed to be familiar with this
ter m nol ogy.
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3. Process of Advertising SRv6 Locator by |IPv6 ND

By extending the Neighbor Solicit (NS) and Nei ghbor Adverti senent
(NA) packets of the | Pv6 Nei ghbor Discovery protocol to carry SRv6

| ocator information, SRv6 segnent endpoi nt nodes can advertise their
own SRv6 | ocator information to neighboring SRv6 nodes, and can al so
obtain the SRv6 | ocator information of neighboring SRv6 nodes,

t hereby achi evi ng the exchange of SRv6 | ocator information and
facilitating the depl oyment of SRv6.

Taki ng the scenario of deploying SRv6 on a host in Section 1 as an
exanple, illustrate the process fl ow of exchangi ng SRv6 Locat or
i nformation through |IPv6 ND.

By extending the I Pv6 ND protocol to carry SRv6 Locator information,
Hosts and Access devi ces can exchange all SRv6 Locator infornmation
within an SRv6 network, facilitating the depl oynent of SRv6.

The srv6 locator are advertised in IPv6 ND NS and NA packets between
the host and access, and are advertised via |GP within the domain.
This information is collected by the controller using NETCONF or
BGP- LS

Fommmme oo + BGP- LS
| Controller|<----------------- +
Fomm e e e oo + |
AN AN |
NETCONF | | NETCONF |
| + |
I I I
FC00: 0: 11::/ 48 | | |
F--- -+ Fom e e - - + | GP +------ +BGP +------ +
| Host +- - - - - +Access+----- + Spin +----+ Core +
+----+ +o- - - - + +o- - - - + +o- - - - +
N N
I I
+---- ND ---+

SRv6 Locat or
Figure 3

The process is as follows:
1) Manually configure SRv6 Locator statically on the host.

2) The Host advertises the SRv6 | ocator (For exanple, FCOO0:0:11::/48)
and its SRv6 capability through I Pv6 NS and NA packets.
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3)

4)

5)

6)

7)

8)

The Access device |earns the SRv6 | ocator (FCO00:0:11::/48) via ND
packets.

Using | GP, the Access device re-advertises the SRv6 | ocator
(FC00: 0: 11::/48) obtained from ND packets to the Spine device.

The Spine device learns the SRv6 | ocator (FC00:0:11::/48) route
t hrough I GP.

A BGP nei ghbor relationship is established between the Spine and
Core devices, and the learned SRv6 | ocator (FC00:0:11::/48) is
sent to the Core using BGP-LS routes.

The Core device learns the SRv6 | ocator (FC00:0:11::/48) via BGP-
LS.

A BGP nei ghbor relationship is established between the Core device
and the controller, and the SRv6 | ocator (FC00:0:11::/48) is sent
to the controller via BGP-LS routes.

4. Extension of |Pv6 Nei ghbor Discovery Options

4.1. Source SRv6 Locator Infornation Option

The Source SRv6 Locator Information (SSLI) option is used to
advertise the SRv6 | ocator information of the sending node to |IPv6
nei ghbor .

0

1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

I
+-
I
+-
I
+-
I
+-
I
+-

Type | Lengt h | IR R R MTI D |

e T S T i S S S e e e e T S S i S >

Metric |

S I S S S

FI ags | Algorithm |

T S S i e S S e it S S S S S

LCC Si ze | Locator (variable) |

I T S T i S S e e i S S i e

Sub-TLVs (vari abl e) |

S i i S

Wher e:

*

Gong,

Type: 8 bits, identifier of the type of option. The value is TBA
by | ANA.
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* Length: 8 bits, unsigned integer. The length of the option
(including the type and length fields) in units of 8 octets. The
value 0 is invalid. Nodes MJST silently discard an ND packet that
contains an option with length zero.

* R 4 bits, reserved field. It MIST be initialized to zero by the
sender and MJST be ignored by the receiver

* MIID: 12 bits, Milti-Topol ogy ldentifier

* Metric: 32 bits, Cost.

* Flags: 8 bits, Reserved

* Algorithm 8 bits Al gorithm

* - 0: Shortest Path First (SPF).

* - 1: Strict Shortest Path First (Strict SPF).
* LOC Size: 8 bits, Locator Length.

* Locator (variable): Variable |length, indicates the adverti sed SRv6
Locat or.

* Sub-TLVs (variable): Variable |length, contains Sub-TLVs such as
SRv6 End SI D Sub- TLV.

The option only may appear in Neighbor Solicit nessage and Nei ghbor
Adverti senment nessage.

Nei ghbor Solicit message and Nei ghbor Adverti senent nessage can

i nclude zero or nore Source SRv6 Locator Information options. If
multiple SRv6 Locators need to be advertised, nultiple Source SRv6
Locator Infornation options MJUST be encapsul ated in the sane

Nei ghbor Di scovery message. The Source SRv6 Locator Information
Option should be padded when necessary to ensure that it end on its
natural 64-bit boundary.

Receivers MUST silently ignore the option if they can't recognize
and continue processing the nessage.

4.2. Source SRv6 Capability Option

To support the SRv6 functionality, the source node al so needs to
adverti se SRv6-rel ated capabilities through | Pv6 ND packets. The
Source SRv6 Capability (SSC) option is used to advertise the SRv6
capability information of the sending node to |IPv6 nei ghbor
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags |
R e s T o T S R El ok i R e e S S e o o s
| Sub- TLVs (optional) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

wher e:

* Type: 8 bits, identifier of the type of option. The value is TBA
by | ANA.

* Length: 8 bit, unsigned integer. The length of the option
(including the type and length fields) in units of 8 octets. The
value 0 is invalid. Nodes MIST silently discard an ND packet that
contains an option with length zero.

* Flags: 8 bits, Reserved
* Sub-TLVs: Variable I ength, contains Sub-TLVs such as MSD sub- TLV.
For optional MSD sub-sub-TLVs, the format is as follows:

0 1

0123456789012345€6

B il s S S S S I S i

sub- Type | Length |
i i i i i S S S

I

+-

| MSD Type | MBD- Val ue
s T i T s sl T S i R S R T
I
+-
I
+-

R i T T R e e S ik ol it S
MBD- Type | MSD- Val ue |

e e i i e e il e s
wher e:
* sub-Type: 8 bits, The sub-TLV Type value for MSD is TBA.
* Length: 8 bits, variable.
* MsD-Type: 8 bits.
* MsD-Value: 8 bhits.

The option only may appear in Neighbor Solicit nessage and Nei ghbor
Adverti senment nessage.
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Nei ghbor Solicit message and Nei ghbor Adverti senent nessage can only
i ncl ude a maxi mum of one Source SRv6 Capability option. The Source
SRv6 Capability Option should be padded when necessary to ensure
that it end on its natural 64-bit boundary.

Receivers MUST silently ignore the option if they can't recognize
and continue processing the nmessage.

5. |1 ANA Consi derati ons
| ANA i s asked to assign a new value for the "I Pv6 Nei ghbor Di scovery

Option Formats" registry under the heading "Internet Control Message
Protocol version 6 (I CMPv6) Paranmeters”, as foll ows:

[ ety e —(————————————————_————_——————————— Ll —p—————
| Value | Descri ption | Reference |
S I . S I +
| TBA | Source SRv6 Locator Information Option | This docunent |
Fommmaa - T I IRy +
| TBA | Source SRv6 Capability Option | This document |
Fomm oo oo e m e e e e e e e e e e e e e e e e e ma o - T +
Table 1

6. Security Considerations

See Section 11 of [RFC4861] for the Nei ghbor Discovery security
consi derati ons.
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