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Abst ract

A Network Resource Partition (NRP) represents a subset of network
resources and associated policies within the underlay network.

Thi s docunent describes the inplenentation of the Qperations,
Admi ni stration, and Mai ntenance (OAM mechani smfor NRPs in MPLS
networks. By extending existing OAM mechani sms such as ping,
traceroute, the proposed sol ution enabl es conprehensi ve NRP support
in MPLS networ ks
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1. Introduction

[ RFC9543] provides the definition of I ETF network slice for use
within the | ETF and di scusses the general franmework for requesting
and operating | ETF Network Slices, their characteristics, and the
necessary system conponents and interfaces. It also introduces the
concept Network Resource Partition (NRP), which is a subset of the
resources and associated policies in the underlay network.

Using OAM tool s enabl es real -tine nonitoring of the operationa
status of network slices, allow ng for quick detection and

| ocalization of faults. Wien a node or link within a network slice
experiences a failure, OAMtools can pronptly issue alerts,
assisting network adm nistrators in taking swift corrective action
to mininize service downtime. Therefore, the use of OAMtools in an
NRP network is crucial for ensuring the availability and performance
of network slice resources. This not only enhances user experience
but al so i nproves the overall efficiency and stability of the

net wor k.
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Exi sting OAM tool s typically include Ping, Traceroute. [RFC8029]
descri bes how to Detect MPLS Data-Plane Failures in MPLS networks.

Thi s docunent continues to enploy these existing OAM nechani sns to
nmoni t or Dat a- Pl ane NRP resources Fail ures.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. OAM Mechani ss

[ RFC8029] describes how to Detect MPLS Data-Plane Failures in MPLS
net wor ks.

During the process of using existing OAM nechani sns to check the
operational status of NRP resources, the OAMinitiator needs to
carry the NRP-1D in the data plane of the inspection packets.

I nt ernedi at e equi pnent and OAM End Poi nts need to check the
availability of NRP resources when receiving OAM packets with an
NRP-1D. If the NRP resources are unavail able, they should respond to
the OAMinitiator with an error nessage, indicating that the NRP
resources are unavail abl e.

Thi s docunent adopts these existing nmethods of carrying the NRP-ID
in the data plane to perform OAM operations within NRP networks. The
specific nechanisns for carrying the NRP-1D in the data plane are
outside the scope of this docunent. Based on different underlying
net wor ks, this docunent describes howto use OQAMtools to nonitor
NRP resources by carrying the NRP-1D duri ng OAM oper ati ons.

Bui I ding on the aforenenti oned aspects, using existing OAM

mechani sns for underlay network operations and exi sting nechani sns
for carrying the NRP-ID in the data plane, this docunent will
describe how to use OAMtools to nonitor the operational status of
NRP resources w thin NRP networKks.

3. MPLS PI NG

When perfornming a MPLS PI NG operation, the initiator sends a MPLS
Echo request. To support the probing of NRP resources, NRP
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information is carried in the data layer. |ntermedi ate nodes inspect
the NRP resources. If the request packet can be forwarded to the
control plane, the response packet can include an error code to
notify the initiator of an "NRP resource unavail abl e" error

However, if the packet cannot be forwarded to the control plane, the
request packet is sinply dropped, and the initiator cannot obtain
specific error information.

1) MPLS Echo Request with NRP

2) Check NRP Not Avail abl e
MPLS Echo Reply Reponse Error

Ko e ==
3) MPLS Echo Reply

L e e e e e e e m e m e ———m - = -

+--+ +--+ +--+

| N1+------ | N2+------ | N3+

+- -+ +- -+ +- -+

Figure 1 MPLS PING for NRP

Process of MPLS PI NG for NRP:

1) The initiator of the MPLS Echo Request includes the NRP-ID in the
data | ayer when sending the MPLS PI NG request.

2) The internedi ate node or End Point first checks if the NRP
resources are avail abl e when processing a MPLS Echo Request. |f
they are not available, it responds with a MPLS Echo Reply,
indicating the Error as "NRP resources unavail abl e".

For MPLS networks, it is necessary to extend the Return Codes
carried in the MPLS Echo Repl y(l ANA 8. 1)

3) If the check passes, the End Point will respond with a normal MPLS
Echo Reply.

4. MPLS TRACEROQUTE

When perfornmng a MPLS TRACEROUTE operation, the TRACEROUTE
initiator sends MPLS Echo request packets toward the destination
node by incrementally increasing the TTL value. To support the
probi ng of NRP resources, NRP information is carried in the data

| ayer. Each internediate node first checks the availability of NRP
resources before inspecting the TTL. If the resources are
unavai |l abl e, the node responds with an MPLS Echo Reply with error
message indicating NRP resource unavailability. The packets used for
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MPLS TRACERQUTE are the same as those used for MPLS PI NG Wen NRP
resources are unavail able, the error codes used are al so identica
to those used in MPLS PI NG operations

1) MPLS Echo Request with NRP-1D
____________ >

2) MPLS Echo Reply
Cmmm e e m ==
3) MPLS Echo Request with NRP-1D
_____________________ >

4) MPLS Echo Reply

Lo e e e e e e e e —m -
+- -+ +- -+ +- -+
| NL+------ | N2+------ | N3+
+- -+ +- -+ +- -+

Figure 2 MPLS Traceroute for NRP

Process of MPLS Traceroute for NRP

1) The initiator of the MPLS Echo request includes the NRP-ID in the
data | ayer when sending the Traceroute request.

The MPLS Echo Request with TTL 1 to n increase.

2) The internedi ate node or End Point first checks if the NRP
resources are avail abl e when processing a MPLS Echo Request. |If
they are not available, it responds with a MPLS Echo Reply,
indicating the Error as "NRP resources unavail able". The error
code for expansion should be the sane as MPLS PI NG

3) If the check passes, the process proceeds with a normal MPLS
Traceroute, perform ng hop-by-hop detection of the path to the End
Point until the Traceroute process is conpleted, and the detection
results are outputted.
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5. UseCase

e | NLIOO |-------mmmmmmmm e +

I I

| ======NRP- 1===== NRP-1 ------ NRP- 1======NRP- 1-- - - - ====== |
I N2 |- - - [N ] ---- - | N8 |------ || N4 |- - | N5 |---|IN7||
== == I == I
======NRP- 2===== NRP-2 ------ NRP- 2======NRP- 2- - - - - - —=====

| | |
. | NRP-1 ------ NRP- 1 | R
| CE 1] omm - NG |--------- + | CE 2]
------ NRP- 2 | | NRP-2
Figure 5 NRP network di agram
As illustrated In the reference topology of Figure 1
Node j has a | Pv4 | oopback address 192.168.j.1/32

A LABEL at node j is 1j000.

Node N100O is a controller

5.1. MPLS PI NG

An exanpl e of MPLS Ping success:

> ping 15000 via | abel -stack 12000, 14000, NRP-ID: 1, Ret NRP-ID: 2

Sendi ng 5, 100-byte MPLS Echos to 192.168.5.2, tineout

Success rate is 100 percent (5/5),
/0.749/0.931 s

is 2 seconds:

round-trip mn/avg/ max = 0.625

An exanple of MPLS Ping failure due to NRP resource unavail ability:

> ping 15000 via | abel-stack 12000, 14000, NRP-1D: 1, Ret NRP-1D: 2

Reply to request 2 (1 ns). Return Code: 'N

Reply to request 3 (1 ns). Return Code: 'N
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Reply to request 4 (1 ns). Return Code: 'N
Reply to request 3 (1 ns). Return Code: 'N
Reply to request 4 (1 ns). Return Code: 'N

Success rate is 0 percent (0/5), round-trip mn/avg/max = 1/1/1 ns

Error code 'N indicates that the cause of the error is the
unavai lability of NRP resources. This explanation applies to the
followi ng exanples as well and will not be reiterated.

5.2. MPLS TRACEROUTE
An exanpl e of MPLS traceroute success:

> traceroute 15000 vi a | abel -stack 12000, 14000, NRP-ID: 1, Ret-NRP-
1D 2

Tracing the route to 15000
1 192.168.2.1 [ MPLS: Label 12000] 1.123 ns 1.045 ns 1.067 ns
2 192.168.4.1 [ MPLS: Label 14000] 1.123 ns 1.045 ms 1.067 ns

2 192.168.5.1 [ MPLS: Label 15000] 1.123 ms 1.045 ms 1.067 ns

An exanpl e of MPLS traceroute failure due to NRP resource
unavai l ability:

> traceroute 15000 via | abel -stack 12000, 14000, NRP-ID: 1, Ret-NRP-
D 2

Tracing the route to 15000

1 192.168.2.1 [ MPLS: Label 12000] Return Code: 'N

6. Security Considerations

Thi s docunent does not inpose any additional security challenges to

be consi dered beyond the security threats described in [ RFC4884],
[ RFC4443], [RFCO792], [RFCB754], and [ RFCB8986] .
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7. 1 ANA Consi derations
7.1. MPLS Reply Error Code

I ANA is requested to allocated new Return Codes "Return Subcode"
registry.

Val ue Meani ng

TBD NRP resource unavail abl e
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