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Abstract

Li nk-1 ocal networks such as hone Internet of Things (loT) and

i ndustrial Internet of Things are becom ng increasingly prosperous,
with a large nunber of small devices deployed in the link-Ioca

networ ks. These devi ces di scover each other through ".local." domain
nanes of DNS-based zero-configuration network protocol. However, the
| ack of specialized security operations to supervise link-1ocal DNS
resolution leads to sone security risks. This nmenp addresses the
potential risks associated with the | eakage of link-1ocal DNS traffic
to external networks, the lack of identity authentication on
".local." domain requests, and the lack of rate-limting on ".local."
domai n responses, which poses the | eakage of |ink-1ocal device
information and the risk of DDoS attacks. Furthernore, the docunent
proposes a set of best practices and technical solutions to nmitigate
these risks and ensure that ".local." donain name resolution remnains
confined within the | ocal network segnent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 Novenber 2025.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The link-local network is a small |ocal area network, including
printers, 10T devices, local storage, etc. Common |ink-|oca

networks are hone |oT, industrial |oT, etc, and have becone the end
network of the Internet. Small devices inside the |ink-local network
often access the Internet through a gateway (WFi, VPN gateway, etc)
and utilize zero-configuration network protocols for nutual discovery
in the link-local network. The ".local." domain nane used by zero-
configuration network protocol is nmulticast across the link-1oca
network, allow ng each device to obtain a list of currently avail abl e
services

The ".local." domain, as specified in RFC 6762([ RFC6762]), is a
speci al -use domai n nane reserved for |ocal network conmuni cation
without the need for a central DNS server. The ".local." domain
containing server information is multicast to port 5353 on the |ink-
| ocal ipv4 address (224.0.0.251) or ipv6 address ([FFO02::FB]). RFC
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6763([ RFC6763]) builds upon this foundation by providing a nechani sm
for service discovery using DNS records. Obviously, the ".local."
domai n nane are used for |ink-local service discovery and managenent.

However, due to the lack of security operations for |ink-loca
net wor ks, nunerous ".local." donmain nanes are wantonly multicast.
Even, sone gateways are set up to open port 5353, enabling the loca

devices to receive ".local." domain queries fromthe externa
networks. It can be found that inproper handling of ".local."
domai ns can lead to unintended traffic | eakage and potential security
vulnerabilities. |In particular, an attacker can |aunch an i nbound

query to obtain rmulticast DNS traffic in response to the intranet for
snoopi ng on device information in the link-local network. Due to the
|l ack of identity authentication on ".local." Domain request, the
response packets can be reflected to any I P address. Besides, the

rate on ".local." Donmmin response is not limted. As aresult, an
attacker can take advantage of above two shortcom ng to | aunch the
DoS attacks. In the real world, it is found that a |arge nunber of

gateway devices with open port 5353, which holds huge security risk
pot enti al

Aimng to maintain the integrity and security of |ink-1ocal DNS
resol ution, this docunent propose sone hel pful gui dance and
solutions. Technically, the security content of the protocol needs
to be supplenmented. In terns of managenent, it is reconended to
cl ose unnecessary open port 5353 to avoid | eaks of DNS traffic.

Pr obl em St at enent

1. Leakage of Local Traffic

Normal Iy, ".local." domain queries are requested by |ink-1loca
devices. However, due to the |ack of source address verification,
".local." domain queries can be sent to |link-local devices through
the gateway with open port 5353 by external entities. Wen ".local."
domai n queries are not confined to the local |ink, sensitive |oca
network information nay be exposed to external entities, leading to
privacy concerns and potential security breaches. |In particular, an

external entity can use the "_services._dns-sd. _udp.local" to
enunerate the |link-local device services. Then the external entity
can query sone particular service’'s PTR SRV, and TXT records
Finally, the external entity could extract the address and port of
the intranet service and use network attack nmethods to access the
servi ce.

According to our |arge-scale neasurenent and data anal ysis, we found
that 898,517 unique | P addresses worl dwi de were runni ng nDNS servi ces
with open port 5353 in the past year.
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Moreover, we used the special wldcard query "_services._dns-

sd. _udp", which triggers the DNS-SD service to return all actua
service types running on the network. This query is crucial because
it allows us to gather conprehensive information about the services
bei ng advertised within the LAN. The nDNS server responds to this
query by providing the relevant service type records, which gives the
client a complete view of the available services. Wth this data, we
summari zed all di scovered service types and found 598 types of
services. Furthernore, we can explore the web | ogin page using the
query results. For exanple, we found a device with open port 5353 in
Taipei. Then we tried to login a http web service in the local-Ilink
net wor k.

2. Lack of Rate Limting

Wthout rate-limting mechani sns, external entities could send
nunerous service enuneration query to gateway and potentially flood
the I ocal network with DNS queries, |leading to network congestion and
potential denial -of-service (DoS) attacks in the link-local network.
Besi des, due to the lack of identity authentication, externa

entities can reflect the service enunmerati on response packets to any
| P address. The nore the nunber of intranet services, the nore
reflective anplification. W found the nost nunber of intranet
services is about 5. In the real-world, there are plenty of gateway
devices with open port 5353. Once sone attack takes advant age of
these devices to flood the reflective DNS response to the target, the
target’s bandw dth woul d be exhausted due to the DDoS attack

Pr oposed Sol uti ons
1. Enhanced Gateway and DNS Server Configuration

It is essential to properly configure network gateways so that they
can identify and filter out traffic that is designated with the
".local." suffix. This specific nmeasure ensures that such traffic
remai ns confined within the local network and does not accidentally
propagate to external networks beyond the intended boundari es.
Moreover, it is inperative to set up Access Control Lists (ACLs) on
Domai n Nanme System (DNS) servers with neticul ous care. These ACLs
shoul d be designed to allow and facilitate only | ocal responses for
any DNS queries that pertain to the ".local." domain. This practice
is in full compliance with the guidelines and specifications outlined
in RFC 6762, which addresses the use of multicast DNS and ensures
that the | ocal network operates snoothly w thout interference from
external DNS services
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2. Technical Measures for Rate Limting and Traffic Contro

Introducing rate-limting policies for nDNS is a crucial step in
managi ng and regul ating the volune and rate of responses for queries
related to the ".local." domain. This approach ains to prevent abuse
and nitigate potential denial-of-service attacks by inposing
restrictions on how frequently and how rapidly DNS servers can
respond to ".local." domain queries. By inplenenting these policies,
network administrators can ensure a nore stable and secure DNS
environment, reducing the risk of overloading the servers and

mai ntaining the integrity of the DNS service.

Furthernore, to enhance the security and reliability of nDNS
operations, especially for ".local." domains, it is essential to
enpl oy robust authentication nmethods. These nethods serve to verify
the authenticity of DNS queries, ensuring that only legitinmate and
aut hori zed requests are processed. By authenticating DNS queri es,
adm nistrators can effectively prevent unauthorized access and
potential spoofing attacks. This dual strategy of rate-linmting and
aut hentication not only protects the DNS infrastructure but al so
uphol ds the trustworthi ness and accuracy of the ".local." domain
resol ution process.

Security Considerations

Security enhancement, such as DNSSEC, woul d serve the purpose of
addressing and mtigating the potential risks associated with the

i nadvertent | eakage of sensitive information that could occur when
enpl oying the nulticast DNS (nDNS) protocol. Additionally, it would
aid in alleviating the dangers posed by Denial of Service (DoS)
attacks that exploit vulnerabilities within |local networks by

| everagi ng queries made to the ".local." domain. By inplementing
these neasures, we can ensure a nore secure environnment, safeguarding
agai nst both accidental data breaches and malicious activities that
target local network infrastructures through the use of ".local."
domai n nanes.

| ANA Consi derati ons
Thi s docunent does not require any actions from | ANA
Acknow edgnrent

This work is supported by the National Key Research and Devel opnent
Program of China (No.2023YFB3105700).

Nor mat i ve Ref erences

CGong, et al. Expi res 29 Novenber 2025 [ Page 5]



Internet-Draft Security Enhancenent for Local - Use Donmi

[ RFC6762] Cheshire, S. and M Krochmal, "Milticast DNS',

DO 10.17487/ RFC6762, February 2013,
<https://www.rfc-editor.org/info/rfc6762>.

[ RFC6763] Cheshire, S. and M Krochnal, "DNS-Based Service

May 2025

RFC 6762,

Di scovery", RFC 6763, DO 10.17487/ RFC6763, February 2013,

<https://www. rfc-editor.org/info/rfc6763>.
Aut hors’ Addresses

Li angYi Gong

CNI C

No. 2 Dongsheng South Road, Haidian District
Bei jing

Bei jing, 100083

Chi na

Emai | : | ygong@nic.cn

Zhi wei Yan

CNNI C

4 South 4th Street, Zhongguancun, Haidian District
Bei jing

Beijing, 100190

Chi na

Emai | : yanzhi wei @nni c. cn

Man Zhang

CNNI C

4 South 4th Street, Zhongguancun, Haidian District
Bei jing

Bei jing, 100190

Chi na

Enmai | : zhangman@nni c. cn

Kej un Dong

CNNI C

4 South 4th Street, Zhongguancun, Haidian District
Bei jing

Beijing, 100190

Chi na

Emai | : dongkej un@nni c. cn

CGong, et al. Expi res 29 Novenber 2025

[ Page 6]



Internet-Draft Security Enhancenent for Local - Use Donmi May 2025

Chun Long

CNI C

No. 2 Dongsheng South Road, Haidian District
Bei jing

Bei jing, 100083

Chi na

Emai | : | ongchun@ni c. cn

CGong, et al. Expi res 29 Novenber 2025 [ Page 7]



