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Abst ract

This meno describes a nethod for describing the changes nade to an
emai | during common ermail nodifications, for exanple those caused by
mailing lists and forwarders.

Wiile this is general enough to be used for any changes, it is
anticipated that this nethod will normally be used for renovi ng added
data rather than | arge conpl ex changes.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Background and notivations

Currently, when an enail is sent with a DKIM signature, the nessage
can go through multiple forwarders and still be authenticated,
however if a single change is made to a header which is covered by
the signature, or to the body, then the signature no | onger validates
- and it’s inpossible for the receiver to know what was changed, or
even if the entire nessage was repl aced.

By producing a way to descri be changes, the recipient can exam ne the
sections which were changed and determ ne whet her the change was
mal i ci ous. Because each step signs its own changes in DKIM2, this
also allows the recipient to identify exactly which intermediary

i ntroduced each change, and adjust their reputation accordingly.

2. Delta format - headers
For headers, the format is to conmpletely replace all headers with a
particul ar name. For exanple if you replace the subject and from

address in an emmil, then you need to include the conplete old
headers for each of those
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Header: "DKI M- Del t a- Header : "

repl ace naned header with base64 octet val ue |
(renove and prepend) |

renove first instance of named header |
(value: "t") |

repl ace nanmed header with raw text
characters value (renove and prepend) |

prepend naned header with raw text |
characters val ue |

Table 1

Exanpl e for a nmessage whi ch has had Subject and From repl aced, and
Repl y- To added.

From brong@astmilteam comdnarc.fail

To: dkim2@ists.ietf.org

Repl y-To: dkim2@ists.ietf.org

DKI M2- Del t a- Header: i =3;
r.Subj ect.0=A repl acement for DKIM
b. From 0=YnJvbnmdAZnFzdGlLhaW0ZWFt Lim\ivbQo=;
d. Repl y- To. 0=t

Notice that each of these is .0. |If there is nore than one edit of
the same header name then they will be .1, .2, etc.

Wi | e key names are case insensitive, inplementations SHOULD create
the header with the same case as the key.

3. Delta format - body
This difference format for the body was originally going to be an
oct et - based change format, however this is inconpatible with

"rel axed" signature checks as |ine ending normalisation could change
the octet lengths, so this format was changed to be |ine based.
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Since the transport for the delta is a 7-bit mime header, this format

has been made sinple and human readable. It is a sinple program
describing ranges of data to copy fromthe output to recreate the
i nput .

Header: "DKI M2-Del t a- Body: "

| Tag | Val ue |
[ st e e oo
| i | DKI M2 matching header nunber |
+o-m o - o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| d.n | Insert lines by the fornula in the value into

| | the out put |
+--m - - oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| z | If present (value 't’) then the programin |

| | d.0-Nis declared to not recreate a passing |
| | hash (e.g. if an attachment has been del eted) |

+--- - - o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - +
Tabl e 2
For mul as:
| Command | | nput |
[ gy e p—p—p—p—p—(—(—(———(————————————————————— L
| b.b64val | decode the value as base64 an insert |
| | the resulting octets as a |ine |
S o m m e e e e e e e e e e e e eaao o +
| c.a-b | insert the nunbered lines froma to
| | b inclusive (starting at 1) |
TS o e e e e e e e e e e e e e e me oo +
| t.value | insert the text of the value as a |
| | line |
S o m m e e e e e e e e e e e e eaao o +
Table 3

Exanpl e:
DKI M2- Del t a- Body: i=2; d.O0=c.1-500; d.1=c.520-520

Example - a URL was substituted in the content of the body (conplex,
but still easily doable!)
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DK
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d
d

8.

Go

| M2- Del t a- Body: i =3;

. 0=c. 1-500;

. 1=b. PGEgaHJI Zj 0i aHROcHMBLY93d3cuzZXhhbXBsZS5j b20i PkV4YWLwbGUBL2E+Cg==;
. 2=c. 501-702

The deci sion whether to use 'b’ or 't’ is up to the systemcreating
the diff, however 't’ has a limted set of characters that are safe
to use in headers

Li kewise, it is expected that "¢’ will normally be used to copy lines
directly fromthe new nessage, however in cases where a nessage needs
to transit 7 bits systens cleanly, the enail nodifier may need to re-
encode the octets of the original nmessage, and this allows for doing
so.

Si gnat ure cover age

Each DKI M2-Signature inplicitly covers all DKIM-Delta-Body and

DKI M2- Del t a- Header headers with an i =N value for the sane and |l ower N
val ues as the i= on the DKI M header.

Iterative application

To get back to the original nmessage and confirmthat it was
unchanged, it is necessary to apply this algorith iteratively.

For exanple if you receive a nessage at i=7 for which there is a
nmodi fication to the headers at i=5 and a nodification to both headers
and body at i=3, to recreate the original nessage you would first
apply the header changes fromi =5, then apply the header and body
changes for i=3. |If this doesn't create a nmessage whi ch validates
with the initial i=1 signhature, then some hop has corrupted the
message, and you can check every single DKIMsignature in reverse to
find the first one where the nessage no | onger validates.

Security
TBA

I ANA Consi derations
TBA

I nformati ve References
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Appendi x A.  Changes from Earlier Versions
A. 1. draft-gondwana- dki n2- nodi fi cati on-al gebra-02

* change the header format to have unique keys, making it fit the
ABNF for these types of headers.

* allow easier editing of nmulti-value headers by al ways popping the
first header and al ways prependi ng newy added headers.

* change body to use d.0, d.1, etc with the programin the value, so
that the programordering is reliable regardl ess of the parser
used to read the header

A. 2. draft-gondwana- dki n2- nodi fi cati on-al gebra-02

* change to using line nunbers rather than octet offsets

* renove d= base64 decoding capability

* for multiple lines; require a separate b= or t= for each line

A. 3. draft-gondwana- dki n2- nodi fi cati on-al gebra-01

* rename 'DKIM2-Diff’' headers to ' DKIM2-Delta

* add 'z=y' option to DKIM2-Delta-Body for "conplete replacenment”

* add d= base64 decoding option to DKI M2-Delta-Body

A. 4. draft-gondwana- dki n2- nodi fi cati on-al gebra-00

* original version

[[This section to be renoved by RFC Editor]]
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