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Abst r act

This meno describes a nethod for describing the changes nade to an
emai | during common ermail nodifications, for exanple those caused by
mailing lists and forwarders.

Wiile this is general enough to be used for any changes, it is
anticipated that this nethod will normally be used for renoving added
data rather than | arge conpl ex changes.

Thi s method al so captures hashes of inmportant features of the
message, allow ng validation that the changes were descri bed
correctly, and allowi ng a signature which covers the Mil-Version
header to, by extention, ensure that the inportant content of the
message i s unchanged.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 7 May 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Background and notivations
Currently, when an email is sent with a DKIM signature, the message

can go through nmultiple forwarders and still be authenticated,
however if a single change is made to a header which is covered by
the signature, or to the body, then the signature no | onger validates
- and it’s inpossible for the receiver to know what was changed, or
even if the entire nessage was repl aced.

By producing a way to descri be changes, the recipient can exanine the
sections which were changed and determ ne whet her the change was
mal i ci ous. By undoing the changes, it is possible to recreate a
message which matches the original signhature, and hence provide
accountability for the content which was present in the copy of the
message to which the signature was applied
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2. The Mail-Version Header Field

Thi s docunent describes an ordered set of header fields, each of
whi ch describes the nessage at a specific version, along with
instructions on how to convert that version back to the previous
versi on.

To well forned, a nessage nmust have a nonotonically increasing set of
Mai | - Ver si on header fields, with the first having nv=1 and each
havi ng an increasing integer nunber, with no gaps.

2.1. Mail-Version Header
The format of the value is a tag-list. Tag-lists contain key=val ue;
key2=val ue2; - they can be wapped, and all whitespace is normalised
to a single space.

TODO. we need to specify tag-1list.
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| Tag | Type | Val ue |
[ e —— e ——————(—_——— s p—p—r U
| v | position | Revision nunmber (range: 1 to 100) |
S Fom e o - o m e e e e e e e e e e e e e e mee—ooon +
| h | headerlist | List of headers signed by the hh |
| | | field. |
Fomm oo - o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| a | hash-alg | Hash Al gorithmused (at |east |
| | | sha256 must be supported); used |
| | | for hh, bh and ph |
S S o m m e e e e e e e e e e e e e e e eee— oo on +
| hh | base64 | Header Hash for the named headers, |
| | | using the 'rel axed’ header |
| | | algorith from|[DKIM |
TS S T +
| bh | base64 | Body Hash, using the ’'rel axed |
| | | body algorithmfrom][DKIM |
S R o m m e e e e e e e e e e e e e eee— oo s +
| ph.n.m | base64 | Hash for the binary representation |
| | | of the numbered m ne part, after |
| | | renoval of any content-transfer- |
| | | encoding (this is the data |
| | | returned by FETCH BI NARY[n.nj as |
| | | described in [I MAP] section 7.5.2) |
Fomm oo - o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| b | body-recipe | Recipe to replicate the previous |
| | | version of the message body |
S Fom e o - o m e e e e e e e e e e e e e e mee—ooon +
| h.header | head-recipe | Recipe to replicate the previous |
| | | version of the named header field |
Fomm oo - o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +

Table 1

TODO. do we want to add 'bh.n.nm to hash the un-decoded body of
i ndi vidual M ME parts, and hh.n.mto hash the headers of the M ME
part as well?

2.2. body-recipe
The Body Recipe is a conma separated list of instructions. Each
instruction starts with a prefix. Commas can be foll owed by optiona
whi t espace.
The presence of a recipe replaces the previous value, so the tag-

val ue b= creates an enpty body, while the tag-val ue b=bh: creates a
message with a single blank Iine for the body.
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| Prefix | Value | Action |

[ ety p——p———_—_ lpp s —p—_—_—————————————————————————————r L

| c: | start-end | Copy the lines (inclusive) nunbered from |

| | | 1. E.g. "c:1-3" copies the first three |

| | | Iines. |

Fommmaa - S IR e +
b: base64 Decode the base64 to get the value of a

I I
| line to insert. The base64 val ue does |
| NOT include the trailing CRLF, which nust |
| be added at the end of the Iine, hence |
| "b:" nmeans insert an enpty line, and |
| "b:SGvsbGB=" inserts the line "Hello". |

| I'f present, says that changes have been |
| made to the body which can not be |
| described to get back to the earlier |
| version, meaning the signing systemtakes

| accountability for the full content. |

Table 2
2.3. header-recipe
The Header Recipe is a conma separated list of instructions. Each
instruction starts with a prefix. Commas can be foll owed by optiona

whi t espace

Wil e key nanmes are case insensitive, inplementations SHOULD create
the header with the same case as the key.

The presence of a recipe renoves every instance of the named header

field before applying the recipe, so the tag-value h.foo= renoves al
i nstances of Foo fromthe nessage.
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Copy the values of the header-fields |
with the indexes, nunbered from1l and |
starting at the bottom |

| Decode the base64 to get the value of |
| a header field to insert. The base64 |
| value does NOT include the trailing |
| CRLF, which nust be added at the end |
I " I
I I

of the line, hence "b:" neans insert a
header-field with an enpty val ue.

| I'f present, says that changes have |

| been made to the named header field |

| which can not be described to get back

| to the earlier version, neaning the |

| signing systemtakes accountability |

| for the full content of this nessage.
Table 3

NOTE: the headers are inserted fromthe bottom i.e. prepended to the
message in the order that they are naned.

e.g. given a nessage with headers:

Foo: three

Foo: two

Foo: one

And the recipe: h.Foo=c: 1-1, b: ZnBlcg==,c:2-3

The output will be: ~~~ Foo: three Foo: two Foo: four Foo: one ~~~

2.4. Exanples

Exampl e for a nessage whi ch has had Subject and From repl aced, and
Repl y- To added.
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From brong@astnailteam com dmarc. fail

To: dkinm@ists.ietf.org

Reply-To: dkinR@ists.ietf.org

Mai | - Versi on: nmv=2;
h. Subj ect =b: QSByZXBs YWNl bW/udCBnb3l gREt JTQ==;
h. Fronmeb: YnJvbndAZnFzdGLhaW0ZWFt Lni\vbQo=;
h. Repl y- To=

Exanpl e:
Mai | - Ver si on: mv=3; b=c: 1-500, c: 520- 520

Exanple - a URL was substituted in the content of the body (conplex,
but still easily doable!)

Mai | - Ver si on: nmv=4;

b=c: 1- 500,
b: PGEgaHJI Zj 0i aHROcHMBLY93d3cuzZXhhbXBsZS5j b20i PkV4YWLwb GUBL2E+Cg==,
c:501-702

It is expected that "¢’ will normally be used to copy lines directly
fromthe new nessage, however in cases where a nessage needs to
transit 7 bit systens cleanly, the email nodifier nay need to re-
encode the octets of the original nmessage, and this allows for doing
so, albeit at some expense in header bl oat!

3. lterative application

To get back to the original nessage and confirmthat it was
unchanged, it is necessary to apply this algorith iteratively.

For exanple if you receive a nmessage for which there is a

nmodi fication to the headers at nmv=3 and a nodification to both
headers and body at nmv=2, to recreate the original nessage you woul d
first apply the header changes from nmv=3, then apply the header and

body changes for nv=2. |f this doesn't create a nessage which
validates with the initial nv=1 hash, then sone hop has corrupted the
nessage

4. Security

Since a Miil-Version header can be used to recreate any enmil
content, inplenentations need to be aware that this could be used to
bypass security checks, and passing the generated nmessage to a parser
could expose it to content that woul d otherw se be bl ocked by earlier
security checks, e.g. the base64 output could generate 8 bit content
or NULL bytes that would otherw se be blocked by a sinple filter
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5.

| ANA Consi der ati ons

I ANA is requested to add to the Permanent Message Header Field Nanes
registry the foll ow ng record.

*

Header Field Name: Mil-Version
Tenpl at e:

Protocol : mail

Status: standard

Trace: no

Ref erence: this document

Nor mat i ve Ref erences

[DKIM Crocker, D., Ed., Hansen, T., Ed., and M Kucherawy, Ed.,

"Domai nKeys ldentified Mail (DKIM Signatures”, STD 76,
RFC 6376, DO 10. 17487/ RFC6376, Septenber 2011,
<https://www. rfc-editor.org/rfc/rfc6376>.

[ 1 MAP] Mel ni kov, A., Ed. and B. Leiba, Ed., "lInternet Message

Access Protocol (I MAP) - Version 4rev2", RFC 9051,
DO 10.17487/ RFC9051, August 2021,
<https://www. rfc-editor.org/rfc/rfc9051>.

Appendi x A.  Changes from Earlier Versions

A 1.

*

dr af t - gondwana- dki n2- mai | ver si on- 00
Renanme this draft to "nmil version”.
Renanme the header field to ' Mil -Version’

Change 'v=" to 'nv=" so it matches DKI M2-Si gnature and doesn’t
confuse protocol versions

Renoved 't:’ optional fields entirely.

Added ha= to select the hash al gorithm and docunentati on about how
the hashes are cal cul ated

Renaned bin. partspec to ph.partspec for "part hash" and descri bed
it with reference to | VAP
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* Added security considerations
* Added | ANA consi derations
A. 2. draft-gondwana- dki n2- nodi fi cati on-al gebra-03
* Renanme header to ' Mil Version
* Renove all requirenments that it integrates with DKI M

* Add body hash and per-mne-part hashes (NOTE: this is a bunch of
extra calculation, so definitely to discuss)

A. 3. draft-gondwana- dki n2- nodi fi cati on-al gebra-02

* change the header format to have unique keys, making it fit the
ABNF for these types of headers.

* allow easier editing of nulti-val ue headers by al ways poppi ng the
first header and al ways prependi ng newly added headers.

* change body to use d.0, d.1, etc with the programin the value, so
that the programordering is reliable regardl ess of the parser
used to read the header

A. 4. draft-gondwana- dki n2- nodi fi cati on-al gebra-02

* change to using line nunbers rather than octet offsets

* renove d= base64 decoding capability

* for multiple lines; require a separate b= or t= for each line

A.5. draft-gondwana- dki n2- nodi fi cati on-al gebra-01

* rename 'DKIM2-Di ff' headers to 'DKIM2-Delta

* add 'z=y' option to DKIM2-Delta-Body for "conplete replacenment”

* add d= base64 decodi ng option to DKI M2-Delta-Body

A. 6. draft-gondwana- dki n2- nodi fi cati on-al gebra- 00

* original version

[[This section to be renoved by RFC Editor]]
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