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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

1.

.1

2.

3.

I nt roducti on

To achieve the goals laid out in [MOTIVATION], this docunent

descri bes the content of a 'DKIM' header field, which can be added
to [ MF] nmessages. The 'DKIM2' header field contains signatures
whi ch can be verified using public keys fromthe DNS, in a sinilar
way to how [ DKIM worKks.

The ' DKI M2’ header field also borrows design elenents from[ARC,
however it places strict requirenments on the alignnment of the
conponents of DKIM2 header fields in the [IM] nmessage with the
[ SMTP] reverse-path and forward-path.

| mported ABNF

Thi

s docunent inports the follow ng ABNF:

* mail box and domain from[SMIP] Section 4.1.2.

* selector from[DKIM Section 3.1.

* tag-list from[DKIM Section 3.2.

* date-tine from [ DATETI ME] Section 5. 6.

Def i ned ABNF

We will copy (re-define) at |east:

* instance and position from|[ARC] Section 3.9.
Definitions

* "DKIM2 Header". Any header field with the nane ' DKI M2 .

* "Historical DKIM2 Header". Any DKI M2 Header where there exists
anot her DKI M2 Header with a higher position on the nessage.

* "Active DKIM2 Header"”. Any DKIM2 Header where there is no DKI M
Header with a higher position on the nmessage.

* "lnitial Tinmestanp". The tinmestanp on the DKI M2 Header in
position 1.

The DKI M2 Header

The DKI M2 Header draws significant ampunts of design from|[ARC.
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DKI M2 Headers are a structured tag-list as defined in [DKIM

Section 3. 2.

[} ety o}

| Field | Type

| identifier |

[ Sl b oo e
| i= | position
R S
| t= | date-time

S -
| f= | dkinR-flags
I I

I I

R S
| d= | domain

S -
| a= | TBD

I I

I I

| |

I I

S -
| s= | selector
T .
| b= | base64

| |

R S
| bh= | base64

S Iy T -
| h= | header-1i st
Fomm e oo - o m e e e oo -
| nf= | mail box
R S
| rt= | mail box

S Iy T -
| n= | TBD

I I

| |

R S

Not e that we have not included a version nunber.

[ MF] onwards shows that it

uly 2025

sl s s sy
Expl anati on |
I
::::::::::::::::::::::::::::::::::::::::+
Sequence Nunber (from1l to N) |
________________________________________ +
Ti mestanp ([ DATETI Mg]) |
________________________________________ +
Indicates if mail has been |
nodi fied or exploded, or if |
f eedback is requested |
________________________________________ +
Si gni ng domai n |
________________________________________ +
Crypto algorithn(s) used (unless |
conmbined with b= to allow for |
mul tiple signhatures on the same |
emai |, see discussion of crypto- |
agility above) |
________________________________________ +
DKI M |
........................................ +
Si gnature over hash val ue |
strings (DKIM uses b=) |
________________________________________ +
Body hash val ue (see di scussion) |
________________________________________ +
Extra headers signed by this hop |
........................................ +
MJUST match [ SMIP] reverse-path |
________________________________________ +
MUST match [ SMIP] forward-path |
________________________________________ +
a nonce val ue (could use for |
dat abase | ookup for DSN |
handl i ng) |
________________________________________ +
Table 1

Experi ence from

is essentially inpossible to change

version nunbers. |If it becomes necessary to change DKIM2 in the sort
of inconpatible way that a v=2 / v=3 versi on nunber woul d support, we
recomrend using header fields named DKI M3 instead.
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2

2

2

1.

2

3.

Val ue of i=
The maxi mum al | owed position is 50.

If the Active DKIM2 Header is not in position 1, there MIST be
exactly one Historical DKIM header for each | ower integer nunber,
starting at 1.

To allow [ SMIP] transactions with nore than one forward-path, there
MAY be nore than one Active DKI M2 header on a nessage.

If a nessage is recieved with nmultiple Active DKIM headers, the next
signer MJST renove all but one of them keeping the one with the
forward-path for which it is creating an onward nessage. For exanple
if one of the recipients of a nulti-recipient nessage has a
forwarding rule, then the DKIM header field for that recipient wll
be the one that is retained as the Hi storical DKIM Header for the
previous position on that particular copy of the nessage.

Val ue of t=

The value is a [ DATETI ME] date-tine.

For a nmessage in transit, the timestanp SHOULD be | ess than one week
ago. For bounces, they SHOULD be returned to their source within 2
weeks of the timestanp on the DKI M2 Header with position 1.

This requires that as the destination, or as any internedi ate hop
unabl e to deliver the nessage further, you SHOULD create a bounce
within one week of the initial tinestanp.

Al so, as a recipient, you SHOULD reject any nessage with an initial
timestanp nore than a week in the past.

This allows signing hosts to rotate keys and only have to keep the
ol d keys (and keep the private key private) for a maxi mum of 2 weeks.

Val ue of f=

The value is a comma-separated list of flags. The followi ng flags
are defined:
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| Flag | Position | Description |
[} g —————— lppp—p——————_ s —_—————————————(———(—————r L
| nodifiedbody | i>1 | This message has had the body

| | | nodified by the signer at this |
| | | position |
o a o S o m e e e e e e e eee— oo +
| nodifiedheader | i>1 | This message has had the header |
| | | nodified by the signer at this |
| | | position |
o a o S o mm e e e e e e eee oo s +
| donotnodify | any | This signer requests that this |
| | | nmessage not be further nodified
oo o - Fomm oo - St +
| donot expl ode | any | This signer requests that this |
| | | message not be further expl oded

| | | to nmultiple recipients |
o a o S o m e e e e e e e e e eee oo s +
| feedback | any | This signer requests that this |
| | | nmessage be included in any |
| | | feedback | oop reports |
S TS oo m e e e e e e e e e e ao - +

Tabl e 2

If a nodifiedbody flag is present for a particular position, there
MJST be a correspondi ng DKI M2-Del t a-Body for the same position, as
defined in [ DELTA] section .

If a nodifiedheader flag is present for a particular position, there
MJUST be a correspondi ng DKI M2-Del t a- Header for the same position, as
defined in [ DELTA].

The "donot" fields are advisory. They might be appropriate for sone
types of transactional email. Since it is only a request,

intermedi aries may, by local policy, not honor it, but they SHOULD
NOT relay nmail where the request has not been honored to third
parties.

The "feedback" field is advisory, however its absence neans that the
sender does not want feedback on this nmessage. This docunent does
not describe a nechani smfor determ ning how to send feedback, or
what format that feedback should be in.

2.4. Value of bh=

The header hash is always calculated with the "rel axed" al gorithm
defined in [DKIM section 3.4.2.
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2.5. Value of b=

The body hash is always calculated with the "rel axed" al gorithm
defined in [DKIM section 3.4.4

2.6. Value of n=

The nonce value is avail able for any purpose, but may well be used as
an index into a database to access neta-data about an email that has
been handled in the past. DKIM signatures expire after a fixed
period (a week woul d be appropriate) so that it is not necessary to
hold information for indefinite periods or to handle DSNs for enail
that was delivered | ong ago.

2.7. Value of rt=

If a nessage is sent over [SMIP], then to be accepted as a valid
DKI M2 nmessage, every forward-path MJUST exactly match the rf= val ue of
an Active DKIM2 Header.

See Security Considerations in this docunment for a discussion of
avoi di ng inadvertant infornmation disclosure in cases where nultiple
Active DKIM2 headers are present.

2.8. Value of nf=

If there are nultiple Active DKIM Headers, they nust all have the
same nf= val ue.

If a nessage is sent over [SMIP], then to be accepted as a valid
DKI M2 nmessage, the reverse-path MJST exactly match the nf= val ue of
the Active DKI M2 Headers.

The domain part of the nf= value MJST exactly match the d= val ue on
al | DKI M2 Headers.

2.9. Value of d=

For DKIM2 Headers with position greater than 1, the value of d= MJST
be aligned with the domain of the rt= value of the inmredi ately

previ ous DKI M2 Header, for exanple the d= value for the DKI M2 header

with i =3 nmust be the sane as the domain part of the rt= value for the
DKI M2 header with i=2
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2.10. Value of h=

TBD; do we sign all headers, all copies of any header naned here, a
pre-determined inplicit list? This is still an area of active
di scussi on.

2.10.1. Inplicitly signed headers

Any header field with a name starting with 'DKIM-' MJIST start begin
with a position followed by a senicolon (i.e "DKIM-Delta-Header:
i=3; ...").

Al DKIM2 headers with a position less than or equal to the position
of the DKIM2 Header itself are inplicitly included in the signed
headers for that DKIM2 Header. So in a message the Active DKI M
header at position 3, all the DKIM- prefixed header are included in
the signature. The Historical signature at position 2 includes the
prefixed headers for positions 1 and 2 only, excluding those with
position 3 - and of course the Hi storical signature with position 1
only includes those prefixed headers that are also at position 1 and
excl udes the others.

2.11. Values of s= and a=

TBD;, we want to support nultiple signatures with different algorithns
in the sane DKI M2 Header, so we need to figure out how to represent
that to allow crypto agility.

3. Process for validating a DKIM2 nessage on receipt

[ BOUNCE] describes that bounce nessages are only allowed for
val i dat ed nmessages.

To be able to safely create bounces, a DKIM2 aware MIA will run the
foll owi ng checks before responding to the DATA step of an [ SMIP]
transacti on.

1) find all the Active DKIM2 Headers in the nessage header. |f none
are present, accept the nmessage if local policy allows. 2) validate
that all Active DKIM2 Headers have the sane nf=, d=, selector
algorithm etc signing keys. (or reply with a 5xx if the any are
wong) 3) validate that the nf= on all Active DKIM Headers natches
the SMIP reverse-path, and that the d= matches the domain. 4) for
each SMIP forward-path, ensure there is a matching Active DKI M
Header and that its timestanp is not nore than a week old. 4a) if the
Active DKIM2 header is not position 1, also find the Historical DKIM
header at position 1 and ensure it has a tinmestanp that is not nore
than a week old. 5) fetch the public key for each given selector and

Gondwana, et al. Expi res 8 January 2026 [ Page 8]



I nternet-Draft DKI M2 Header s July 2025

algorithmthat the receiver supports (or reply with a 5xx if no

al gorithms are supported). Reply with a 4xx error if the public key
is unable to be feched due to a tenmporary error. 6) validate that the
signature is valid on every Active DKIM header which matches any
recipient with a forward-path that the was accepted during the RCPT-
TO phase. (NOTE: it’'s not needed to validate additional Active DKI M
headers for recipients that this message won’t go to, only those
aligned with actual recipients on this copy of the message). Reply
with a 5xx if any signature validation fails.

This is sufficient information to be able to validate the bounce
address and that the nessage was intended for the named recipients,
so it can now be accepted subject to other local policy. At this
stage if you generate a bounce, it will go back to the signer and the
signer will accept it fromyou because your domain aligns to a
reci pi ent which the sending domain intended to send to.

A receiver MAY choose not to performthe above tests during the SMIP
transaction, or MAY choose to accept a nessage despite it failing
those tests, however it MJST performthe tests before creating a

[ BOUNCE] DSN, and MUST NOT send a [BOUNCE] DSN if the nmessage fails
any of those tests.

4. Tenporary Notes

The below is text froman earlier version of this docunent which
think is valuable to preserve at this point, however it probably
bel ongs i n anot her docunent and has not been updated to match the
above.

4.1. Dealing with nodifications.

Fi nd the hi ghest numbered DKI M2 header that reports a nodification
Undo the nodification and repeat. Wen all nodifications have been
done then there should be a match with the original signature (at
hopl). |If not then the email has been altered (in an undocunented
manner) on its way to you and it SHOULD be rejected.

Note that it is not necessary to check the signature on a DKI M
header that reports a nodification. Undoing the nodification and
di scovering that the nmessage can now be authenticated is sufficient.

Over tine a reputation can be devel oped for a internediary which is
maki ng nodifications and given sufficient trust then the "undo" step
coul d be skipped. Note that the signature of the DKI M2 header that
reports the nodification would need to be checked to ensure
reputation accrued to the correct entity.
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If the nodification is substantial (eg URLs rewitten, M ME parts
renoved) and it cannot be undone then the receiver (who may not be
the i medi ate next hop) MJST trust the system doing the nodification
If it does not then the mail SHOULD be rejected.

It will be noted that some nodifications can totally change the
meani ng of an email. This specification does not try to limt

modi fications. W believe that being able to attribute nodifications
to a particular entity will allow reliable blocking of malicious
intermedi aries once they are identified.

4.2. Dealing with repl ays

Checki ng source and destination as recorded by the previous hop makes
many “DKIMreplay” scenarios inpossible.

It is possible to exclude all replays by determning if any DKI M
header reports an expansi on event (one incoming enmail resulting in

multiple further emails). |If not then you would expect that the
(original) hash of the email is unique and duplicates can be
rej ect ed.

If a expansion event is recorded then receiving nultiple copies would
not be a surprise. It will be necessary to use local policy to
assess whet her the number of copies received is acceptable or not.

Over tine you may wish to develop a reputation for a DKIM2 identity
whi ch is doing expansions and concl ude that a specific nunber of
copies is to be expected. This can be used to refine |ocal policy.

5. Feedback | oops

Sone mail box providers are prepared to report their, or their
custoners’, opinions about incomng email -- for exanple: that a
custoner narked a particular enmail as "spam'. These systens are
generally called "feedback | oops".

There are usually bureaucratic systems to ensure reports are only
sent to entities that wish to receive themand the mail box provider
may decide that some entities should not be sent any feedback

The senders of emmil, the originator and/or a comercial conmpany (an
ESP) hired to send the email generally favor feedback | oops because
it allows themto make their emails nore acceptable, and the
commer ci al conpani es can rapi dly becone aware of customers whose
email is widely disliked.
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In DKIM2 any internediary can request feedback, but it is still the
deci sion of the mail box provider as to whether any feedback will be
sent. They may still require pre-registration on a per domain basis

to receive feedback if only to ensure that any nom nated enail
address is appropriate and is not an unsuspecting third party.

Note that feedback can be sent to any requesting entity. There is
not hi ng speci al about a requester being at hopl or hop2 on a chain.
In particular some forwarding systens late in the chain may wish to
becone aware if they are forwarding emails that are then reported to
be spam

6. Handling of nmessages that |eave the DKI M2 ecosystem

Note that DKIM signed email can also be DKIML signed, and so systens
that are not DKIM2 aware can and will operate as they do at present.

DKI M2 capabl e servers will announce the capability in their initial
banner in the usual manner for SMIP extensions.

VWhen a DKIM2 signed email is delivered to a server that does not
understand DKIM2 and | eaves the DKIM2 ecosystemthe DKI M specific
events can no | onger be expected to occur. |In particular any

failures to be deliver will be reported to the address in the
rel evant return path and not back al ong the DKIM chain.

A DKIM2 signed email may be delivered to a server that understands
DKIM2 but if that server needs to forward the ennil el sewhere it may
find that there is no signing key avail able for the rel evant donain
(recalling that the incoming enail recorded the destination domain
and it is necessary for the next "hop" to match with that. In such a
case, once nore the email will |eave the DKIM2 ecosystem

Refusing to allow an enmail to | eave the DKIM2 ecosystem may be an

appropriate choice in sone circunstances. |If so then an appropriate
DSN shoul d be created and passed back al ong the chain in the nornal
manner .

It is more likely that local policy will be to pass the email to the
next internediary even though this nmeans that it |eaves the DKI M
ecosystem In such a case it would be possible to add a final DKIM
header to record this event, but doing this adds consi derable

compl exity, and would provide limted information which was not

ot herwi se avail able, hence no such header will be added.
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If, after having left the DKIM2 ecosystem the enail reaches a DKI M
aware systemthen the email may have been altered in such a way that
the DKIM2 signatures now fail. The receiving systemw || apply its

| ocal policy to determ ne whether or not to accept the email.

If the DKIM2 signatures on the nail are valid, except that the |ast
header does not specify the receiving systemas the next hop, then
once again it will a matter for local policy as to whether to accept
the email. It mght be thought that it was obvious that the emnai
was acceptabl e, but the non-DKIM2-aware internediaries that have
handl ed it may have duplicated the email and there will be no DKI M2
headers to record this.

In any event, systems that accept email which has been outside the
DKI M2 ecosystem MUST NOT add any further DKI M2 headers.

6.1. DKIM-foo headers

DKI M2 al | ows for extension headers which are always added to the
signature, but ONLY where they have an i= with a value equal to or

| ower than the matching DKIM2 header. This allows for extensions to
add sonething at each DKIM2 hop; with it automatically added to the
si gned header set.

6.1.1. The DKI M2-Del t a- Header and DKI M2- Del t a- Body header s
See draft-gondwana- dki n2-nodifications for definitions of these
headers, which are used for the nodification algebra. These headers
are used to all ow

6.1.2. DKIM-Authentication-Results
If present, is identical to how ARC- Autentication-Results from ARC
are used, a place for any hop to add their cal cul ated Authentication-
Results header in a way that is signed; allow ng other hops to add a
simlar header without needing to use nodification algebra to renove
it when reversing the cal cul ation

7. Security

Mostly TBD
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7

9

9

1. Miltiple Active DKIM Headers and information | eakage

If a nessage has multiple Active DKIM2 Headers, it is inperative that
the creating systemensure that it doesn't | eak BCC information to
other recipients. This MJIST be done by the sending system either by
creating a separate nmessage for each recipient, or in at the SMIP
sending |l evel, sending to each BCC recipient in a separate
transaction and stripping all the unused Active DKIM Headers from

ot her copies as they are sent.

The sending system MJST either: * include only a single Active DKI M
Header when sending to just the naned recipient, or * include only
Active DKIM2 Headers where the recipient mailbox can be inferred from
the message body.

This is because there is no guarantee that the receiving system
under st ands DKI M2, and hence no guarantee that it will strip any of
the Active DKIM Headers. Explicitly, this nmeans that it’s not
possible to send to any BCC d recipient in the sane SMIP transaction
as any ot her copy of the nessage.

| ANA Consi der ati ons
TBD

We will register the header name DKIM2 and the header prefix DKI M-
with reference to this docunment for syntax and constraints on the
syntax of future headers with that prefix.
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Appendi x A.  Changes from Earlier Versions

[[This section to be renpbved by RFC Editor]]

A 1.

*

dr af t - gondwana- dki n2- header s- 01:

major rewite

i ncluded support for nultiple Active DKIM headers, as | have had
side discussions that indicate that |arge corporate systenms woul d
have a lot of difficulty without this, and it renoves constraints
at the SMIP | ayer that were previously present.

cross referenced other drafts

dr af t - gondwana- dki n2- header s- 00:

initial version
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