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Abst ract

Thi s docunent updates [ RFC3501] (1 MAP4rev1) with persistent
identifiers on mail boxes and nmessages to allow clients to nore
efficiently reuse cached data when resources have changed | ocati on on
the server.

Thi s docunent obsol etes [ RFC8474] by nmaking all object identifier
types optional, introducing the OBJECTIDBIS capability with nandatory
ENABLE negotiation, and extending the framework to include account -

| evel context through the ACCOUNTID identifier. The ENABLE

requi renent ensures that servers can inplenent the extension without
altering the | MAP grammar for clients that do not understand the
extension. The account identifier extension enables | MAP servers to
provi de account-level context for nail boxes when nultiple accounts
are accessible through a single | MAP connection, facilitating
interoperability with the JSON Meta Application Protocol (JMAP) in
mul ti-account scenari os.
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provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
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Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 August 2026.
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1. Introduction

| MAP stores are often used by many clients. Each client nay cache
data fromthe server so that it does not need to redownl oad
informati on. [RFC3501] states that a nail box can be uniquely
referenced by its name and Ul DVALI DI TY, and a nessage within that
mai | box can be uniquely referenced by its mail box (name +

U DVALI DI TY) and unique identifier (UD). The triple of mail box
nane, U DVALIDITY, and U D is guaranteed to be i mutable.

[ RFC4315] defines a COPYU D response that allows a client that copies
messages to know t he mappi ng between the U Ds in the source and
destination mail boxes and, hence, update its |ocal cache.

If a mail box is successfully renamed by a client, that client wll
know that the sane nessages exist in the destination nail box nane as
previously existed in the source nail box nane.

The result is that the client that copies (or noves [ RFC6851])
messages or renames a mail box can update its |ocal cache, but any
other client connected to the sane store cannot know with certainty
that the nmessages are identical, so it will redownl oad everything.

Thi s extension adds new properties to a nessage (EMAILID) and mail box
(MAILBOXID). These properties allow a client to quickly identify
messages or nuail boxes that have been renaned by another client.

Thi s extension al so adds an optional thread identifier (THREADID) to

messages, which can be used by the server to indicate nessages that
it has identified to be rel ated.
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Additionally, this docunment introduces the ACCOUNTI D obj ect
identifier, which specifies the account to which a mail box or nessage
bel ongs. This is particularly relevant for environnents where | VAP
mai | boxes include shared mail boxes frommultiple JMAP accounts, as
defined in [ RFC8620] .

Al'l object identifier types defined in this specification are
optional. A server that supports this extension MAY return NIL for
any object identifier type that it does not inplenment. This design
permits partial inplenmentation, allow ng servers to provide
identifiers for the types they support without requiring ful

i npl ementation of all identifier types.

Thi s extension requires the use of the ENABLE conmand, as defined in
[ RFC5161], to activate the extended response syntax. The ENABLE
requi renent ensures that servers can inplenent the extension without
i ntroduci ng inconpatible changes to the | MAP grammar for clients that
do not understand the extension. Until the client issues ENABLE
OBJECTIDBI'S, the server MJUST NOT return any of the extended response
formats defined in this docunent.

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. CAPABILITY Identification

| MAP servers that support this extension MJUST include "OBJECTI DBI S*
in the response list to the CAPABILITY conmand.

A server MAY advertise both the "OBJECTID' capability defined in

[ RFC8474] and the "OBJECTIDBIS" capability defined in this docunent.
When both capabilities are advertised, the server MUST conformto the
behavi our specified in [ RFC8474] unless and until the client issues
ENABLE OBJECTIDBIS, at which point the server MIST conformto the
behavi our specified in this docunent.

If the client has not issued ENABLE OBJECTIDBIS, the server MJST NOT
return any of the extended response formats defined in this docunent,
i ncl udi ng OBJECTI D response codes, OBJECTID status attributes,
OBJECTID fetch data itens, or ACCOUNTID attributes. This restriction
ensures that the | MAP granmar remains unaltered for clients that do
not understand the extension

Gondwana & De Gennaro Expi res 14 August 2026 [ Page 4]



I nternet-Draft | MAP OBJECTI DBI S February 2026

2.1. ENABLE Requirenent

The OBJECTI DBI S ext ensi on MJST be activated by the client through the
ENABLE command as defined in [RFC5161]. A client that w shes to use
the facilities defined in this document MJUST issue ENABLE OBJECTI DBI S
before relying on any of the extended responses.

Exanpl e:

C. 7 enable objectidbis
S: * ENABLED OBJECTI DBI S
S: 7 OK Conpl eted

After the server confirns that OBJECTIDBI S has been enabl ed, the
ext ended response formats defined in this docunent becone active for
the remni nder of the | MAP sessi on.

3. OBJECTI D Conmpound Identifier

The OBJECTID is a conmpound data itemthat aggregates all object
identifiers relevant to a given context into a single response
el ement. The conposition of the OBJECTI D depends on whether it
pertains to a mail box or a nmessage.

3. 1. Mai | box Cont ext

VWhen used in the context of a mmil box (response codes for CREATE,
SELECT, and EXAM NE; STATUS attributes), the OBJECTI D conpound
contains the follow ng el enents:

Syntax: "OBJECTID' SP "(" "MAILBOXID' SP objectid-or-nil SP\
" ACCOUNTI D' SP objectid-or-nil ")"

The MAI LBOXI D el enent contains the nail box identifier, and the
ACCOUNTI D el ement contains the account identifier. Either el enent
MAY be NIL if the server does not support the corresponding
identifier type.

3.2. Message Context

When used in the context of a nmessage (FETCH data itens), the
OBJECTI D conpound contains the foll ow ng el ements:

Syntax: "OBJECTID' SP "(" "EMAILID' SP objectid-or-nil SP\
"ACCOUNTI D' SP objectid-or-nil SP \ "THREADI D' SP objectid-or-nil ")"
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The EMAILID el ement contains the email identifier, the ACCOUNTI D

el ement contains the account identifier, and the THREADI D el enent
contains the thread identifier. Any elenent MAY be NIL if the server
does not support the corresponding identifier type.

3.3. Relationship to Individual Attributes

The OBJECTI D compound is functionally equivalent to requesting each
of its constituent identifiers individually. A server MJST return
the sane values for identifiers whether they are requested
individually or as part of an OBJECTI D conpound. For exanple, the
MAI LBOXI D returned within an OBJECTI D STATUS response MJST be
identical to the MAILBOXI D returned when requested as a standal one
STATUS attribute.

The OBJECTI D conpound is provided as a convenience for clients that
wish to retrieve all available identifiers in a single request
wi t hout enunerating each attribute separately.

4. ACCOUNTID (bject ldentifier

The ACCOUNTID is a server-allocated identifier that specifies the
account to which a mail box or nessage bel ongs. Wen used in
conjunction with MAILBOXI D, the ACCOUNTI D provi des conplete

di sanbi guati on of nuail boxes in environnents where nultiple accounts
are accessible through a single | MAP session

The ACCOUNTID is represented as an opaque string using the sane
character set and syntactic constraints as other object identifiers
defined in this specification (see Section 8).

The server MUST return the same ACCOUNTID for all mail boxes and
messages that belong to the sane account. Conversely, the server
MUST NOT return the sanme ACCOUNTID for nuail boxes or nessages that
belong to different accounts, even if accessed within the sane | MAP
sessi on.

When a server advertises the "JMAPACCESS' capability as defined in

[ RFC9698], it MJST ensure that the ACCOUNTID returned via | MAP

mat ches the accountld property of the correspondi ng account in JVAP
as defined in Section 1.6.2 of [RFC8620]. This correspondence is
essential for clients to correlate nail boxes and nmessages across the
two protocol s.
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When a nmil box or nessage i s accessed exclusively through | MAP and
does not have a corresponding representation in JMAP, the server MAY
still assign an ACCOUNTID to maintain consistency in the | MAP
representation. However, such ACCOUNTI Ds need not correspond to any
JMAP account identifier.

The ACCOUNTID is conceptually imutable for a given account within an
| MAP session. However, if the underlying account is deleted or the
user’s access to that account is revoked, the associ ated mail boxes
will no longer be accessible via | MAP, and their ACCOUNTI Ds becone
irrel evant.

The server MAY return NIL for ACCOUNTID if it does not support
account identifiers.

5. MAILBOXID Object ldentifier

The MAILBOXID is a server-allocated unique identifier for each
mai | box.

The server MJST return the same MAILBOXID for a mailbox with the sane
name and Ul DVALI DI TY.

The server MJUST NOT report the sane MAILBOXID for two nail boxes at
the sane tine.

The server MJST NOT reuse the sane MAILBOXID for a mail box that does
not obey all the invariants that [ RFC3501] defines for a nmail box that
does not change nane or Ul DVALIDITY.

The server MJST keep the same MAILBOXID for the source and
destination when renaming a mailbox in a way that keeps the same
messages (but see [RFC3501] for the special case regarding the
renam ng of INBOX, which is treated as creating a new mail box and
nmovi ng t he nessages).

The server MAY return NIL for MAILBOXID if it does not support

mai | box identifiers for a given mail box (for exanple, for virtual
fol ders).

5.1. New Response Code for CREATE

Thi s docunent extends the CREATE command to include object
identifiers in the response code on successful mail box creation.

When OBJECTI DBI S has been enabl ed, the server MJST incl ude the

OBJECTI D response code in the tagged OK response to all successful
CREATE comands.
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Exanpl e:

C. 8 create bar

S: 8 OK [ OBJECTI D (MAI LBOXI D \
(F6352ae03- b7f 5- 463c- 896f - d8b48ee3) \
ACCOUNTI D (ula48e8e3))] Conpleted

Exanpl e (MAI LBOXI D not supported):

C. 9 create virtual -fol der
S: 9 OK [OBJECTID (MAILBOXID NIL \
ACCOUNTI D (ula48e8e3))] Conpleted

5.2. New Response Code for RENAME

Thi s docunent extends the RENAVME command to i nclude the OBJECTI D
response code in the tagged OK response on successful nail box renane
when OBJECTI DBI S has been enabl ed.

The OBJECTI D response code in the RENAME response conveys the object
identifiers of the mailbox after the renane operati on has been

conpl eted. The MAILBOXI D and ACCOUNTI D returned MAY differ from
those of the source nmil box, depending on server inplenentation and
whet her the renane operation crosses account boundari es.

Wien a mail box is renaned within the sane account, the server SHOULD
return the sanme MAI LBOXI D and ACCOUNTI D as the source mail box, unless
the server does not support persistent mailbox identifiers across
renane operations.

When a nmmil box is renamed across account boundaries (for exanple,
froma personal nanmespace to a shared nanespace belonging to a
different account), the server MAY return a different ACCOUNTID, a
different MAILBOXID, or both, reflecting the new account context and
any server-specific identifier allocation policy.

Exanpl e (I ocal renane, identifiers preserved):
C. 12 renanme foo renamed-foo
S: 12 OK [OBJECTI D (MAI LBOXI D \
(F2212ea87- 6097-4256-9d51- 71338625) \
ACCOUNTI D (ula48e8e3))] Conpleted

Exanpl e (cross-account rename, new identifiers issued):
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C. 13 renane bar "Oher Users. shared. bar"

S: 13 OK [ OBJECTI D (MAI LBOXI D \
(Fa77c2e19- 84d3- 4b0f - 9e12- 67df 5¢c8a) \
ACCOUNTI D (u2b59f9f4))] Conpl et ed

In the first exanple, the mail box "foo" is renamed to "renaned-foo"
within the sane account, and the server preserves both the MAI LBOXI D
and the ACCOUNTID. 1In the second exanple, the mailbox "bar" is
renaned into a shared nanespace belonging to a different account, and
the server issues both a new MAILBOXID and a new ACCOUNTI D refl ecting
the destination account.

5.3. New K Untagged Response for SELECT and EXAM NE

Thi s docunent adds a new untagged response code to the SELECT and
EXAM NE conmands.

When OBJECTI DBI S has been enabl ed, the server MJST return an untagged
X response with the OBJECTID response code on all successful SELECT
and EXAM NE conmands

Exanpl e:

C. 9 select "bar

[...]

S: * OK [OBJECTI D (MAI LBOXI D \
(F6352ae03- b7f 5- 463c- 896f - d8b48ee3) \
ACCOUNTI D (ula48e8e3))] Ck

[...]
S: 9 OK [ READ-WRI TE] Conpl et ed
5.4. New Attributes for STATUS

Thi s docunent adds the MAILBOXI D, ACCOUNTID, and OBJECTID attributes
to the STATUS conmmand using the extended syntax defined in [ RFC4466].

A server that has OBJECTIDBI S enabl ed MJUST support the MAI LBOXI D,
ACCOUNTI D, and OBJECTID status attri butes.

The MAILBOXID status attribute returns the mailbox identifier for the
specified mail box. The ACCOUNTID status attribute returns the
account identifier for the specified mailbox. The OBJECTID status
attribute returns both the nail box identifier and the account
identifier as a conpound val ue.

The server MAY return NIL for any identifier that it does not
support.
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Exanpl e:

6 status foo (rail boxid)

* STATUS foo (MAILBOXID\

(F2212ea87- 6097-4256-9d51- 71338625) )

K Conpl et ed

status bar (mail boxid accountid)

STATUS bar ( MAI LBOXI D \

(F6352ae03- b7f 5- 463c- 896f - d8b48ee3) \
ACCOUNTI D (ula48e8e3))

K Conpl et ed

renane foo renaned

X renane foo renaned

K Compl et ed

status renanmed (objectid)

STATUS renaned (OBJECTID ( MAI LBOXI D \
(F2212ea87- 6097-4256- 9d51- 71338625) \
ACCOUNTI D (ula48e8e3)))

S: 9 OK Conpl eted

Wow 0o
* N O

*O 00 *0~N

VWhen the LI ST- STATUS | MAP capability defined in [RFC5819] is al so
avai l abl e, the STATUS command can be conbined with the LI ST conmand.

Exanpl e:
C 11 list "" "*" return (status (objectid))
S: * LIST (\HasNoChildren) "." | NBOX

S: * STATUS | NBOX ( OBJECTI D (MAI LBOXI D \
(Ff 8e3ead4- 9389- 4af f - adb1- d8d89ef d8cbf) \
ACCOUNTI D (ula48e8e3)))
S: * LIST (\HasNoChildren) "." bar
S: * STATUS bar (OBJECTID ( MAI LBOXI D \
(F6352ae03- b7f 5- 463c- 896f - d8b48ee3) \
ACCOUNTI D (ula48e8e3)))
S: * LIST (\HasNoChildren) "." renaned
S: * STATUS renamed (OBJECTID ( MAI LBOXI D \
(F2212ea87- 6097- 4256- 9d51- 71338625) \
ACCOUNTI D (ula48e8e3)))
S: * LIST (\HasNoChildren) "." "Other Users. other.sub.fol der"
S: * STATUS "Ot her Users. other.sub.folder" (OBJECTID (\
MAI LBOXI D ( F8839dcal2- 3ef 8-4a72- b63d- 54f 9e8al) \
ACCOUNTI D (u2b59f9f4)))
S: 11 K Comnpl eted (0.001 secs 4 calls)

Thi s exanpl e demonstrates how clients can efficiently retrieve object
identifiers for nmultiple mail boxes, including nail boxes belonging to
different accounts, using the extended LI ST command with STATUS
return option.
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6. EMAILID Object Identifier and THREADI D Correl at or
6.1. EMAILID Identifier for ldentical Messages

The EMAILID data itemis an QojectID that uniquely identifies the
content of a single nmessage. Anything that nust remain i mutable on
a {name, uidvalidity, uid} triple nust also be the sane between
messages with the sane EMAILID.

The server MJUST return the same EMAILID for the sanme triple; hence,
EMAILID is inmmutable.

The server MUST return the same EMAILID as the source nmessage for the
mat chi ng destination message in the COPYUI D pairing after a COPY or
MOVE command [ RFC6851] .

The server MAY assign the same EMAILID as an exi sting nessage upon
APPEND (e.g., if it detects that the new nessage has exactly
i dentical content to that of an existing nessage).

NOTE: EMAILID only identifies the i mutable content of the nmessage.

In particular, it is possible for different nessages with the sane
EMAILID to have different keywords. This docunent does not specify a
way to STORE by EMAILID.

The server MAY return NIL for EMAILID if it does not support email
identifiers (for exanple, for virtual nessages).

6.2. THREADID Identifier for Related Messages

The THREADI D data itemis an CbjectID that uniquely identifies a set
of messages that the server believes should be grouped together when
pr esent ed.

THREADI D cal cul ation is generally based on sone conbi nation of

Ref erences, | n-Reply-To, and Subject, but the exact logic is left up
to the server inplenentation. [RFC5256] describes sone al gorithns
that could be used; however, this specification does not mandate any
particul ar strategy.

The server MJUST return the same THREADID for all nessages with the
same EMAI LI D.

The server SHOULD return the same THREADID for rel ated nmessages, even
if they are in different nmail boxes; for exanple, nessages that woul d
appear in the sanme thread if they were in the sane nail box SHOULD
have the same THREADID, even if they are in different nail boxes.
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The server MUST NOT change the THREADI D of a nessage once reported.
THREADI D is OPTIONAL; if the server does not support THREADID or is
unabl e to cal cul ate rel ati onshi ps between nessages, it MJST return
NIL to all FETCH responses for the THREADI D data item and a SEARCH
for THREADI D MUST NOT match any nessages.
The server MUST NOT use the sane ObjectlD value for both EMAILIDs and
THREADI Ds. If they are stored with the sanme value internally, the
server can generate prefixed values (as shown in the exanpl es bel ow
with Mand T prefixes) to avoid cl ashes.

6.3. New Message Data Itenms in FETCH and U D FETCH Conmands
Thi s docunent defines the follow ng FETCH request itens:
Syntax: "EMAILID"

The EMAI LI D nessage data item causes the server to return EMAILID
FETCH response data itens.

Syntax: " THREADI D"

The THREADI D nessage data item causes the server to return THREADI D
FETCH response data itens.

Synt ax: " ACCOUNTI D'

The ACCOUNTI D nessage data item causes the server to return ACCOUNTI D
FETCH response data itens.

Syntax: " OBJECTI D'

The OBJECTI D nessage data item causes the server to return OBJECTID
FETCH response data itens containing all enail-rel ated object
identifiers as a conmpound val ue.

Thi s docunent defines the follow ng FETCH response itens:

Syntax: "EMAILID' SP objectid-or-nil

The EMAI LI D response data item contains the server-assigned ObjectlD
for each nessage, or NIL if the server does not support emil

identifiers.

Synt ax: "THREADI D' SP objectid-or-nil
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The THREADI D response data item contains the server-assigned QbjectlD
for the set of related messages to which this nmessage belongs. NL
is returned when the server does not support THREADI D cal cul ati on.

Synt ax: " ACCOUNTI D' SP objectid-or-nil

The ACCOUNTI D response data item contains the account identifier for
the message, or NIL if the server does not support account
identifiers.

Syntax: "OBJECTID' SP "(" "EMAILID' SP objectid-or-nil SP\
" ACCOUNTI D' SP objectid-or-nil SP\ "THREADI D' SP objectid-or-nil ")"

The OBJECTID response data itemcontains all email-rel ated object
identifiers as a conmpound val ue.

Exanpl e (EMAI LI D and THREADI D) :

22 fetch 1:* (emailid threadid)

* 1 FETCH (EMAI LI D (Mbd99ac3275bb4e) \
THREADI D ( T64b478a75b7ea9))

* 2 FETCH (EMAI LI D (M288836c4c7a762) \
THREADI D ( T64b478a75b7ea9))

* 3 FETCH (EMAI LI D ( M6f dc09b49ea703) \
THREADI D (T11863d02dd95Db5))

22 K Compl eted (0.000 sec)

23 move 2 foo

* OK [ COPYUI D 1521475659 2 1] Conpl et ed
* 2 EXPUNGE

23 K Conpl et ed

24 fetch 1:* (emailid threadid)

* 1 FETCH (EMAI LI D (Mb6d99ac3275bb4e) \
THREADI D ( T64b478a75b7ea9))

* 2 FETCH (EMAI LI D ( Mof dc09b49ea703) \
THREADI D (T11863d02dd95Db5))

24 K Compl eted (0.000 sec)

25 select "foo

-]

25 OK [ READ- WRI TE] Conpl et ed

26 fetch 1:* (emailid threadid)

* 1 FETCH (EMAI LI D (M288836c4c7a762) \
THREADI D ( T64b478a75b7ea9))

26 OK Conpl eted (0.000 sec)

w o uonwTo W 0w o Vunuo »u o w u 0o

Exanpl e (OBJECTI D conpound val ue):
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C. 30 fetch 1:* (objectid)

S: * 1 FETCH (OBJECTID (EMAI LI D (M6d99ac3275bb4e) \
ACCOUNTI D (ula48e8e3) \
THREADI D ( T64b478a75b7ea9)))

S: * 2 FETCH (OBJECTID (EMAI LI D ( Mbf dc09b49ea703) \
ACCOUNTI D (ula48e8e3) \
THREADI D (T11863d02dd95b5)))

S: 30 OK Conpl eted (0.000 sec)

Exanpl e (no THREADI D support):

C. 26 fetch 1:* (enmilid threadid)

S: * 1 FETCH (EMAI LI D (MD0000001) THREADI D NI L)
S: * 2 FETCH (EMAI LI D (MD0000002) THREADI D NI L)
S: 26 OK Conpl eted (0.000 sec)

Exanmpl e (OBJECTID with no THREADI D support):

C. 31 fetch 1:* (objectid)

S: * 1 FETCH (OBJECTID (EMAI LI D (M)0O0O00001) \
ACCOUNTI D (ula48e8e3) THREADI D NI L))

S. * 2 FETCH (OBJECTI D (EMAI LI D (M)0000002) \
ACCOUNTI D (ula48e8e3) THREADI D NI L))

S: 31 K Conpl eted (0.000 sec)

Exanpl e (no EMAI LI D support):

C. 32 fetch 1:* (objectid)

S: * 1 FETCH (OBJECTID (EMAILID NI'L \
ACCOUNTI D (ula48e8e3) THREADI D NI L))

S: 32 K Conpl eted (0.000 sec)

7. New Filters on SEARCH Conmmand

This docunent defines the filters EMAILID, THREADI D, and ACCOUNTI D on
t he SEARCH command.

The EMAILID and THREADID filters require ENABLE OBJECTIDBIS to be in
effect. However, if the server also advertises the OBJECTID
capability defined in [ RFC8474], it MAY support the EMAILID and
THREADI D filters without requiring ENABLE OBJECTIDBIS, using the
syntax defined in [ RFC8474].

The ACCOUNTID filter is only avail abl e when OBJECTIDBI S has been
enabl ed.

Syntax: "EMAILID' SP objectid-atom
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Messages whose EMAILID is exactly the specified ObjectlD.
Syntax: "THREADI D' SP objectid-atom

Messages whose THREADID is exactly the specified ObjectlD.
Synt ax: " ACCOUNTI D' SP obj ecti d-at om

Messages whose ACCOUNTID is exactly the specified QojectlD

Example: (as if run before the MOVE shown above when the nail box had
t hree nessages)

27 search emailid Mbd99ac3275bb4e

* SEARCH 1

27 OK Conpleted (1 nmsgs in 0.000 secs)
28 search threadid T64b478a75b7ea9

* SEARCH 1 2

28 OK Conpleted (2 msgs in 0.000 secs)
29 search accountid ula48e8e3

* SEARCH 1 2 3

29 K Conpleted (3 nmsgs in 0.000 secs)

WOOLLWOWLNO

8. Formal Syntax

The foll owi ng syntax specification uses the Augmented Backus- Naur
Form (ABNF) [ RFC5234] notation. El enents not defined here can be
found in the formal syntax of the ABNF [ RFC5234], | MAP [ RFC3501],
| MAP ABNF ext ensions [ RFC4466], and | MAP ENABLE [ RFC5161]

speci fications.

Except as noted otherwi se, all al phabetic characters are case
insensitive. The use of uppercase or |owercase characters to define
token strings is for editorial clarity only. |nplenmentations MJST
accept these strings in a case-insensitive fashion.

Pl ease note specifically that CbjectlD values are case sensitive.
capability =/ "OBJECTI DBI S"

enabl e-data =/ " OBJECTI DBl S"
; extends the enabl e-data production from[RFC5161]

obj ectid-atom = 1*255(ALPHA / DG T/ " " [ "-")
; the raw object identifier string
; characters are case significant

objectid = "(" objectid-atom")"
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; parent hesi zed object identifier

objectid-or-nil = objectid / nil
; parent hesi zed object identifier or NL

; --- FETCH request itens ---
fetch-att =/ "EMAILID' / "THREADI D' / "ACCOUNTID' / "OBJECTI D'
; --- FETCH response itens ---
fetch-emailid-resp = "EMAILID' SP objectid-or-nil
fetch-threadi d-resp = "THREADI D' SP obj ectid-or-nil
fetch-accountid-resp = "ACCOUNTI D' SP objectid-or-nil
fetch-objectid-email-resp = "OBJECTID'" SP "(" \

"EMAI LI D' SP objectid-or-nil SP\

" ACCOUNTI D' SP objectid-or-nil SP\

"THREADI D' SP objectid-or-nil ")"

; conmpound ermil| object identifier response

nmeg-att-static =/ fetch-emailid-resp / fetch-threadid-resp /
fetch-accountid-resp / fetch-objectid-emil-resp

; --- Response codes ---
resp-text-code =/ "OBJECTID' SP "(" \
"MAI LBOXI D' SP objectid-or-nil SP\
"ACCOUNTI D' SP objectid-or-nil ")"
; conmpound mai | box object identifier response code;
; returned in tagged OK for CREATE and RENAME,
; and in untagged OK for SELECT and EXAM NE
; --- SEARCH filters ---
search-key =/ "EMAI LI D' SP objectid-atom/
"THREADI D' SP obj ectid-atom/
" ACCOUNTI D' SP obj ectid-atom
; --- STATUS attributes ---
status-att =/ "MAILBOXID' / "ACCOUNTID' / "OBJECTID'
status-att-val =/ "MAILBOXID' SP objectid-or-nil

status-att-val =/ "ACCOUNTI D' SP objectid-or-nil
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status-att-val =/ "OBJECTID' SP "(" \
"MAI LBOXI D' SP objectid-or-nil SP\
" ACCOUNTI D' SP objectid-or-nil ")"
; conmpound mai | box object identifier status val ue

9. Inplenentation Considerations
9.1. Assigning hject ldentifiers

All njectID values are allocated by the server

In the interest of reducing the possibilities of encoding m stakes,

hjectIDs are restricted to a safe subset of possible byte values; in

order to allow clients to allocate storage, they are restricted in

| engt h.

An ObjectIDis a string of 1 to 255 characters fromthe follow ng set

of 64 codepoints: a-z, A-Z 0-9, , -. These characters are safe to

use in alnost any context (e.g., filesystems, URls, | MAP atons).

These are the same characters defined as base64url in [ RFC4648].

For maxi num safety, servers should also follow defensive allocation

strategies to avoid creating risks where glob conpletion or data type

detection may be present (e.g., on filesystens or in spreadsheets).

In particular, it is wise to avoid:

* |Ds starting with a dash

* |Ds starting with digits

* |Ds that contain only digits

* |Ds that differ only by ASCII case (for example, A vs. a)

* the specific sequence of three characters NIL in any case (because
this sequence can be confused with the | MAP protocol expression of
the null val ue)

A good solution to these issues is to prefix every IDwith a single
al phabetical character.

9.2. Interaction with Special Cases

The case of RENAME | NBOX may need special handling because it has
speci al behavior, as defined in Section 6.3.5 of [RFC3501].
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It is advisable (though not required) to have MAI LBOXI D be globally
unique, but it is only required to be unique wthin messages offered
to a single client login to a single server hostnane. For exanple, a
proxy that aggregates nultiple independent servers MJUST NOT advertise
the OBJECTIDBIS capability unless it can guarantee that different
objects will never use the sane identifiers, even if backend object
identifiers collide.

The ACCOUNTI D provi des additional disanbiguation in multi-account
environnments, ensuring that even if two backend servers use the sane
MAI LBOXI D, the conbi nati on of ACCOUNTI D and MAILBOXI D renmi ns uni que
within the | MAP sessi on.

9.3. dient Usage

Servers that inplement both [ RFC6154] and this specification should
optinize their execution of conmands |ike U D SEARCH OR EMAI LI D 1234
EMAI LI D 4321.

Clients can assume that searching the all-mail mail box using OR
EMAILID or ORY THREADID is a fast way to find messages again if sone
other client has noved themout of the mail box where they were
previously seen.

Clients that cache data offline should fetch the EMAILID of all new
messages to avoi d redownl oadi ng al ready- cached nmessage details.

Clients should fetch the MAILBOXI D for any new nmil boxes before

di scardi ng cache data for any nailbox that is no | onger present on
the server so that they can detect renanmes and avoi d redownl oadi ng
dat a.

Clients that support both I MAP and JMAP SHOULD use the ACCOUNTI D when
avai l abl e to maintain accurate nmappi ngs between | MAP nmai | boxes and
JMAP Mai | box objects. This is particularly inportant for clients
that use JMAP Enmil Delivery Push notifications, as these
notifications include the accountld property. By correlating the
accountld froma push notification with the ACCOUNTID, clients can
efficiently determ ne which | MAP mail box corresponds to a newy

del i vered nessage w thout requiring additional synchronization
operati ons.

Clients SHOULD be prepared to handl e servers that return NIL for any
of the object identifier types. |In such cases, clients should
graceful ly degrade functionality to use only the supported object
identifier types and fall back to the guarantees of [RFC3501].
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9.4.

9.5.

10.

Interaction with the OBJECTID Capability

A server that advertises both the OBJECTID capability defined in
[ RFC8474] and the OBJECTIDBIS capability defined in this docunent
MUST behave as foll ows:

*  When OBJECTIDBI S has not been enabled, the server MJUST conformto
the behavi our specified in [ RFC8474] for all OBJECTID-rel ated
responses. The server MJST NOT return OBJECTI D response codes,
OBJECTID status attributes, ACCOUNTID attributes, or N L val ues
for MAILBOXI D or EMAILID.

*  When OBJECTIDBI S has been enabl ed, the server MUST conformto the
behavi our specified in this document. The server MJST use
OBJECTI D response codes in place of MAILBOXID response codes for
CREATE, SELECT, and EXAM NE commands. The server MJST support
ACCOUNTI D, MAI LBOXI D, and OBJECTID as STATUS attributes and FETCH
data itens.

This design allows servers to support both the original and extended
specifications wthout breaking the | MAP grammar for clients that
understand only one of the two extensions.

Advice to Cient Inplenmenters

In cases of server failure and di saster recovery, or misbehaving
servers, it is possible that a client will be sent invalid
information, e.g., identical hjectIDs or (hjectlDs that have changed
where they MUST NOT change according to this docunent.

In a case where a client detects inconsistent CbjectlD responses from
a server, it SHOULD fall back to relying on the guarantees of

[ RFC3501]. For sinplicity, a client MAY instead choose to discard
its entire cache and resync all state fromthe server.

Client authors protecting agai nst server m sbehavior MJST ensure that
their design cannot get into an infinite | oop of discarding cache and
fetching the same data repeatedly without user interaction.

Future Consi derati ons

This extension is intentionally defined to be conpatible with the
data nodel in JMAP for Mail.

A future extension could be proposed to give a way to SELECT a
mai | box by MAILBOXI D rat her than nane.
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A future extension to [ RFC5228] could allow fileinto by MAI LBOXI D
rat her than nane.

An extension to allow fetching nmessage content directly via EMAILID
and nessage |listings by THREADI D coul d be proposed.

11. | ANA Consi derations

11.1. | MAP Capabilities Registry
IANA is requested to add the following entry to the "I VAP
Capabilities" registry located at https://ww.iana. org/assi gnments/

i map-capabilities (https://ww.iana.org/assi gnnents/imap-
capabilities):

+oo—ooooo-ooooo+4 oo ———————+

| Capability | Reference |

[ e el e ey 3

| OBJECTIDBIS | This docunent |

I i +
Table 1

The existing "OBJECTID' entry in the "I MAP Capabilities" registry,
regi stered by [ RFC8474], rermi ns unchanged. Servers MAY adverti se
both OBJECTI D and OBJECTIDBI S as described in this docunent.

11.2. | VAP Response Codes Registry
I ANA is requested to add the following entry to the "I MAP Response

Codes" registry located at https://ww.iana. org/assi gnnents/i map-
response-codes (https://ww.iana. org/assi gnnments/i map-response-

codes):
R ety e o
| Response Code | Reference |
[ ety ey o
| OBJECTID | This document |
S I S I +
Table 2

The existing "MAILBOXID' entry in the "I MAP Response Codes" registry,
regi stered by [ RFC8474], remai ns unchanged.
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12.

12.

12.

12.

Security Considerations
1. Object ldentifier CGeneration

It is strongly advised that servers generate bjectlIDs that are safe
to use as filesystemnnanmes and unlikely to be autodetected as
nunbers. See inplenmentation considerations.

If a digest is used for ID generation, it nust have a colli sion-
resistant property, so server inplenentations are advised to nonitor
current security research and choose secure digests. As the IDs are
generated by the server, it will be possible to migrate to a new hash
by just using the new al gorithmwhen creating new IDs. This is
particularly true if a prefix is used on each ID, which can be
changed when the al gorithm changes.

The use of a digest for ID generation nmay be used as proof that a
particul ar sequence of bytes was seen by the server. However, this
isonly arisk if IDs are | eaked to clients who don’t have permni ssion
to fetch the data directly. Servers that are expected to handl e

hi ghly sensitive data should consider this when choosing how to
create |Ds.

See also the security considerations in Section 11 of [RFC3501].
2. Account Identifier Exposure

The account identifier conponent of MAILBOXID reveal s infornmation
about the account structure of the server and which nail boxes bel ong
to which accounts. While this information is generally not
considered sensitive in the context of an authenticated | MAP session
servers that wish to mnimze information disclosure MAY choose to
generate account identifiers using unpredictable values (such as

UUI Ds) rather than sequential nunbers or other patterns that mnight
reveal information about account creation order or the total nunber
of accounts on the server

3. Cross-Account Information Leakage

Servers MJST ensure that the MAILBOXI D nechani sm does not

i nadvertently grant users access to infornmation about accounts they
are not authorized to access. |n particular, servers MJST NOT return
account identifiers for accounts that the authenticated user does not
have pernission to access, even if such accounts exist on the server.
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12.

12.

13.

13.

4. Consistency with JMAP Aut hentication

VWhen a server advertises both "OBJECTID' (or "OBJECTI D=MAI LBOXI D)
and "JMAPACCESS" capabilities, the server MJST ensure that the sane
aut hentication credentials used for the | MAP session woul d grant
access to the correspondi ng JMAP accounts. |nconsistencies in

aut henti cation or authorization between | MAP and JMAP could lead to
situations where a client receives account identifiers that it cannot
subsequently use to access the correspondi ng JMAP resources,
potentially revealing the existence of accounts the user cannot
access.

5. Privacy in Milti-Tenant Environnents

In multi-tenant or hosted environments, servers SHOULD generate
account identifiers in a manner that does not reveal relationships
bet ween accounts or organizational structures that users should not
be aware of. For example, if nmultiple accounts belong to the sane
organi zation, the account identifier generation nechani smshoul d not
use patterns that would allow users to infer these rel ati onships

unl ess such information is explicitly intended to be visible.
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Appendi x A. ldeas for Inplenenting Cbject ldentifiers

I deas for calculating account identifiers:

* Universally Unique ldentifier (UU D) [RFC4122]

* Server-assigned sequence nunber (guaranteed not to be reused)

* Hash of the JMAP accountld (if JMAP integration is provided)

I deas for calculating mailbox identifiers:

* Universally Unique ldentifier (UU D) [RFC4122]

* Server-assigned sequence nunber (guaranteed not to be reused)

| deas for inplenenting EMAILID:

* Digest of message content (RFC322 bytes) -- expensive unless
cached

* UU D [ RFC4122]

* Server-assigned sequence number (guaranteed not to be reused)

I deas for inplenenting THREADI D:

* Derive fromEMAILID of first seen nmessage in the thread.

*  UUI D [ RFCA122]

* Server-assigned sequence nunber (guaranteed not to be reused)
There is a need to index and | ook up reference/in-reply-to data at
message creation to efficiently find matching nessages for threading.

Threadi ng may be either across nail boxes or within each mail box only.
The server has significant | eeway here.
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Appendi x B. Changes from RFC 8474

Thi s docunent obsol etes [ RFC8474] and introduces the follow ng
changes:

*

Repl aced the OBJECTID capability with the OBJECTIDBI S capability,
whi ch requires activation through the ENABLE comrand

I ntroduced the OBJECTI D conpound response format, which combines
multiple object identifiers into a single response el enent. For
mai | boxes, the OBJECTID response includes MAI LBOXI D and ACCOUNTI D.
For enmails, the OBJECTID response includes EMAILID, ACCOUNTID, and
THREADI D.

Added t he ACCOUNTI D object identifier, which specifies the account
to which a nail box or nmessage bel ongs, enabling correlation with
JMAP account identifiers.

Added ACCOUNTI D as a standal one STATUS attribute, FETCH data item
and SEARCH filter.

Added t he OBJECTI D response code to the RENAME comand, enabling
clients to track nail box identifier changes across renane
operations, including renanes that cross account boundari es.

Added OBJECTI D as a compound STATUS attribute and FETCH data item
that returns all relevant identifiers for the context.

Added t he ENABLE requirenent to ensure backward conpatibility with
clients that do not understand the extended response syntax.

Def i ned coexi stence rules for servers that advertise both the
OBJECTI D capability from[RFC8474] and the OBJECTIDBIS capability
fromthis docunent.

Revi sed the formal syntax to introduce the objectid-atom
obj ectid, and objectid-or-nil productions, providing consistent
par ent hesi zati on and NIL handling across all response types.

Corrected the THREADI D response syntax from [ RFC8474], which
i nconsistently applied parenthesization between the objectid and
NI L alternatives

Updated | ANA registrations to include the OBJECTIDBIS capability
and OBJECTI D response code.
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* Added security considerations for account identifier exposure,
cross-account information | eakage, JMAP aut hentication
consi stency, and privacy in multi-tenant environnents.
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