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Abst ract

RIFT (Routing in Fat Trees) is increasingly used as an underl ay
routing protocol in nodern data center fabrics. However, R FT does
not natively define nechanisns for nmulticast traffic distribution

Thi s docunent provi des operational gui dance and best practices for
deploying nmulticast in R FT-based data center fabrics. 1t analyzes
PIM EVPN nulticast, BIER and head-end replication, highlighting
trade-offs in scalability, efficiency, and operational conplexity.

Thi s docunent does not define new protocol nechanisns. It ains to
assi st network operators in making inforned design decisions when
depl oying nmul ti cast services over Rl FT-based fabrics.
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1. Introduction

Modern data center fabrics rely on O os-based topol ogi es to achi eve
scal ability, high bandwi dth, and fault tol erance. R FT [ RFC9692]
provi des efficient unicast routing with topol ogy awareness and Zero
Touch Provisioning (ZTP).

Mul ticast traffic remains relevant for telenetry distribution
financial data delivery, streaming, and EVPN VXLAN BUM traffic
handl i ng. However, RIFT does not define native multicast
capabilities.

Qperators nust rely on external nechanisnms such as PIM [ RFC4601],
EVPN nul ticast [ RFC7432], BIER [ RFC8279], or head-end replication
Thi s docunent provides guidance for selecting and operating these
mechani sms in R FT-based fabrics.

2. Term nol ogy
The key words MUST, MJUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, NOT RECOMMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when, and only when, they appear in all capitals.

RIFT Fabric: A Clos or fat-tree data center network using R FT as
t he under| ay.

Leaf Node: A node connecting endpoints to the fabric.
Spi ne Node: A node interconnecting | eaf nodes within the fabric.

BUM Traffic: Broadcast, Unknown Unicast, and Multicast traffic in
EVPN- VXLAN.

VTEP: VXLAN Tunnel Endpoint.

Head- End Replication (HER): 1ngress node replicates packets to each
renote receiver via unicast.

RP (Rendezvous Point): PIM SM node coordi nati ng multicast group
menbership and tree construction

RPF (Reverse Path Forwarding): Mechanismvalidating multicast packet
ingress interface against the unicast routing table.
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KV-TI E:  Key-Val ue Topol ogy Information El enent. R FT nechanismfor
distributing key-value data within the fabric.

ZTP: Zero Touch Provisioning. RIFT automatic node-|evel discovery
and configuration.

3. Applicability Statenent

Thi s docunent applies to data center fabrics using R FT [ RFC9692] as
the underlay routing protocol, specifically Cos and fat-tree
topol ogi es as described in [RFC9696]. It is not intended for
gener al - purpose | P networks or WAN envi ronnents.

Nunerical values and threshol ds presented in this docunent are
illustrative and may vary by platform Operators SHOULD validate all
t hreshol ds agai nst their platformdocunentation prior to production
depl oynent .

4. Probl em Stat enent
RI FT provides efficient unicast routing but does not define
mechani sns for nulticast group menbership or tree construction
Exi sting solutions introduce the follow ng trade-offs:

* PIMintroduces control-plane conplexity requiring RP placenent
desi gn and speci alized experti se.

* EVPN nmulticast increases signaling overhead and requires overl ay-
underl ay coordi nation

* Head-end replication does not scale efficiently; cost grows
linearly with VTEP count.

*  None of these approaches natively |leverage RIFT topol ogy awareness
or KV-TIE distribution.

There is no standardi zed operational guidance for nulticast in R FT-
based fabrics. This docunent addresses this gap

5. Milticast Deploynent Mdels
Operators shoul d eval uat e depl oynent nodel s based on scale, platform

support, and operational requirenents. Table 1 summarizes the trade-
of fs.
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[ ool sy sl ey e
| Mbodel | Config | Underlay Mast | Scal e | Convergence |
[ e ———— L ———— e ————————————_ Lp—p—p—_——————— Lp—p—p—p—_—(—(—(——(—(——r
| RIFT Native | Auto | None | Excellent | Excellent |
R T Fommmea - B TR dommm e R LT +
| PIM | Medium | Required | Good | 1-5 s |
e e - R T e R +
| EVPN/ IR | Low | None | Limted | Good |
o e e - Fomm oo o e R S +
| EVPN/ Incl. | High | Required | Medium | Moderate |
| Trees I I I I I
e Fommm e a - e Fommm e e +
| BIER | Auto | None | Excellent | Sub-second |
S Fomm e - o - oo o - N o m e e e oo - +
| Head-End | Low | None | Poor | Good |
| Replication | | | | |
e Fommmea - B TR dommm e R LT +

Tabl e 1: Depl oyment Model Comparison
5.1. Native RIFT Multicast

Work is ongoing [ RIFT-MJLTI CAST] to define native RIFT nulticast
support. Operators MAY consi der this approach once standardized. It
is expected to provide automatic tree construction via ZTP and KV-

Tl Es.

5.2. Underlay Milticast using PIM
PI M MAY be depl oyed over a R FT underlay. The RP SHOULD be pl aced on
spi ne nodes. PIMBSR SHOULD be used for autonmatic RP advertisenent.
A dedi cated multicast group range SHOULD be assigned for fabric use.
Convergence is typically 1 to 5 seconds after failure.

5.3. Overlay Milticast using EVPN

EVPN mul ti cast [ RFC7432] MAY be used over a RIFT underlay. Ingress
Replication is RECOMVENDED for small depl oynments only (fewer than 100

VTEPs). Inclusive Miulticast Trees scale better but require underlay
mul ticast. Operators SHOULD carefully plan VNI -to-nulticast group
mappi ngs.

5.4. Bl ER-based Ml ticast

Bl ER [ RFC8279] MAY be used as a multicast forwardi ng mechani sm

[ RFC9624] defines how BIER optim zes EVPN BUM forwarding. BIER is
stateless in internedi ate nodes and provi des sub-second convergence.
Operators SHOULD eval uate BlI ER where platform support is avail abl e.
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5.5. Head-End Replication
Head-end replication MAY be used for sinplicity. It is RECOVMMENDED
only for small deploynments (fewer than 50 VTEPs) and SHOULD NOT be
used in large fabrics.

6. Operational Best Practices
The val ues presented are illustrative and may vary by platform

6.1. Milticast Goup Planning
A multicast group allocation policy SHOULD be established prior to
depl oynent. Each VNI SHOULD be mapped to a unique nulticast group
for EVPN BUMtraffic. Al mappi ngs SHOULD be docunented centrally to
prevent conflicts.

6.2. RP Redundancy Strategies
A primary RP and at | east one backup RP SHOULD be configured on
different spine nodes. PIM Anycast-RP [RFC4610] or BSR-based
redundancy MAY be used for automatic failover

6.3. Configuration Automation
Operators SHOULD use configuration tenpl ates and automati on
framewor ks for consistent configuration. Mnual per-node
configuration is error-prone and does not scal e beyond 100 nodes.

6.4. Convergence Validation
Bef ore production depl oyment, operators SHOULD val i date convergence
by deliberately failing an RP or spine node and neasuring traffic
interruption duration

7. Monitoring and Cbservability
Qperators SHOULD nonitor nulticast traffic using platformtel enetry.

Tabl e 2 provides recommended alert thresholds. Values are
illustrative.
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| Metric | Alert Threshold | Recommrended Action |
[} g —————————————— Ll ——_——————_—_ Ll —p—_—(—(——————————r
| Active Multicast Goups | > 80%of HWIinmt | Add capacity / |
| | | optimze |
o m e e e e i oo o e e oo s o e e oo +
| Active Sources | Unexpected spike | Investigate source |
St o e e e e oo oo Fom e e e e oo o +
| RP CPU Usage | > 70% | Add RP / rate- |
| | | Timt |
o m e e e e e e aao o o e e o s o e e e e o s +
| BUM Traffic Vol unme | > 150% of | Check storm/ |
| | baseline | misconfig |
St o e e e e oo oo Fom e e e e oo o +
| PI'M Join/Prune Rate | Sustained high | Check topol ogy |
| | rate | stability

o m e e e e e e aao o o e e o s o e e e e o s +

Table 2: Key Miulticast Monitoring Metrics
8. Convergence Consi derations

Mul ticast convergence depends on underlay convergence tinme, protocol
behavi or, and control -pl ane | oad. Some packet |oss during
convergence i s expected. Operators SHOULD use fast failure detection
on Pl M enabl ed |inks.

[} sty el e e st b puu s pu—p—j—— o
| Metric | Small DC (<100) | MediumDC | Large DC |
| | | (100-500) | (500+) |
[ ey C————_———————————— Lty Ll p—p—p—p—(—————
| Max Multicast | ~1,000 | ~5,000 | ~50, 000+ |
| G oups | | | |
R R M Fom e m oo - - +
| Recommended | 1 | 2-3 | 4-6 |
| RPs | I I I
. I S T T +
| Convergence | < 1 second | 1-5 | 5-10 |
| Target | | seconds | seconds |
R R M Fom e m oo - - +
| Recommended | HER / PIM | I'nclusive | BIER / |
| BUM Model | | Trees | Dist. RPs |
. I S T T +
| HWThreshold | 80% of 4K | 80% of | 80% of |
| Alert | | 16K | 64K+ |
R R M Fom e m oo - - +

Tabl e 3: Scalability and Convergence Cuidelines
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9. BUM Traffic Handling
9.1. Broadcast Traffic

EVPN ARP suppressi on SHOULD be enabl ed on all |eaf nodes. DHCP rel ay
SHOULD be configured on | eaf nodes. Broadcast rate limiting SHOULD
be configured to prevent storm propagati on.

9. 2. Unknown Uni cast

Leaf nodes SHOULD properly learn and adverti se MAC addresses via EVPN
Type 2 routes. Unknown unicast rates per VNI SHOULD be nonit ored.
Unknown uni cast suppressi on SHOULD be enabl ed where support ed.

9.3. Mul ticast Traffic

| GVWP snoopi ng SHOULD be enabl ed on all |eaf nodes. An |IGW querier
SHOULD be desi gnated per broadcast dormain. For |Pv6 segnents, M.D
snhoopi hg and an M.D querier SHOULD be confi gured.

10. Use Cases and Depl oynent Exanples
10.1. Snall Data Center (fewer than 100 Nodes)

A small RIFT fabric (2-4 spines, 10-50 |l eaves) prioritizes
simplicity. R FT ZTP SHOULD be depl oyed. EVPN with Head- End
Replication is RECOMENDED for BUM If native nulticast is required,
a single RP on one spine node is sufficient. ARP suppression SHOULD
be enabl ed on all |eaves.

10.2. Medium Data Center (100 to 500 Nodes)

A medium RIFT fabric (10-30 spines, 100-300 | eaves) requires

scal ability and redundancy. Operators SHOULD depl oy 2-3 RPs on
different spine nodes with PIMBSR  EVPN inclusive multicast trees
are RECOMMENDED over head-end replication. Separate nulticast group
ranges SHOULD be assigned for infrastructure and application traffic.

10.3. Large Data Center (500 or Mre Nodes)

A large RIFT fabric (50+ spines, 500+ | eaves) requires high
efficiency. BIER [RFC8279] [RFC9624] is RECOMVENDED where platform
support is available. |If BIER is unavailable, 4-6 distributed RPs
with PIM Anycast-RP [ RFC4610] SHOULD be depl oyed. Regional nulticast
domains SHOULD Iinmt state propagation.
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11.

11.

11.

11.

11.

12.

13.

14.

Tr oubl eshooti ng

Di agnostic procedures vary by platform Operators SHOULD consul t
pl at f orm docunmentation for specific commands and tools.

1. Milticast Traffic Not Reaching Al VTEPs

Possi bl e causes: incorrect | GW/ M.D group nenbershi p on | eaf nodes;
EVPN | MET routes not advertised; RPF check failing due to asymretric
routing. Steps: verify group nenbership state; verify EVPN | MET
route advertisenent; check RPF path; confirm R FT uni cast convergence
is conpl ete.

2. RP Node High CPU

Possi bl e causes: excessive PIM Regi ster nessages; (S, G state
approaching platformlimts. Steps: exam ne PIM nessage rates on the
RP; check active multicast state count; consider additional RPs or

Bl ER mi grati on.

3. Slow Miulticast Convergence

Possi bl e causes: PIMwaiting for R FT uni cast convergence; slow
backup RP detection; fast failure detection not configured. Steps:
measure RIFT convergence time independently; verify fast failure
detection on PIMIlinks; test RP failover in a |ab.

4. Excessive Broadcast Traffic

Possi bl e causes: ARP suppression not enabl ed; host generating
broadcast storm MAC learning failures. Steps: verify ARP
suppression per VNI ; nonitor per-interface broadcast counters;
identify source via MAC address tables; inspect offending host.

Security Considerations
Mul ti cast depl oynents MAY introduce flooding, anplification, and
unaut hori zed group access risks. Operators SHOULD enabl e RPF
checking; use SSMwi th | GWv3 where possible; filter 224.0.0.0/24 at
fabric boundaries (this range MJUST NOT be routed across the fabric);
configure per-source rate limts; and apply control-plane policing on
RP nodes.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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Appendi x A: Two-Level RIFT Fabric (Small/Medi um DC)
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Figure 1: Two-Level RIFT Fabric
Appendi x B: PIM Milticast Tree Exanple

Source (Leaf-1)

%
Fomm e e e oo +
| Spine-1 | <-- Rendezvous Point (RP)
N +
/ | \
v v v
oo e IS e IS +
| Leaf -2| | Leaf-3| | Leaf-4
[ S, + +------ + +------ +

Figure 2. PIM Milticast Tree in a RIFT Fabric
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Appendi x C. EVPN BUM Head- End Replication

I ngress VTEP
S SRR +
| Leaf-1 |
T +
/ | \'  (unicast VXLAN copi es)
v v v
R + F------ + F------ +

| Leaf - 2| | Leaf-3| |Leaf-4|
| (VTEP)| | (VTEP)| | (VTEP)|
Figure 3: EVPN BUM Head- End Repli cation
Appendi x D: Large DC Multi-Level Topol ogy

Level 2 (Super- Spine

S + Ao + Ao +
| S-Spine-1| | S-Spine-2 | | S Spine-3
R + e e + e e +
Level 1 (Spine) -- Miltiple RP regions
oommo- + Ao +  H------ + oo +
|Sp-1 | |[Sp-2 | [Sp-3 | [Sp-4 |
[(RP-A)| [(RP-B)| [(RP-Q |(RP-D)|
Fom e e - - + F------ R + F------ +

Level 0 (Leaf)
R T I S e S s o T I SRR o S
| L1] | L2 |L3]|L4 |L5/|L6] |L7[]|LS]
R I R e I

Figure 4: Three-Level R FT Fabric (Large DC)
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