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1. Introduction

Deep space conmuni cation occurs between devices on or orbiting
different celestial bodies (e.g., different planets of the Sol ar
Systen). Such environnents are characterized by | ong delays (e.g.,
in the order of minutes or hours), intermttent comunication
opportunities, linited energy resources, and relatively | ow bandw dth
in some cases.

Simlar characteristics can be found in Non-Terrestrial Networks

(NTN) based on sparse Low Earth Orbit (LEO satellite constellations
that provide direct connectivity to Internet of Things (l0oT) devices
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on Earth, albeit with discontinuous coverage. |In such cases, an |oT
device may need to wait until it is visited by a satellite to be able
to transmt its data. |In addition, if the satellite does not have an

imediately available link with a ground station or with a second
satellite, the first satellite needs to perform store-and-forward
operation. This paradi gmsupports delay-tolerant, non-real-tine
conmuni cation services. Note that extensions to enable store-and-
forward operation are being standardi zed by 3GPP in Rel ease 19

[ _GPP].

The Internet Protocol (IP) stack was considered unsuitable for delay-
tol erant environments nore than two decades ago, |eading to the
design of the Del ay- Tol erant Networking (DTN) architecture [ RFC4838]
and the Bundl e Protocol (BP) [RFC5050] [RFC9171]. However, recent
wor k has revisited such assessment, and it has discussed solutions to
use the I P protocol stack in deep space communication

[1-D. many- deepspace-i p-assessnent][|-D. hui t ema- qui c-i n-space].

Fromthe application |ayer point of view, the analysis in

[1-D. nmany- deepspace-i p- assessnent] focuses on the use of HITP (over
QUI C [ RFC9000]) in deep space scenarios. However, it also explicitly
mentions that the Constrained Application Protocol (CoAP) [RFC7252]
"is worth considering for application transport in deep space"

CoAP is an application-layer protocol based on Representational State
Transfer (REST). |In CoAP, endpoints called clients make requests
with the aimto manipul ate resources handl ed by ot her endpoints

call ed servers. The latter provide responses back to the clients.

CoAP of fers several features suitable for its use in delay-tolerant
space environments, including |ightweight operation, asynchronous
message exchanges, and a significant degree of flexibility. This
docunent provi des gui dance on the use of CoAP for del ay-tol erant
conmuni cation in space environnents. Use of CoAP over BP [ RFC9171]
is outside the scope of this docunent. Note that there is work in
progress intended to specify how CoAP can be carried over BP

[1-D. gonez-core-coap-bp].

Ter mi nol ogy
1. Requirenents |anguage

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP14 [ RFC2119], [RFCB174], when, and only when, they appear in all
capitals, as shown here
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3. CoAP transport
3.1. Overview and underlying transport

CoAP was originally designed to use UDP as its underlying transport
protocol [RFC7252]. The nessage | ayer of CoAP over UDP supports
optional nessage reliability, sinple congestion control, and flow
control. A CoAP nessage that requires reliable delivery is marked as
a Confirmable (CON) nmessage. The recipient needs to send an

Acknowl edgrment (ACK) nessage to confirm successful reception of a CON
message. A sender uses a retransmi ssion nechanismwi th a default

ti meout and an exponential back-off between retransm ssions. A CoAP
message that does not require reliability is marked as a Non-
confirmabl e (NON) nmessage. NON nessages are not acknow edged.

Subsequently, CoAP was adapted to be carried al so over other
transports, such as TCP, Transport Layer Security (TLS), and
WebSocket s [ RFC8323]. However, due to the | ong delays in del ay-
tolerant environnents, initial handshake exchanges (e.g., the three-
way handshake of TCP) penalize communication performance
significantly. |In addition, when TCP is used as the underlying
transport-layer protocol, the ability of optionally requesting
reliable delivery for a given nessage (as of fered by CoAP over UDP)
is lost. Two further advantages of UDP-based CoAP transport are a
shorter header size and support for multicast. Therefore, this
docunent will focus on CoAP as used over UDP as the underlying
transport [RFC7252].

3.2. Main CoAP paranmeters and tinmes relevant to del ay-tol erant space
envi ronment s

This section discusses the main parameters and tinmes that are
relevant in the context of delay-tol erant space environnments. (Note
that the conplete set of paraneters, assunptions, default values, and
related tines in CoAP can be found in Section 4.8 of RFC7252.)

As a congestion control neasure, the naxi num nunber of outstanding
interactions between a client and a given server is linmted to
NSTART, which is set to a default value of 1. A greater value for
NSTART can be used only when nechani sns that ensure congestion
control safety are used

The main paraneters related with CON nessages are indicated next.
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ACK_TI MEQUT and ACK_RANDOM FACTOR. These two paraneters determ ne
the duration of the initial retransm ssion timeout, which is set to a
random y chosen val ue between ACK_TI MEQUT and ACK_TI MEQUT *
ACK_RANDOM FACTOR. The default values for ACK TI MEQUT and

ACK_RANDOM FACTCOR are 2 s and 1.5, respectively. Therefore, the
default initial retransmi ssion timeout in CoAP is between 2 and 3 s.

ACK_TI MEQUT shoul d be set to a value of at |east the expected RITT,
which in delay-tol erant environments such as deep space may be
several orders of magnitude greater than the default one (see
Appendi x A of [I-D.gonez-core-coap-bp]).

ACK_RANDOM FACTOR needs to be at |east equal to or greater than 1.0.
The default value of 1.5 is intended to avoid synchroni zation effects
anong different senders when RTTs are in the order of seconds.
However, the greater latency in delay-tol erant environments may
reduce the risk of synchronization effects therein. |n such case, a
| ower ACK RANDOM FACTOR nay hel p reduce total nessage delivery

| at ency when retries are perforned.

MAX_RETRANSM T. Thi s paraneter defines the nmaxi mum nunber of retries
for a given CON nessage. The default value for this paraneter is 4.
Since there is an exponential back-off between retransni ssions, and
considering the delay values in delay-tol erant environnents, it may
be suitable to set this paraneter to a value | ower than the default
one.

The foll owi ng assunptions on the characteristics of the network and
t he nodes need to be consi dered:

MAX_LATENCY is the maxinumtinme a datagramis expected to take from
the start of its transm ssion to the conpletion of its reception. In
RFC 7252, this value is arbitrarily set to 100 s, which is close to
the historic Maxi mum Segnent Lifetime (MsL) of 120 s defined in the
TCP specification [ RFC9293]. However, such val ue assunes

communi cati on between devices on Earth. [In del ay-tolerant
environments, MAX_LATENCY rmay need to be increased by several orders
of magnitude (e.g., at least 1-2 orders of nagnitude in deep space,
See Appendix A of [I-D.gonez-core-coap-bp]).

PROCESSI NG DELAY is the tine since a node receives a CON nessage
until it transmits an ACK in response. |In RFC 7252, this value is
assuned to be of at nost the default ACK TI MEQUT value of 2 s. For
the sake of limting latency, it is assuned that the sane val ue can
be used al so in delay-tol erant environnents.
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A rel evant CON nessage derived tine is EXCHANGE LI FETI ME. This time
i ndi cates the maxi num possible tine since a CON nmessage is sent for
the first time, until ACK reception (which may potentially occur
after several retries). EXCHANGE LI FETI ME includes the follow ng
conponents: the total tine since the first transm ssion attenpt of a
CON message until the last one (called MAX_TRANSM T_SPAN in RFC
7252), a MAX_LATENCY for the CON, PROCESSI NG DELAY, and a MAX_LATENCY
for the ACK. The default value for EXCHANGE LI FETIME is 247 s.
However, in delay-tolerant environnents, and considering the nodified
val ues for protocol paraneters and the network characteristics

descri bed above, EXCHANGE LI FETI ME nay have to be even several orders
of magni tude greater than the default one (e.g., at |least 2-3 orders
of magnitude in deep space, See Appendix A of

[1-D. gonmez-core-coap-bp]).

The main tine related with NON nessages is NON LIFETIME. This is the
time since a NON nessage is transmitted until its Message I D can be
safely reused. This tinme is actually equal to MAX LATENCY, therefore
its default value is 100 s. However, as described earlier, in delay-
tolerant environnents it may need to be increased by several orders
of magnitude (e.g., at least 1-2 orders of nmagnitude in deep space,
See Appendi x A of [I-D.gonez-core-coap-bp]).

Note that inplenentations nay al so need to be adapted if they have
been designed to use 8-bit timers to handle CON or NON nessage
lifetimes (e.g., to retire Message IDs) in seconds.

4. Caching

RFC 7252 states that "CoAP endpoi nts MAY cache responses in order to
reduce the response tinme and network bandw dt h consunption on future,
equi val ent requests”. Note that caching may al so offer energy
consunption savi ngs.

I n del ay-tol erant space scenarios, the efficiency provided by the
caching feature is particularly suitable. Nevertheless, it needs to
be adapted to the characteristics of the scenario, especially in
terns of | atency.

A cached response can be reused as long as it is considered "fresh".
In order to determne the freshness of a response, the origin server
uses the Max-Age option to indicate that the response is to be
considered not fresh after its age is greater than the specified
nurber of seconds.

The default Max-Age value is 60 seconds. Wen a response does not

carry a Max-Age option, it is considered to have an associ ated Max-
Age val ue equal to the default one. Also, the Max-Age value is
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intended to be current at the time of transm ssion. Therefore,
considering the latencies of delay-tolerant environnents, if a
response is intended to be cacheable, the origin server needs to

i nclude a Max-Age option of an appropriate value with the response
(the maxi mum possi bl e option val ue being 2**32-1 seconds (i.e.,
~136.1 years)). O course, it will only nake sense to consider that
a response is cacheable if it can be fresh for a time greater than
the expected | atency between the origin server and the cachi ng CoAP
endpoint. [If a CoAP endpoint receives a response known to be not
fresh (e.g., if comunication |latency is greater than its associated
Max- Age), the CoAP endpoint will not store the response.

5. Proxying

RFC 7252 defines a "proxy" as "An internediary that mainly is
concerned with forwarding requests and rel ayi ng back responses,

possi bly perform ng caching, namespace translation, or protoco
translation in the process". The sane specification also states that
"A proxy is a CoAP endpoint that can be tasked by CoAP clients to
performrequests on their behalf". Anong others, this can be usefu
"to service the response froma cache in order to reduce response
time and network bandwi dth or energy consunption"”. The latter are
advant ages that may be desirable as well in delay-tolerant

envi ronnent s.

Dependi ng on the protocol (s) supported at each side of the proxy, a
proxy can be a "CoAP-to- CoAP proxy", which "maps from a CoAP request
to a CoAP request”, or a "cross-proxy", which "transl ates between
different protocols, such as a CoAP-to-HTTP proxy or an HTTP-to- CoAP
proxy" [RFC 7252]. Figure 2 and Figure 3 illustrate the upper-Iayer
protocol stacks for a CoAP-to- CoAP proxy and an HTTP-t o- CoOAP cross-
proxy. Figure 1 illustrates a proxyless scenario, where CoAP is used
end-to-end, between a CoAP origin server and a CoAP client. (Note: a
practical scenario used in actual Earth-to-Mars conmuni cations
conprises three entities: Earth, Mars orbiter and Mars rover

[ Bl anchet].)
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Figure 1: Direct CoAP conmunication in a scenario wthout a
proxy. (*) There may be zero or nore | P routers between the CoAP

client and the I P router shown
routers between the |att

in the figure, and zero or nore IP
er and the CoAP origin server.
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Fi gure 2: CoAP-to- CoAP proxy

scenario. (*) There may be zero or

pr oxy,

Gonez & Aguil ar

nore | P routers between the CoAP client and the CoAP-t o- COAP
and zero or nore | P routers between the CoAP-to- CoAP proxy
and the CoAP origin server
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Figure 3: HTTP-to- CoAP proxy scenario. (*) There may be zero or
more | P routers between the HITP client and the HTTP-to- CoAP
cross-proxy, and zero or nore | P routers between the cross-proxy
and the CoAP origin server.

Cbserve

The Observe Option allows a server to send notifications carrying a
representation of the current state of a resource to interested
clients called observers [ RFC7641]. The latter need to initially
register at a specific server that they are interested in being
notified whenever the resource state changes. There is also work in
progress intended to allow a CoAP client to limt notifications to
those where the state representation of a resource fulfills certain
constraints (e.g., a mninun maxi num val ue)
[I-D.ietf-core-conditional-attributes].

oserve general ly provides significant performance benefits, since,
after the registration, the client does not have to send a request to
receive a notification. This feature is particularly beneficial in
del ay tolerant environnents (e.g., deep space), where end-to-end

| atency is high, and energy and bandw dth resources may be

constrai ned.

As per the Observe specification, when the tine between the two | ast
notifications received by a CoAP client is greater than 128 seconds,
it can be concluded that the |last one received is also the | atest
sent by the server. The duration of 128 seconds was chosen as a
nunber greater than the default MAX LATENCY val ue of the base CoAP
specification. Wen CoAP is used in delay-tol erant environments
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(e.g., deep space), the duration of 128 seconds may be insufficient.
In such case, the duration needs to be chosen as a value greater than
the MAX_LATENCY of the scenario (See Appendi x A of

[1-D. gonez-core-coap-bp]).

7. Block-wi se transfers
7.1. Overview

There exi st two CoAP specifications that define functionality that
allows to carry |arge CoAP payloads (i.e., payloads that do not fit a
singl e packet) by neans of bl ock-wi se transfers: [RFC7959] and

[ RFCO177] .

RFC 7959 defines the Bl ockl and Bl ock2 options, whereby, in a bl ock-
wi se transfer, a CoAP endpoint can only ask for (or send) the next
bl ock after the previous bl ock has been transferred. Furthernore,
RFC 7959 reconmends the use of CON nessages. Therefore,

conmuni cation follows a stop-and-wait pattern.

RFC 9177, which defines the Q Blockl and Q Bl ock2 options, is
particularly suitable for delay-tol erant environnments, as it enables
bl ock-wi se transfers using NON nmessages. Thus, blocks can be
transmtted serially without having to wait for a response or next
request fromthe renote CoAP peer. Recovery of multiple missing

bl ocks (which can be reported at once in a single CoAP nmessage) is
al so supported.

The Q@ Bl ockl option is defined for payl oad-bearing (e.g., PCST, PUT,
FETCH, PATCH, and i PATCH) requests and their responses. The Q Bl ock2
option is useful for requests (e.g., CGET, PCST, PUT, FETCH, PATCH,
and i PATCH) and their payl oad-bearing responses.

7.2. Main related paraneters

The foll owi ng new paraneters are defined by RFC 9177, for use with
NON nmessages and the Q Bl ockl and Q Bl ock2 options: MAX PAYLQOADS,
NON_TI MEQUT, NON_TI MEQUT_RANDOM NON_RECEI VE_TI MEQUT,
NON_MAX_RETRANSM T, NON_PROBI NG WAI T, and NON_PARTI AL_TI MEQUT.

MAX_PAYLOADS i ndi cates the nunber of consecutive bl ocks an endpoi nt
can transmt without eliciting a nessage fromthe other endpoint.
The default value defined for this parameter is 10, which is in line
with the initial w ndow size currently defined for TCP [ RFC6928].

TO- DO MAX_PAYLOADS recomended setting?
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NON_TIMEQUT is the mininumtine between sending two consecutive sets
of MAX_PAYLQADS bl ocks that correspond to the sane body. The actual
ti me between sending two consecutive sets of MAX PAYLOADS bl ocks is
call ed NON_TI MEQUT _RANDOM which is cal cul ated as NON _TI MEQUT *
ACK_RANDOM FACTOR. I n RFC 9177, NON_TIMEQUT is defined as having the
same val ue as ACK TI MEQUT. ACK RANDOM FACTOR is set to 1.5,
following RFC 7252. As a result, by default, NON_TI MEOQUT_RANDOM i s
equal to a randomy chosen val ue between 2 and 3 s.

The NON_TI MEQUT _RANDOM i nactivity interval described above is

i ntroduced to avoid causing congestion due to the transm ssion of
MAX_PAYLOADS itself. As discussed in Section 3.2, in delay-tolerant
envi ronment s, ACK_TI MEQUT should be set to a value greater than
default. However, when CoAP is used in such environnents,

NON_TI MEQUT, and thus NON_TI MEOUT _RANDOM need to be adjusted
considering the characteristics of the end-to-end path, independent
of ACK_TI MEQUT.

NON_RECEI VE_TIMEQUT is the initial time that a receiver will wait for
a m ssing block within MAX PAYLOADS before requesting retransm ssion
for the first tine. Every tine the mssing payload is re-requested,
the tine to wait val ue doubles. NON RECEI VE TI MEQUT has a default
val ue of 2*NON_TI MEQUT. As described earlier, when CoAP is used in
del ay-tol erant environnents, NON TI MEOUT needs to be adjusted
considering the characteristics of the end-to-end path.

NON_MAX RETRANSM T i s the maxi mum nunber of tinmes a request for the
retransm ssion of m ssing payl oads can occur w thout a response from
the renote peer. By default, NON MAX RETRANSM T has the sane val ue
as MAX RETRANSM T (Section 4.8 of [RFC7252]). Accordingly, when CoAP
is used in delay-tolerant environnents (e.g., deep space), the same
consi derations regarding MAX RETRANSM T in Section 3.2 apply to
NON_MAX RETRANSM T as well. That is, when CoAP is used in space,
while the default value for this paraneter is 4, it may be suitable
to set this paraneter to a value | ower than the default one.

8. Message aggregation

The CoAP over BP specification introduces the CoAP Payl oad-I|ength
option, which allows CoAP nessages destined to the sane endpoint to
be aggregated and carried as the payl oad of a single encapsulating

| ower-layer data unit [I-D. gonez-core-coap-bp]. Wen CoAP is used
over UDP (as is the focus of the present docunent), the encapsul ating
| ower-layer data unit is a UDP datagram
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10.

A concatenation of nessages that carry the Payl oad-1ength option is
call ed an Aggregate message [|-D. gonez-core-coap-bp]. In sone
scenari os, nessage aggregati on may be conpatible with application
requirenents, while allowing to reduce protocol overhead and increase
node and network perfornance.

CoAP group comruni cati on

I n CoAP group communi cation, a client sends nulticast CoAP request
messages over UDP/IP nulticast as default transport. Each server in
the target destination group sends a response nessage back to the
client over UDP/IP unicast, although a server can suppress its
response for several reasons (see Section 3.1.2 of
[1-D.ietf-core-groupcombis]).

[1-D.ietf-core-groupcommbis] defines the mnimumtine between reuse
of Token values for different group requests, M N TOKEN REUSE TI ME,
to be greater than:

M N_TOKEN_REUSE TIME = (NON_LI FETI ME + MAX_LATENCY +
MAX_SERVER RESPONSE_DELAY)

wher e MAX _SERVER RESPONSE DELAY is the expected maxi mum response
del ay over all servers that the client can send a CoAP group request
to. [I-D.ietf-core-groupconmbis] states that, "using the default
CoAP paraneters, the Token reuse tinme MJST be greater than 250
seconds plus MAX SERVER RESPONSE_DELAY".

[1-D.ietf-core-groupcommbis] also adds that, while a possible
approach is to generate a new uni que Token for every new group
request, if a client has to reuse Token val ues for some reason,

MAX SERVER RESPONSE DELAY = 250 seconds is a suitable value,
therefore leading to a time between Token reuses greater than

M N _TOKEN_REUSE TI ME = 500 seconds. However, in a delay-tolerant
scenario, M N TOKEN REUSE TI ME needs to be deternined considering the
| at ency of that scenario.

Security

The base CoAP specification defines a binding to Datagram Transport
Layer Security (DTLS) [RFC7252][ RFC9147]. There are four possible
DTLS security nodes: NoSec, PreSharedKey, RawPublicKey, and
Certificate. The NoSec and RawPubl i cKey npbdes are nandatory to

i mpl enent .

Subsequently, Object Security for Constrained RESTful Environnents
(OSCORE) was specified [RFC8613]. OSCORE is a security protocol that
allows to protect an application-layer data payl oad end-to-end, even
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11.

12.

13.

14.

in the presence of untrusted proxies in the path between two
endpoints. The Group OSCORE protocol is also being used to secure
CoAP group communi cation [I-D.ietf-core-oscore-groupconm, in
contrast with the initial CoAP group comunication specification [RFC
7390], which assuned that CoAP over |IP nulticast was not encrypted,
nor authenticated, nor access controll ed.

In OSCORE, the comunicating endpoints require a shared security
context. An interesting aspect of OSCORE for del ay-tol erant
environments (e.g., deep space) is that, if the materials used to
establish such context are pre-shared, there is no initial handshake
prior to actual communication, thus avoiding a significant |atency
penal ty.

In order to offer protection against replay attacks, OSCORE uses by
default an anti-replay sliding window, with a wi ndow size of 32 [RFC
8613]. |If a greater wi ndow size is deened necessary (e.g., due to
high latency in an intended scenario), that w ndow size needs to be
known by both sender and receiver at the nonent of security context
est abl i shnent.

Forward Error Correction
As of the witing, no proposal has been nmade to add support of
Forward Error Correction (FEC) to CoAP. However, considering the
significant | atency penalty of delay-tol erant space environnents
(e.g., deep space), FEC might allow to reduce the probability of
incurring additional latency (due to retries) in order to sucessfully
deliver a nessage to its intended destination

| ANA Consi derations
Thi s docunent has no | ANA consi derations

Security Considerations
TO DO
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