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Abst ract

Thi s docunent specifies a set of objects extending the Content
Delivery Network Interconnection (CDNI) netadata nodel to allow for
nmet adata to be applied conditionally and at various points in a dCDNs
processi ng of requests. The concept of Processing Stages are

i ntroduced, where each stage in a CDN s processing pipeline presents
an opportunity to exami ne requests and responses and nake alterations
as needed. Metadata, such as caching rules, can be applied
conditionally (based on aspects of an HITP request header), and HTTP
responses froma source can be altered dynam cally (such as addi ng or
droppi ng an HTTP header). This standard | everages the expression

| anguage documented in the Metadata Expression Language (MEL)
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1. Introduction

It is typical in CDN configurations to define matching rules and

nmet adata to be applied at specific stages in the HITP request
processing pipeline. For exanple, it may be required to append a
host header prior to forwarding a request to an origin, or nodify the
response returned froman origin prior to storing in the cache.

CGol dstein, et al. Expi res 29 August 2025 [ Page 2]



I nternet-Draft CDNI Processi ng Stages Mt adata February 2025

A: cl i ent Request B: ori gi nRequest
------------ + oo+ Fom e e e+
|--->| A B+- - - >| |
| | | | Source/ |
Cient | | dCDN | | Oigin |
o e
|<---+D  [Cache]  C<---| |
------------ + T T
D: cl i ent Response C. ori gi nResponse

Figure 1. Processing Stages Context

The four processing stages are:

*

clientRequest - Rules run on the inbound client HTTP request prior
to further processing.

origi nRequest - Rules run prior to making an HTTP request to the
origin upon a cache niss.

ori gi nResponse - Rules run after an HITP response is received from
the origin and before being placed in the cache or forwarded to
the client.

client Response - Rules run prior to sending the HITP response to
the client. |[If the response is fromthe cache, rules are applied
to the response retrieved fromthe cache prior to sending to the
client.

Note that all references HTTP requests, responses, and headers use
the semantics defined in [ RFC9110]

Requirenents of the processing stages are:

*

Header Matching - Wiile CDNI metadata defines sone basic matching
rul es for host nanes and pattern patching on paths, CDN and Open
Caching use cases often require matching on specific fields in a
Hypertext Transfer Protocol (HITP) request and response headers to
set netadata. A typical exanple may be matching on a user agent
string to set access controls or matching on a Miltipurpose
Internet Mail Extensions-type (M ME-type) header to set caching
rules. A rich expression-nmatching syntax that allows matching on
any conbi nati on of host, path, and header val ues covers npbst

typi cal use cases
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* Expression Matching - Header nmtching alone is not always
sufficient for identifying a set of requests or responses that
require specific netadata. CDN and Open Caching systens often
require a rich set of matching rules, with full regular
expressi ons and Bool ean conbi nati ons of nmatching paraneters for
host, path, and header el enents of a request. In typical CDN
i mpl ementations, this capability is provided by a rich expression
| anguage that can be enbedded in the netadata configurations.

* URI Modifications - In processing HTTP requests, nodifications to
the request Uniform Resource Identifier (URI) are often required
for uses such as collapsing multiple paths to a conmon cache key
or normalizing file extension naning conventions before making a
request to the origin. |In cases where the nodified URI needs to
be constructed dynam cally, an expression |anguage is provided
that allows el enents of requests and responses to be concatenated
with string literals.

* Header Modifications - In processing HITP requests, it is often
required to nodify HTTP request or response headers at one of the
processi ng stages, requiring CONl nmetadata to have the capability
to update any field in an HTTP request or response header. It
shoul d be noted that certain HTTP headers (such as Set- Cooki e)
have nultiple occurrences in a request or response, thereby
requiring that we allow for add and repl ace desi gnations for
header nodification. |In cases where a header val ue needs to be
constructed dynam cally, an expression |anguage is provided that
all ows el enents of requests and responses to be concatenated with
string literals. The follow ng capabilities SHOULD be supported
at each processing stage:

- Add Request Header Field - Add a header nane/value to the
request, along with any headers of the sane nane that nmay
al ready be present.

-  Repl ace Request Header Field - Add a header nane/value to the
request, replacing any headers of the same nane that may
al ready be present.

- Delete Request Header Field - Delete all occurrences of the
naned header fromthe request.

- Add Response Header Field - Add a header nane/value to the

response, along with any headers of the same nanme that may
al ready be present.
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-  Repl ace Response Header Field - Add a header nane/value to the
response, replacing any headers of the sane nane that nmay
al ready be present.

- Delete Response Header Field - Delete all occurrences of the
naned header fromthe response

* Synthetic Responses - It is quite comopn in CDN configurations to

specify a synthetic response be generated based on inspection of
aspects of the original request or the origin response. The
synthetic response capability allows for the specification of a
set of response headers, a status code, and a response body. In
cases where a header value or the synthetic response body needs to
be constructed dynam cally, an expression |anguage is provided
that allows el enments of requests and responses to be concatenated
with string literals.

Requi rement s

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Processi ng Stages Obj ect Mbdel

The four processing stages and their associated match criteria and
met adata are defined as a new set of CGenericMetadata objects, al

under the structure of top |evel processing stages objects. Each
stage contains an OPTI ONAL nmat chi ng expression (determining if the
stage rul es should be applied), along with a set of rules (i.e.,

met adata) to be applied upon a match. Note that the expression match

is optional; if none is provided, the stage rules are always appli ed.
----------------- T
| dient Request Stage| | Ori gi nRequest St age| (Version 2.0 Model)
----------------- e e
(*) (+)
| | o e e e e m e i oo e TR +
| | | OiginResponseStage| | dientResponseStage|
| [ R S +
I I (*) (*)
I I I I
I S IR e meeeeemeaaeeaeas +
(*)
|
I
S +
| MatchG oup |
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S +
(*)
|
o e e e e e e oo oo oo +
| U +
| | Processi ngSt ages| (Version 1.x Model)
| . +
I (*)
| |
| S AR, R S +
I I I I I
| % % v v
| - S S U S TSR - S TSR - +
| | dientRequest| | OriginRequest| | OriginResponse| |CientResponse|
| S S S S S S SIS S S SIS +
I (*) (*) (*) (*)
I I I I I
| . - - +
I I
| | Fom e e e oo - +
| | AR >| Expr essi onMat ch|
| | | R +
I I I
| | | EIR R R I S S I R b O
| | (*) +- >*CGeneri cMet adat a*
| | e + R + | = hj ect s *
R +--->+St ageRul es+- - ->| St ageMet adat a+(*) -+  FrXrx*xxxrrxrrrrrssx
TS + S +
(*) (*)
I I
S + S +
I I
% %
S + o e e e e oo +
| Request Transformn (*) -+ +- (*) | ResponseTransf orm
- + | | e m e e +
(*) I I
I I I
| % %
| S +
| | Header Transform (*) -+
| . + |
I I
v I
R + |
| Synt heti cResponse| (*)--+ Y%
S + | S +
demenn >| HTTPHeader |
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3.

1.

Figure 2: Processing Stages Mbddel

Each of the four processing stages is represented by arrays of

M . St ageRul es objects, with each M. StageRul es object defining
criteria along with nmetadata that MJST be applied if the match
applies to "True". Al of the M. StageRul es objects in each stage’s
array are evaluated and processed in order, with processing only

termnated if the stage netadata generates a synthetic response or

deni es access via an access control list (ACL) restriction. See the
M . St ageRul es (Section 3.2) section for nore information on

term nating and non-termnating objects and the order of execution.

For backward conpatibility with earlier versions of this
specification, two options are provided for structuring processing
st ages net adat a:

* A single M.ProcessingStages object, where all four processing
stages are conbined into a single structure.

* Distinct M objects for each processing stage, allow ng
configuration netadata to be managed in nore atomc units. These
new objects introduce M. MatchG oup to provide a convenient if/
el se structure for conditionally applying netadata.

M . Processi ngSt ages
M . Processi ngStages is a CGenericMetadata object that describes the
mat chi ng rul es, netadata, and transformations to be applied at
specific stages in the request processing pipeline.
If a configuration requires if/else logic (halting processing once an
expression match is achieved), it is recommended using the
M. Cient Request Stage, M. d ient ResponseStage, M. Oigi nRequest St age,
or M.OiginResposeStage objects with M. MatchG oups (see bel ow).
Property: client-request
* Description: Allows for the specification of conditional netadata
to be applied at the client request processing stage. The
M. StageRules in the array are evaluated in order.
*  Type: Array of M. StageRul es objects

* Mandat ory-to- Specify: No
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Property: origin-request

* Description: Allows for the specification of conditional netadata
to be applied at the origin request processing stage. The
M. StageRules in the array are evaluated in order.

*  Type: Array of M. StageRul es objects

* Mandat ory-to-Specify: No

Property: origin-response

* Description: Allows for the specification of conditional netadata
to be applied at the origin response processing stage. The
M. StageRules in the array are evaluated in order.

* Type: Array of M. StageRul es objects

* Mandat ory-to-Specify: No

Property: client-response

* Description: Allows for the specification of conditional netadata
to be applied at the client response processing stage. The
M. StageRules in the array are evaluated in order.

*  Type: Array of M. StageRul es objects

* Mandat ory-to- Specify: No

The foll owi ng exanpl e specifies all four processing stages. In this

exanple, the client-request stage has two M. StageRul es, appling one

set of metadata if ExpressionMatchl evaluates to "True" and applying
anot her set of nmetadata if ExpressionMatch2 evaluates to "True".
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{
"generic-netadata-type": "M.Processi ngStages",
"generi c- net adat a-val ue": {
"client-request"” : |
{
"match" : <Expressi onMat chl for conditional netadata>
"stage-netadata" : <StageMetadatal for clientRequest stage>,
b
{
"match" : <Expressi onMat ch2 for conditional netadata>
"stage-netadata" : <StageMetadata2 for clientRequest stage>,
}
1,
"origin-request" : [{
"mat ch" : <Expressi onMat ch for conditional netadata>
"stage- net adata" : <St ageMet adata for origi nRequest stage>,
H
"origin-response" : [{
"mat ch" : <Expressi onMat ch for conditional netadata>
"st age- met adat a" <St ageMet adata for origi nResponse stage>,
H,
"client-response" : [{
"match" : <Expressi onMat ch for conditional netadata>
"stage- net adata" : <St ageMet adata for clientResponse stage>,
H
}
}
Fi gure 3

3.1.1. M.dientRequest Stage

M. CientRequest Stage is a GenericMetadata object that describes the
mat chi ng rules, netadata, and transformations to be applied by the
dCDN upon receiving an i nbound HTTP request froma client prior to
further processing.

Property: match-groups

* Description: An array of if/else match groups that are processed
in order, allowing for the specification of conditional netadata
to be applied at this processing stage. Note that all
M . Mat chG oup objects in the array are eval uated and processed in
order, with processing only halted if the stage netadata generates
a synthetic response or denies access via an ACL restriction.

*  Type: Array of M.MitchG oup objects
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3.

3.

* Mandatory-to-Specify: Yes

1.

1.

2. M. OiginRequest St age

M. OiginRequest Stage is a Generi cMetadata object that describes the
mat chi ng rul es, netadata, and transformations to be applied by the
dCDN prior to nmaking an HTTP request to the origin upon a cache niss.

Property: match-groups

* Description: An array of if/else match groups that are processed
in order, allowing for the specification of conditional netadata
to be applied at this processing stage. Note that all
M . Mat chG oup objects in the array are eval uated and processed in
order, with processing only halted if the stage netadata generates
a synthetic response or denies access via an ACL restriction.

* Type: Array of M.MitchG oup objects
* Mandatory-to-Specify: Yes
3. M.OiginResponseSt age

M. Oigi nResponseStage is a CGenericMetadata object that describes the
mat ching rul es, metadata, and transformations to be applied by the
dCDN after an HTTP response is received fromthe origin and before
being placed in the cache or forwarded to the client.

Property: match-groups

* Description: An array of if/else match groups that are processed
in order, allowi ng for the specification of conditional netadata
to be applied at this processing stage. Note that all
M . Mat chGroup objects in the array are eval uated and processed in
order, with processing only halted if the stage netadata generates
a synthetic response or denies access via an ACL restriction.

*  Type: Array of M. MitchG oup objects

* Mandat ory-to-Specify: Yes

The followi ng exanple illustrates an M. Ori gi nResponseStage with two
mat ch groups. The first match group uses a sinple "if/else"

construct, while the second match group only contains an "if"
construct (with no "else").
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"generic-netadata-type": "M .Oigi nResponseSt age”,
"generi c- net adat a-val ue": {
"mat ch-groups": |

"if-rule": {
"match": {
"expression": "resp.status == 200"
b,
"stage-netadata": {
"generic-netadata": |
{
"generic-netadata-type": "M. CachePolicy",
"generi c- net adat a-val ue": {
"internal": "5",
"external ": "no-cache",
"force-internal": false,
"force-external": fal se

}
}
]
}

| se-if-rules": [

{}

}

b
{

"if-rule": {
"match": {
"expression": "$req. h.x-test-ignore-cache == ’edge’
OR $req. h. x-test-ignore-cache == 'parent’"

}

tage-netadata": {
"generic-netadata": |

"generic-netadata-type": "M . CacheBypassPolicy",

"generi c- net adat a-val ue": {
"bypass-cache": true
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3.

3.

1.

1.

Fi gure 4
4. M.dientResponseStage

M. Oigi nResponseStage is a CGenericMetadata object that describes the
mat ching rul es, metadata, and transformations to be applied by the
dCDN prior to sending the HTTP response to the client. If the
response is fromthe cache, rules are applied to the response
retrieved fromthe cache prior to sending to the client.

Property: match-groups

* Description: An array of if/else match groups that are processed
in order, allowi ng for the specification of conditional netadata
to be applied at this processing stage. Note that all
M . Mat chGroup objects in the array are eval uated and processed in
order, with processing only halted if the stage netadata generates
a synthetic response or denies access via an ACL restriction.

*  Type: Array of M. MitchG oup objects
* Mandat ory-to-Specify: Yes
5. M. MatchG oup

M. MatchGoup is a subobject of M.dientRequest Stage,

M . C i ent ResponseStage, M. Oigi nRequest St age, and

M. Oigi nResposeStage, allowing for a structured set of if/else rules
to be applied based on an OPTIONAL match of an expression. At a

hi gh-l1evel, the followi ng structure is supported:

if (expression match A)

<Apply a set of metadata>
else if (expression match B)

<Apply an alternate set of netadata>
else if (expression match Q)

<Apply an alternate set of netadata>
el se

<Apply a default set of netadata>

Figure 5

Property: if-rule
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Description: An M. StageRul es object that is always processed. |f
it contains a match expression that evaluates to "True" (or is an

unconditional rule with no match expression), the netadata defined
within the stage rule is applied and any else-if-rules are

i gnor ed.

Type: M. StageRul es object

Mandat ory-t o- Speci fy: Yes

Property: else-if-rules

*

Description: An array of M. StageRul es objects that are processed
in order whenever the if-rule does not termi nate processing. If a
stage rul e expression match evaluates to "True" (or is an
unconditional rule with no match expression), the netadata defined
within the stage rule is applied and all subsequent entries in the
el se-if-rules are ignored. Processing is halted if the stage

met adat a generates a synthetic response or denies access via an
ACL restriction

Type: Array of M. StageRul es objects

Mandat ory-t o- Speci fy: No

The following M. MatchG oup exanple illustrates a sinple if/else
structure for applying metadata at the origin response stage based on
the HTTP status code
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"generic-netadata-type": "M .Mt chG oup”,
"generi c- net adat a-val ue": {
"if-rule": {
"match": {
"expression": "resp.status == 200"
},
"stage-netadata": {
"generic-netadata": |
{}
]
}

I se-if-rules": [

}

"match": {
"expression": "resp.status == 304"
b
"stage-netadata": {
"generic-netadata": |
{}
]
}
b
{

"stage-netadata": {
"generic-netadata": |

{}

Fi gure 6
3.2. M. StageRul es

An M. StageRul es object is used within the context of

Processi ngStages to define elenents in a list of match rules and
stage-specific metadata and transformati ons that MJST be applied
conditionally on a rich expression match.

Processing is termnated at any StageRul e and encl osi ng Mat chG oup
that either generates a synthetic response (via M. Synt heti cResponse)
or denies access (via

Locati onACL, Locat i onACLExt ended, Ti neW ndowACL, or

CGol dstein, et al. Expi res 29 August 2025 [ Page 14]



I nternet-Draft CDNI Processi ng Stages Mt adata February 2025

Ti meW ndowACLExt ended). These M objects that term nate processing
are henceforth referred to as term nating objects, and the |ogica
order of overriding a term nating object differs fromthat of a non-
term nating object, as illustrated in the di agram bel ow.

The flow on the right-side of the diagramillustrates the order of
execution for non-termnating objects such as M. Cache or M. Source.
The obj ect defined at the host or path level is selected, and may be
overridden with any other instance of that same generic netadata
object that is processed as a result of being in a M. StageRules with
a successful match criteria. The exception to the override rule is
recurring objects such as M. SetVari abl e

[1-D. power - met adat a- expr essi on-| anguage] where all instances of the
object in a stage with a matching expression are executed wi thout
override. This is necessary to allow situations where different
match criteria nmay be used to set different user-defined variables.

The flows on the left-side of the diagramillustrate the order of
execution for terninating objects that may either allow or deny
access. |If a ternminating object evaluated in a matched rule of a
processing stage is selected for execution and results in an "all ow
policy, subsequent objects of the sane GenericMetadata type will not
be executed and an inplicit "allow' wll be assuned. 1In all cases,
the order of execution is not affected by the position of the
Processi ngSt ages objects in a CGenericMetadata object array.
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Ter mi nati ng- deny Termi nati ng-al | ow Non-term nating
o e e - + o e e - + o e e e oo +
| Sel ect | | Sel ect | | Sel ect |
| host/path: Al | | host/path:Bl | | host/path: ML |
. + . + R +
I I I
% % %
o e e - + o e e - + o e e e oo +
| Rule Match: | | Rule Match: | | Rule Match: |
| execute A2 | | execute B2 | | override M2 |
. + . + R +
I I
% %
o e e - + o e e e oo +
| Rule Match: | | Rule Match: |
| skip B3 | | override M3 |
. + R +
I I
% %
o e e - + o e e e oo +
| Skip: B* | | Execute: M |
. + +

Figure 7: Processing Stages order of execution for termnating
obj ects

In the case of private features

[1-D. warshavsky-private-features-netadata], the classification of the
object as either terminating, non-termnating, or recurring is

i npl eent ation-specific. As an exanple, a private feature could be

i mpl emented to i nvoke custom scripts that may or nmay not termnnate
execution or require override behavior

Property: match

* Description: An ExpressionMatch object encapsulating a rich
expression using the CDNI Metadata Expression Language to eval uate
aspects of the HITP request and/or response. The stage-netadata
rules are only applied if the match evaluates to "True" or if no
mat ch expression is provided.

* Type: Expressioniatch object
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Mandat ory-to- Speci fy: No. The stage-netadata rules are considered
uncondi ti onal and are always applied if no match expression is
provided. This would be the case when stage-netadata should be
applied unconditionally within the context of the higher-Ievel

host and path mat ches.

Property: stage-netadata

*

Description: Specifies the StageMetadata to be applied at the
processing stage if the match expression evaluates to "True" or is
not present.

Type: StageMet adata obj ect

Mandat ory-t o- Speci fy: Yes

The following is an exanple of StageRules that are applied just after
responses are received fromthe origin. |In this exanple, receipt of
a response status code of 304 fromthe origin indicates that

CachePol i cy netadata SHOULD be applied (as specified via an external
HREF), and that response headers SHOULD be nodified (X-custom
response- header added and ETag del et ed).
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3. 2.

"generic-netadata-type": "M. StageRul es"”,
"generi c- net adat a-val ue": {
"match": {
"expression": "resp.status == 304"
},
"stage-netadata": {
"generic-netadata": |

{
"type": "M. CachePolicy",
"href":
"https://netadata. ucdn. exanpl e/ ori gi n_response_cache"
}

]

esponse-transform': ({
"header-transform': {

"add": [
"name": "X-customresponse- header",
"val ue": "header-val ue"
}
] i)
"delete": [
"ETag"

Figure 8

M . Expr essi onMat ch

The M . ExpressionMatch object contains the rich expression that MJST
evaluate to "True" for the StageMetadata to be applied for the
specific StageRul es. Defining expressions as standal one objects

all ows for sets of match expressions to be reused via netadata

ref erence |inking.

Property: expression

*

Description: A rich expression using MEL to eval uate aspects of
the HTTP request and/or response. See docunentation on MEL
[1-D. power - et adat a- expr essi on-| anguage] for details on the
expressi on of matching variabl es and syntax.
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* Type: String, adhering to the Metadata Expression Language (MEL)
synt ax.
* Mandat ory-to-Specify: Yes

The following is an exanpl e of ExpressionMatch on the referrer and
user agent request headers:

{

"generic-netadata-type": "M .Mt chExpression",

"generi c- net adat a-val ue": {

"expression": "req.h.user-agent *='*Safari*’
and req. h.referrer == "ww. x. com "

}

}
Fi gure 9

3.2.2. M. StageMet adat a

The M. St ageMet adat a obj ect contains GenericMetadata and HTTP
request/response transformations that MJUST be applied for a

St ageRul es match. The followi ng table defines the processing stages
where request and response transformati ons are possibl e:

[ e —————— e p———_—————————————— Ll pp—r
| Stage | request-transform| response-transform |
[ ey Ll ety ety o}
| clientRequest | yes | yes |
o a o o e e e oo Fom e e e e e oo o +
| originRequest | yes | yes |
o e o e e e o o e e e +
| originResponse | no | yes |
o a o o e e o s o e e e e o s +
| clientResponse | no | yes |
o a o o e e e oo Fom e e e e e oo o +

Table 1
Note that for the stages where both request and response
transformations are allowed, it is possible to specify both. This
may be the case if, for exanple, the request URI needs alteration for
cache key generation and the response headers need to be mani pul at ed.

Property: generic-netadata
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* Description: Specifies the set of GenericMetadata to be applied
for a StageRules match. A typical use case would be the
application of a CachePolicy or Ti meWndowACL conditionally on
mat chi ng HTTP headers. It should be noted that not all
GenericMetadata types are valid here. Specifically, one MJST NOT
i nclude any of the ProcessingStages objects in this array, as that
woul d create nested processing stage scenarios that add
unnecessary conplexity. Furthernore, there MAY be GenericMetadata
types defined across various specifications that SHOULD NOT be
used within a processing stages context. These context
restrictions can be expressed using FCl. Mt adat aExt ended, as
docunented in the Metadata Capabilities Specification [ SVTA2041]

Note that the GenericMetadata objects in this array nust adhere to
the gui delines docunented in Section 3.3( Metadata |nheritance and
Override) of [RFC8006] Specifically, the array MJST NOT contain

mul tiple GenericMetadata objects of the sane type, and any netadata
specified in this array overrides all GenericMetadata objects of the
same type previously defined by any parent object in the HostMet adata
or PathMet adata tree.

* Type: Array of GenericMetadata, applied in order.

* Mandatory-to-Specify: No. The CenericMetadata property woul d not
be needed when StageMetadata is used to only specify request or
response transformati ons, such as nodifications of HITP headers.

Property: request-transform

* Description: Specifies a transformation to be applied to the HITP
request for a StageRules match. The transformation can be the
modi fi cati on of any request header and/or the nodification of the
URI. Modifications are applied such that downstream processing
stages receive the nodified HITP request as their input. Support
for this capability is OPTIONAL and can be advertised using
FCl . Met adat aExt ended, as docunented in the Metadata Capabilities
Speci fication [ SVTA2041]

* Type: Request Tr ansf or m obj ect

* Mandat ory-to- Specify: No

Property: response-transform

* Description: Specifies a transformation to be applied to the HITP
response for a StageRules match. The transformation can be the

nmodi fi cati on of any response header, HTTP response status code, or
the generation of a synthetic response Mdifications are applied

CGol dstein, et al. Expi res 29 August 2025 [ Page 20]



I nternet-Draft CDNI Processi ng Stages Mt adata February 2025

such that downstream processi ng stages receive the nodified HTTP
response as their input. Support for this capability is OPTI ONAL
and can be advertised using FCl.Mtadat aExt ended, as documented in
the Metadata Capabilities Specification [ SVTA2041]

* Type: ResponseTransform obj ect
* Mandat ory-to-Specify: No
The following is an exanple of structure of a StageMetadata object:

{
"generic-netadata" : [{
< Optional list of generic metadata to apply at this stage >
H
"request-transfornm : {
"header-transform' : { <list request headers to nodify> },

"uri" : < URl rewite, either static or dynamically constructed>
"response-transform : {
"header-transform : { <list response headers to nmodify> },
"response-status" : <static or dynam cally constructed status>
}
}
Figure 10

3.2.2.1. M.RequestTransform
The M . Request Transform obj ect contains netadata for transforning the
HTTP request for a specific StageRul es object. The transformation
can be the nodification of any request header and/or the nodification
of the URI. Modifications are applied such that downstream
processi ng stages receive the nodified HITP request as their input.
Property: header-transform

* Description: A Header Transform obj ect specifying HITP request
headers to add, replace, or delete.

* Type: Header Transf orm obj ect
* Mandat ory-to-Specify: No
Property: wuri

* Description: A replacenent value for the HTTP request.
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* Type: String. Either a literal (static string) or an expression
usi ng MEL [I-D. power - et adat a- expr essi on-| anguage] to dynamically
construct a URI value fromelenents of the HITP request and/or
response.

* Mandat ory-to- Specify: No

Property: uri-is-expression

* Description: Aflag to signal whether the URI is a static string
literal or a MEL expression that needs to be dynanically
eval uat ed.

* Type: Bool ean

* Mandatory-to-Specify: No. The default is "False", indicating that
the URI is a string literal and does not need to be eval uat ed.

The following is an exanple of a RequestTransform object illustrating
a dynami cally constructed URI rewite:

{
"generic-netadata-type": "M.RequestTransfornt,
"generic- net adat a-val ue": {
"header-transform': {},
"uri": "reg.uri.path",
"uri-is-expression": true
}
}

Figure 11
3.2.2.2. M. ResponseTransform

The M . ResponseTransform obj ect contains netadata for transformn ng
the HTTP response for a StageRules match. The transformation can be
the nmodification of any response header, HITP response status code,
or the generation of a synthetic response. Modifications are applied
such that downstream processing stages receive the nodified HTTP
response as their input.

Property: header-transform

* Description: A Header Transform obj ect specifying HTTP response
headers to add, replace, or delete.
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* Type: Header Tr ansf or m obj ect
* Mandat ory-to-Specify: No
Property: response-status

* Description: A replacement value for the HTTP response status
code.

* Type: Integer. Either a static integer or an expression using MEL
[1-D. power - met adat a- expressi on-| anguage] that evaluates to an
integer to dynanically generate an HTTP status code based on
el ements of the HTTP request and/or response. Expressions that do
not evaluate to an integer shall be considered invalid and result
in no override of origin-provided response status.

* Mandat ory-to- Specify: No
Property: status-is-expression

* Description: Aflag to signal whether the response-status is a
static integer or a MEL expression that needs to be dynanically
eval uated to generate an HITP response status code.

* Type: Bool ean

* Mandatory-to-Specify: No. The default is "False", indicating that
the response-status is a static integer and does not need to be
eval uat ed.

Property: synthetic

* Description: The specification of a conplete repl acenent of any
HTTP response that nmay have been generated in an earlier
processing stage with a synthetic response. Use of this property
to specify a synthetic response woul d override any response
transformations or status codes specified by other properties.

* Type: Syntheti cResponse object

* Mandat ory-to- Specify: No

The following is an exanpl e of a ResponseTransform object,
illustrating a dynamcally constructed header val ue that uses the

met adat a expressi on | anguage [ -D. power - met adat a- expr essi on-1 anguage]

to concatenate the user agent and host header, and forces a 403 HITP
response status code:
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{
"generic-netadata-type": "M.ResponseTransforn,
"generi c- net adat a-val ue": {
"header-transform': {
"add": [
{
"name": "X-customresponse- header",
"val ue": "req.h. user-agent e reqg. h. host",
"val ue-i s-expressions": true
}
]
},
"response-status": "403"
}
}

Figure 12

3.2.2.3. M. SyntheticResponse
The M. Synt heti cResponse object allows for the specification of a
synthetic response to be generated in response to the HITP request
bei ng processed. The synthetic response can contain a set of
response headers, a status code, and a response body, and is a
compl ete replacenment for any HTTP response el ements generated in an
earlier processing stage. Note that M. Syntheti cResponse is handl ed

as a termnating object (see M. StageRules (Section 3.2)) in that
processing is term nated upon execution

A dynamical ly generated Content-Length HTTP response header is
gener ated based on the length of the generated response body.
Property: headers

* Description: An array of HTTP header objects that specifies the
full set of headers to be applied to the synthetic response.

* Type: Array of HITP header objects

* Mandat ory-to-Specify: No, although it woul d be unusual to not
specify mnimal standard response headers, such as Content- Type.

Property: response-status

* Description: The HTTP response status code.
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Type: Either a static integer or a string containing an expression
that evaluates to an integer using MEL

[1-D. power - met adat a- expr essi on-| anguage] to dynam cally generate
an HTTP status code based on el enents of the upstream HITP request
and/ or response. Expressions that do not evaluate to an integer
shal | be considered invalid and result in a 500 status for the
synt hetic response.

Mandat ory-t o- Speci fy: Yes

Property: status-is-expression

*

Description: The flag to signal whether the response-status is a
static integer or a MEL expression

[1-D. power - met adat a- expr essi on-| anguage] that needs to be
dynanmical ly evaluated to generate an HITTP response status code

Type: Bool ean
Mandat ory-to- Speci fy: No. The default is "False", indicating that

the response-status is a static integer and does not need to be
eval uat ed.

Property: body

*

Description: The body for the synthetic HITP response. The
response body can either be static or dynam cally constructed from
a rich expression.

Type: String. Either aliteral (static string) or an expression
usi ng MEL [I-D. power - et adat a- expressi on-| anguage] to dynamically
construct a response body from el ements of the HTTP request and/or
response.

Mandat ory-to-Specify: No. |f absent, an enpty HITP response with
a zero-val ue Content-Length header is generated.

Property: body-is-expression

*

Description: A flag to signal whether the synthetic response body
is a static string literal or a MEL expression

[1-D. power-net adat a- expressi on-| anguage] that needs to be
dynani cal | y eval uat ed

Type: Bool ean

Mandat ory-to- Specify: No. The default is "False", indicating that
the body is a string literal and does not need to be eval uated.
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The followi ng is an exanple of a Syntheti cResponse obj ect
illustrating a dynam cally constructed response body that uses the
expressi on | anguage to conbine the request URI with static text and
forces a 405 HTTP response status code:

{

"generic-netadata-type": "M. Syntheti cResponse”,
"generi c- net adat a-val ue": {
"headers": |
{
"name": "content-type",
"val ue": "text/plain"

"nanme": "X-customresponse-header",
"val ue": "sone static val ue"

}
1,

"response-status": 405,
"response- body":

""Sorry, Access to resource
"body-i s-expression": true

reqg.uri not allowed ",

Fi gure 13
3.2.2.4. M. HeaderTransform
The M . Header Tr ansf or m obj ect specifies how HTTP requests and
response headers can be transformed. Headers can be del et ed,

repl aced, or added to an HTTP request or response, with the
processing occurring in this order: DELETE, REPLACE, ADD

Property: delete
* Description: Alist of names of HITP headers that MJST be del eted
fromthe HITP request or response. |f a naned header appears

multiple tinmes, all occurrences are del eted.

*  Type: Array of strings, with each string naming an HTTP header to
del ete

* Mandat ory-to-Specify: No

Property: repl ace
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Description: Alist of HTTP headers (nane/value pairs) that MJST
be added to the HITP request or response, replacing any previous
headers with the sane nane.

Type: Array of HTTPHeader objects containi ng header nane/val ue
pairs

Mandat ory-t o- Speci fy: No

Property: add

*

Description: Alist of HTTP headers (nane/value pairs) that MJST
be added to the HTTP request or response. Note that any existing
headers in the request or response with the same nanmes of those
added are not affected, resulting in nultiple headers with the
same nane.

Type: Array of HTTPHeader objects containing header nane/val ue
pairs

Mandat or y-t o- Speci fy: No

The following is an exanple of a Header Transform object illustrating
the addition of two custoner headers, the replacenent of any

previ ously provided Accept-Encodi ng header, and the renoval of any
previ ously provided Authorization or Accept-Language headers:

CGol dstein, et al. Expi res 29 August 2025 [ Page 27]



I nternet-Draft CDNI Processi ng Stages Mt adata
{
"generic-netadata-type": "M . Header Tr ansforni,
"generi c- net adat a-val ue": {
"add": [
{
"name": "X-custom header1",
"val ue": "header-val ue 1"
b
{
"name": " X-custom header 2",
"val ue": "header-val ue 2"
}
"replace": [
{
"nanme": "Accept-Encodi ng",
"val ue": "gzip,deflate, br"
}
"delete": |

}

}

"Aut hori zati on",
" Accept - Language"

]

Figure 14

3.2.2.5. M. HITPHeader

February 2025

The M HTTPHeader object contains a name/value pair for an HTTP header

to add or replace in a request or response.

The netadata expression

| anguage (MEL) [I-D. power-met adat a- expressi on-| anguage] can be used
to dynamically generate response val ues

Property: nane

*

*

*

Description: The name of the HITP header
Type: String

Mandat ory-t o- Speci fy: Yes

Property: val ue

*

CGol dstein, et al.

Description: The new val ue of the naned HTTP header
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* Type: String. Either a static string or an expression using the
MEL expression | anguage [I-D. power-met adat a- expr essi on-| anguage]
to dynamically construct a header value fromelements of the HITP
request and/or response.

* Mandat ory-to- Specify: Yes

Property: val ue-is-expression

* Description: Aflag to signal whether the value is a static string
literal or a MEL expression
[1-D. power-net adat a- expressi on-| anguage] that needs to be
dynani cal | y eval uat ed

* Type: Bool ean

* Mandatory-to-Specify: No. The default is "False", indicating that
the value is a string literal and does not need to be eval uated.

The following is an exanple of an HTTPHeader illustrating a
dynanmi cal | y constructed header val ue that equals the session
paraneter fromthe query string

{
"generic-net adat a-type": "M .HTTPHeader",
"generi c- net adat a-val ue": {
"nanme": "X-customresponse-header",
"value": "req.uri.query.session",
"val ue-i s-expression": true
}
}

Fi gure 15
4. Metadata Expression Language Usage

Thr oughout the Processing Stages Mdel, the CDNI Metadata Expression
Language (MEL) is used in two ways:

* Match Expressions: Expressions that evaluate to a Bool ean val ue
are used to dynamically determine if netadata should be applied
based on eval uati on of aspects of an inbound HTTP request
(mat ching on a header value, for exanple).
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* Val ue Expressions: Enable the dynam c construction of a value to
be used in scenarios such as constructing a cache key, setting an
HTTP response header or status code, rewiting a request URI, or
dynanmical | y generating a response body.

Expressi ons can evaluate to a Bool ean val ue, string, or integer,
dependi ng on the use case:

[ s b oo ooy oo s oo o}
| Usage | Description | Eval uation |
| | | Results |
| ExpressionMat ch. expression | Dynamically | Bool ean. |
| | determines if | Expressions |
| | StageMetadata | that do not |
| | shoul d be | evaluate to |
| | applied at a | "True" or
| | specific | "Fal se" |
| | StageRul es. | shall be |
| | | considered |
| | | "Fal se". |
o e e e e e e e e e e e e oo oo S S +
| Request Transform uri | Rewrites | String |
| | request UR | |
| | that will be | |
| | presented to | |
| | all | |
| | downstream | |
| | stages. | |
S o o +
| ResponseTransformresponse-status | Dynanically | I'nteger |
| | sets a | (HTTP |
| | response | status |
| | status code | code) |
| | to replace | |
| | the status | |
| | code returned | |
I | by the I I
| | origin. | |
o e e e e e e e e e e e e oo oo S S +
Synt het i cResponse. r esponse- st at us Dynami cal |l y I nt eger

sets a (HTTP

response status

status code code)

synthetically
construct ed
response.

I I
I I
| |
| for a |
I I
I I
I I
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| Dynamically |
| constructs a |
| response |
| body. |
| HTTPHeader . val ue | Dynanically | String |

| | constructs a | |
| | header value. | |

Table 2

5. Security Considerations
The FCI and M objects defined in the this docunent are transferred
via the interfaces defined in CDNl [ RFC8006] which describes how to
secure these interfaces by protecting integrity and confidentiality
whil e ensuring the authenticity of the dCDN and uCDN

6. | ANA Consi derations

6.1. CDN Payl oad Types

Thi s docunent requests the registration of the follow ng entries
under the "CDNl Payl oad Types" registry hosted by | ANA
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T S RIS +
| Payl oad Type | Specification |
o e e e e e e e e oo o - T +
| M. ProcessingStages | RFCthis |
e S I +
| M.dientRequestStage | RFCthis |
T I IRy +
| M.OiginRequestStage | RFCthis |
o e e e e e e e e oo o - T +
| M.OiginResponseStage | RFCthis |
S S I +
| M.dientResponseStage | RFCthis |
T I IRy +
| M. MatchG oup | RFCthis |
o e e e e e e e e oo o - T +
| M. StageRul es | RFCthis |
e S I +
| M. Expressionhatch | RFCthis |
T I IRy +
| M. StageMet adat a | RFCthis |
o e e e e e e e e oo o - T +
| M. RequestTransform | RFCthis |
e S I +
| M.ResponseTransform | RFCthis |
T I IRy +
| M. SyntheticResponse | RFCthis |
o e e e e e e e e oo o - T +
| M. Header Transform | RFCthis |
e S I +
| M. HTTPHeader | RFCthis |
T I IRy +

Table 3: CDNI Payl oad Types
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