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Abst ract

Thi s docunent defines new Dynani ¢ Host Configuration Protocol (DHCP)
options for both DHCPv4 and DHCPv6 to explicitly signal available
upstream and downstream data rates. |In many broadband access

net wor ks, Custoner Prem ses Equi pnent (CPE) and internedi ate nodes
lack visibility into the subscriber’s provisioned service tier. By
communi cating these capacities natively via DHCP, clients, relay
agents, and snoopi ng switches can dynanically configure |ocalized
traffic shaping and queuing. This explicit signaling inproves
overal|l network performance by reducing the reliance on

i ndi scrim nate packet dropping and policing at the service edge.
Additionally, it provides the necessary capacity awareness to enabl e
ef fective Active Queue Managenent (AQVW) and the Low Latency, Low
Loss, and Scal abl e Throughput (L4S) architecture.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-gi ese-dhcp-rate-signaling/.

Source for this draft and an issue tracker can be found at
https://github. com @ C de/draft-dhcp-rate-signaling.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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I nt roducti on
Pr obl em St at enent

In typi cal broadband access networks, the Custoner Prem ses Equi pnent
(CPE) is often unaware of the actual available data rates. This lack
of visibility often occurs when an external nodem or Optical Network
Terminal (ONT) [G 984.1] connects to the CPE at a physical |ink speed
that significantly exceeds the subscriber’s provisioned service rate.
Furt hernore, operators comonly deploy unified access profiles where
the available rate is artificially limted at the service edge, such
as the Broadband Network Gateway (BNG [TR101], to nmatch the

subscri ber’s purchased service tier.

Wien the network bottleneck resi des between the BNG and t he CPE

i ntermedi ate devices are typically not well equipped to provide deep
buffering, priority scheduling, or Active Queue Managenent (AQV

[ RFC7567]. Relying on indiscrimnate packet dropping or policing at
the service edge severely degrades the user experience. Conversely,
net wor k performance i nproves significantly by performng intelligent
shaping and prioritization. Wen conbined with AQVM and the Low
Latency, Low Loss, and Scal abl e Throughput (L4S) architecture

[ RFC9330], these localized traffic managenent benefits are further
anplified.

Archi tectural Context

In many | P over Ethernet (IPoE) [TR101] architectures, the Broadband
Net work Gateway (BNG operates strictly as a DHCP relay agent. Wile
per-subscriber traffic nmanagenent policies, such as queues, shapers,
and policers, are typically provisioned out-of-band via

Aut henti cation, Authorization, and Accounting (AAA) protocols like
RADI US [ RFC2865], deploynments | acking direct AAA integration at the
service edge require an in-band signaling alternative
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Transporting avail able data rates natively within DHCP options
addresses this architectural constraint. This nechanismallows the
BNG to dynamically instantiate downstream shapers and upstream
policers based on the DHCP payl oad, while concurrently equipping the
Custonmer Prem ses Equi pnent (CPE) with the parameters required to
manage upstreamtraffic locally.

Furt hernmore, internediate Layer 2 access nodes perform ng DHCP
snoopi ng can passively extract these explicitly signaled rate
paraneters to optimze their |ocal queues and shapers. By
distributing capacity awareness across the entire forwardi ng path,
this in-band signaling nmitigates buffer congestion within the access
segnment and significantly inproves end-to-end transport performance.

1.3. Applicability and Benefits

Whi | e auto-configuration protocols such as TR-069 [ TR0O69] can
provision rate information, they are not universally depl oyed by al
service providers. Furthermore, the increasing preval ence of

cust omer - owned, unmanaged CPE devi ces, including devices running
open-source firmvare or custom projects, limts the effectiveness of
oper at or - nanaged configuration servers. A standardi zed DHCP opti on
addresses this gap by providing a universal nmechanismto explicitly
signal available data rates directly fromthe DHCP server, across
BNGs and access nodes, down to the CPE. This |ocalized approach is
particul arly advant ageous because it serves the entire path, whereas
aut o-configuration servers exclusively target the end device. This
met hod al so integrates seam essly with architectures where RADI US
servers inject DHCP options.

Al 't hough primarily designed for |PoE deploynents, this nmechanismis
equal Iy applicable to Point-to-Point Protocol over Ethernet (PPPoE)
[ RFC2516] environnments. Since DHCP is frequently utilized over
PPPoE, nost notably for 1 Pv6 Prefix Delegation, this option provides
a standardi zed nethod for rate signaling. Consequently, this
approach can supersede the fragnented, proprietary nmethods currently
in use, such as enbedding rate Iimts within PPP [ RFC1661]

aut henti cation reply messages.

Conveying rates via DHCP natively supports dynam c updates through
regul ar | ease renewal s or triggered reconfiguration requests. As an
auxiliary benefit, this explicit rate informati on can be exposed in
the CPE user interface to satisfy custonmer expectations regarding
bandwi dth visibility. Utimtely, introducing a DHCP option to
signal available data rates represents a sinple, standardized
enhancenment that yields wi despread i nprovenents in internet service
del i very.
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Operational requirements necessitate the definition of this option
for both DHCPv4 and DHCPv6. This ensures coverage for networks

| acki ng 1 Pv6 support and prevents configuration gaps in dual-stack
scenari os where DHCPv4 is established prior to DHCPv6.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent nakes use of the terms defined in [ RFC2131] and
[ RFC8415]. The following additional terms are used:

DHCP The abbreviati on DHCP is used throughout this docunent to refer
to both DHCPv4 and DHCPv6 protocols.

DHCPv4 Dynamic Host Configuration Protocol [RFC2131]
DHCPv6 Dynami c Host Configuration Protocol for |Pv6e [ RFC8415]

Subscri ber
The individual, organization, or entity that naintains a
contractual relationship with a Broadband Service Provider for
networ k access services. Wthin the network infrastructure, a
subscriber is typically represented by an authenticated | ogica
session (e.g., |PoE or PPPOE) and an associated policy profile
that dictates service attributes, including provisioned
upstream and downstream data rates.

3. DHCP Rate Option

The DHCP Rate Option specified in this docunent enploys a unified
sub-option structure for both DHCPv4 and DHCPv6, utilizing the fornmat
explicitly known from DHCPv4 Option 82 (the Relay Agent |nfornation
Option) [RFC3046]. The top-level option encapsul ation strictly
conforns to the requirements of each base protocol. To sinplify
cross-protocol inplementation, this docunent proposes the uniform
assi gnnent of OPTION_RATE with the option code TBD1 (val ue to be
assigned by 1ANA) for both I P versions. Specifically, DHCPv4
utilizes an 8-bit option code set to TBDl al ongside an 8-bit length
field, whereas DHCPv6 utilizes a 16-bit option code set to TBD1l

al ongside a 16-bit length field. Despite these differences in outer
header sizing, the internal payload remains conpletely identical

The encapsul ated sub-options maintain consistent 8-bit sub-option
code and 8-bit length fields across both protocol versions, ensuring
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comon parsing and processing | ogic regardl ess of the underlying IP
ver si on.

3.1. Sub-Options Format

The rate information field consists of a sequence of SubOpt/Length/
Val ue tuples for each sub-option, encoded in the foll ow ng manner:

SubOpt  Len Sub- opti on Val ue
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +- - S +
| 1 | N | s1 | s2 | s3 | s4 | | sN |
Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +- - I +
SubOpt Len Sub-option Val ue
Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - +- - e - - - +
| 2 | N | i1 | i2 | i3 | i4 | | IN |
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +- - S +

No "pad" sub-option is defined, and the rate information field SHALL
NOT be ternminated with a 255 sub-option. The |length of OPTI ON_RATE
MUST include all bytes of the sub-option code/l ength/val ue tuples.
The I ength N of the sub-options MJST be the nunmber of octets in only
that sub-option's value field. A sub-option |ength MAY be zero. The
sub-opti ons need not appear in sub-option code order.

The initial assignnent of DHCP Rate Sub-options is as follows:

[ gt ——————— _lpppp———_— e —p—_—————————————————————r
| Sub-option Code | Length | Description |
[ bty et st
| 1| 8 | Available Rate Upstream |
| | | in bits per second (bps) |
o e e e e oo - Fomm e - o - Tt +
| 2 | 8 | Avail able Rate Downstream |
| | | in bits per second (bps) |
o e e e oo T e e e e e e e eaea oo n +
| 3| 1| Rate Type (L2 or L3) |
o R o e e e e e e e e e e oo - +
Table 1

3.2. Sub-Options

3.2.1. Available Rate Upstream
The sub-option Avail able Rate Upstream defines the rate in bits per
second (bps) available fromthe DHCP client towards the DHCP server

direction. The rate format is a 64-bit unsigned integer in network
byt e order.
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SubOpt Len Avai |l abl e Rate Upstream
Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - +- -
| 1 | 8 | 64 Bit bps
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +- -
A value of 0 in this context signifies an unrestricted rate. It can

be interpreted as a request to renpbve a previously set rate, thereby
resetting to the device default configuration

3.2.2. Avail abl e Rate Downstream
The avail able rate downstream defines the rate in bits per second

(bps) available fromthe DHCP server towards the DHCP client
direction. The rate format is a 64-bit unsigned integer in network

byte order.
SubOpt Len Avai | abl e Rate Downstream
Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +- -
| 2 | 8 | 64 Bit bps
Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - +- -
A value of 0 in this context signifies an unrestricted rate. It can

be interpreted as a request to renbve a previously set rate, thereby
resetting to the device default configuration

3.2.3. Rate Type

The rate type defines the networking layer to which the stated rates
apply. The default value of 2 is defined as the Layer 2 rate, which
signifies that the rate enconpasses the entire Ethernet frane.

I mpl ement ati ons SHOULD cal cul ate this rate using the Ethernet header
and all payl oad, excluding the Ethernet Frane Check Sequence (FCS)
and I nter-Packet Gap (1PG.

SubOpt Len Rate Type

If the rate type is set to 0, the explicitly signaled rates are
informati onal only. Devices receiving this rate type MJUST NOT apply
the specified rate limts to their physical interfaces, traffic
shapers, policers, or Active Queue Managenment (AQW) paraneters. This
val ue accomodat es depl oyments where the network exposes the

provi sioned service tier to the Custonmer Prem ses Equi prent (CPE)
solely to popul ate user interfaces or for telemetry purposes, w thout
altering the device's localized forwardi ng behavior
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4.

4.

If the rate type is set to 3, the rate applies to Layer 3,
enconpassing only the I P header and its payload. This rate
calculation is frequently utilized by end-user speed test
applications and is often regarded as the marketabl e "product
bandwi dth". Its prinmary advantage is its i ndependence fromthe
vari abl e overhead i ntroduced by differing nunbers of VLAN tags or
tunnel encapsul ati ons.

In the absence of the Rate Type sub-option, the client MJST assune
that the signal ed values are defined as the Layer 2 rate.

The values 1 and 4-255 are currently unassi gned and reserved for
future use. If a client, server, or relay agent receives a Rate Type
sub-option containing an unrecogni zed or reserved value, it MJST
ignore the entire OPTION_RATE. Applying explicitly signaled rate
limts without understanding the intended networking |ayer could
result in incorrect localized traffic nmanagenent. Therefore, to fai
safely, the receiving device MJST discard the option entirely and
rely on its default rate configuration

A client MAY include the Rate Type sub-option within its initia
requests to serve as a hint to the server regarding its preferred
calculation nethod (e.g., requesting a Layer 3 rate instead of a
Layer 2 rate). Sending this hint is OPTIONAL for the client, and
honoring the hint is OPTIONAL for the server.

DHCPv4
1. DHCPv4 Rate Option

The DHCPv4 OPTI ON_RATE code is TBD1

Code Len Rate Information Field

[ [ [ [ [ [ +- - [ +
| TBDL | N | i1 | i2 | i3 | i4 | | iIN |
S R S R S R S R S R S R +- - Y . +

The length (N) gives the total nunmber of octets in the Rate
Information Field, which is either zero or longer than 2 bytes, which
is the sub-options header |ength.
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4. 2. DHCPv4 C i ent Behavi or

DHCPv4 clients that support the DHCP Rate Opti on SHOULD incl ude the
correspondi ng OPTI ON_RATE code in the Paraneter Request List (PRL)
This inclusion explicitly signals client support, enabling the DHCP
server to determ ne whether to include the rate paraneters in its
response. Furthernore, this signaling provides network operators
with visibility into client capabilities, which aids in

troubl eshooti ng and resol ving custoner service quality conpl aints.

A client MAY include the DHCP Rate Option directly within its
DHCPREQUEST nessages to serve as a hint to the server proposing their
maxi mum data rates or preferred rate type (L2 or L3 rates). For
exanpl e, when a CPE device is connected via a 1 Ghps WAN interface to
an external Optical Network Term nal (ONT) or nodem capabl e of
exceeding 1 Gops on the WAN side, the CPE can explicitly signal this

physical limtation to the service provider. This enables the
network to align its shaping paraneters directly with the device's
actual capacity, ensuring traffic does not exceed the physical limt.

However, providing this hint is OPTIONAL. The nmanner in which a DHCP
server processes or utilizes these client-provided hints is

i mpl ement ation-specific and outside the scope of this docunent.
Because the server remains authoritative, the client MJUST accept and
apply the rate type ultimtely provided by the server in the DHCPACK
message, regardless of the hint it originally sent.

Clients MJST ignore the OPTI ON RATE when received within a nessage
other than DHCPACK. |If the OPTION RATE is present in a DHCPOFFER
nmessage, the client MUST NOT apply the specified rate limts to its
interfaces. However, a client MAY evaluate the rate information
provided in a DHCPOFFER as a selection criterion to prefer one
server’s offer over another.

4.3. DHCPv4 Server Behavi or

When a DHCPv4 server is configured to support the DHCP Rate Option
and receives a client request (e.g., DHCPDI SCOVER or DHCPREQUEST)
that includes the OPTION_RATE within the Paraneter Request List
(PRL), the server MJST include the OPTION RATE in the resulting
DHCPOFFER and DHCPACK nessages.

The server MAY derive the specific upstream and downstreamrates and
rate type fromlocal configuration profiles, centralized

Aut henti cation, Authorization, and Accounting (AAA) systens such as
RADI US, or external policy servers. |If no non-zero values are
configured or signaled to be used, the server MAY return rate val ues
of O.
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A server MAY include the OPTION RATE in its responses even if the
client did not explicitly request it via the Parameter Request List
(PRL), provided the operator has explicitly configured the server to
forcefully inject the option to provision internediate nodes, such as
DHCP rel ay agents or Layer 2 snooping swi tches, which MAY drop these
options before forwarding the nessage to the client.

4.4. DHCPv4 Rel ay Agent Behavi or

5.

5

5

DHCPv4 Rel ay Agents, including L2 DHCPv4 Rel ay Agents [TR101], MAY
extract the OPTI ON_RATE from DHCPACK nessages traversing the network.
Rel ay agents that performlocalized traffic nanagement MAY utilize
these extracted values to dynamically instantiate shapers and
policers on their subscriber-facing interfaces.

Furthernore, a relay agent MAY add, nodify, or renove the OPTI ON_RATE
before forwarding the DHCP nessage to the client. This accommpdat es
depl oynents where the relay agent (e.g., a BNG is responsible for
policy enforcement and popul ates or overrides the OPTI ON_RATE based
on subscriber attributes retrieved directly froman externa

Aut henti cation, Authorization, and Accounting (AAA) server, such as
RADI US.

DHCPv6
1. DHCPv6 Rate Option

The DHCPv6 OPTI ON_RATE code is TBD1

Code Len Rate Information Field

S S S S S S S +- - e oo +
| TBD1 | N | i1 | i2 | i3 | | IN |
R R R R R R R +- - - +

The length (N) gives the total nunber of octets in the Rate
Information Field, which is either zero or longer than 2 bytes, which
is the sub-options header |ength.

2. DHCPv6 Client Behavi or

DHCPv6 clients that support the DHCP Rate Opti on SHOULD incl ude the
correspondi ng OPTI ON_RATE code in the Option Request Option (ORO

[ RFC8415]. This inclusion explicitly signals client support,
enabling the DHCPv6 server to determ ne whether to include the rate
paraneters in its response. Furthernore, this signaling provides
network operators with visibility into client capabilities, which
aids in troubl eshooting and resol ving custoner service quality
conpl ai nt s.
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A client MAY include the OPTI ON_RATE with any or all sub-options
within its DHCPv6 Request nessages to serve as a hint to the server
proposing their maxinumdata rates or preferred rate type (L2 or L3
rates).

Providing this hint is OPTIONAL. The manner in which a DHCPv6 server
processes these client-provided hints is inplenentation-specific.
Because the server remmins authoritative, the client MJST accept and
apply the rate type ultimtely provided by the server in the REPLY
message, regardless of the hint it originally sent.

Clients MJST ignore the OPTI ON RATE when received within a nessage
other than REPLY. |If the OPTION_RATE is present in an ADVERTI SE
message, the client MJUST NOT apply the specified rate limts to its
interfaces. However, the client MAY evaluate this early rate
visibility as a selection criterion to prefer one server’s
advertisement over another.

5. 3. DHCPv6 Server Behavi or

A DHCPv6 server MAY enbed the OPTI ON RATE directly within a REPLY
message encapsul ated i nsi de RELAY-RREPL nmessages to explicitly
provision the end client. The server MAY include the option within
the RELAY-REPL nessage to target the correspondi ng relay agent,
instructing it to apply rate limts locally. The nested relay header
architecture of DHCPv6 enpowers the server to explicitly address each
relay agent in the path, in addition to the end client, ensuring
preci se targeting of signaling paraneters

If network policy dictates |localized traffic management at both the
Cust onmer Prem ses Equi pnent (CPE) and the relay node, the server MAY
i nclude the OPTI ON_RATE at all encapsul ation |evels sinultaneously.
VWhen provisioning multiple levels, the server MAY supply different
rate values to each respective node. For exanple, an operator m ght
configure a relay agent’s upstreampolicer with a slightly higher
rate limt than the CPE' s upstream shaper. This operational delta
accommodates minor traffic burstiness fromthe CPE and prevents
premat ure packet drops at the intermedi ate access node. This
capability to independently target different nodes al ong the
forwarding path is unique to the nested relay header architecture of
DHCPv6, as DHCPv4 | acks a conparabl e mechani sm for addressing
multiple relay agents distinctly.
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Furthernmore, to dynamically update a client’s rate linmts md-|ease,
the server MAY utilize RECONFI GURE nessages to apply updates before
the T1 timer expires. By triggering the client to initiate a Renew
or Information-request transaction, this mechanismallows the server
to push newy nodified rate paraneters without waiting for tiner
expiration.

5.4. DHCPv6 Rel ay Agent Behavi or

DHCPv6 Rel ay Agents, including Lightweight DHCPv6 Rel ay Agents (LDRA)
[ RFC6221], MUST extract and consune the OPTION RATE fromtheir
correspondi ng Rel ay- Reply header. Because the DHCPv6 architecture
provi des a dedi cated signaling channel for internediate nodes, relay
agents MJST NOT passively inspect the encapsul ated client-facing
REPLY payload to extract rate information. Relay agents that perform
| ocalized traffic managenent MAY utilize these explicitly targeted
values to dynanmically instantiate shapers, policers, or Active Queue
Managenment (AQV) disciplines on their subscriber-facing interfaces.

In many architectures, the Broadband Network Gateway (BNG or simlar
intermedi ary device serves as the authoritative policy enforcenent
poi nt rather than a transparent relay. |n such deploynents, the

i ntermedi ary devi ce MAY popul ate, nodify, or renmpve the OPTI ON_RATE
destined for the client. This allows the network edge to inject
dynanic rate paraneters based on subscriber attributes retrieved
directly froman external Authentication, Authorization, and
Accounting (AAA) server, such as RADIUS, before the nessage reaches
the downstream client.

6. DHCP Snoopi ng

DHCP snooping switches are typically depl oyed as internedi ate Layer 2
devi ces that passively nonitor DHCP message exchanges to enforce
security policies and build binding databases, all w thout nodifying
the DHCP payl oads. These devi ces MAY passively inspect the DHCP Rate
Option within messages destined for clients. By extracting these
explicit rate paranmeters, snooping devices can dynanically provision
appropriate traffic shapers, policers, or hardware queues on the
correspondi ng downstream client-facing ports.

7. PPPoE

I'n Point-to-Point Protocol over Ethernet (PPPoE) [ RFC2516]
architectures, the Custoner Premni ses Equi pment (CPE) typically

enpl oys DHCPv6 over the PPP [ RFC1661] |ink to request an |IPv6

Del egated Prefix (I A PD) [RFC8415]. This encapsul ated DHCPv6
exchange provides a standardi zed transport nechanismfor the explicit
DHCP Rate Option. Wile less prevalent in nodern depl oynents, DHCPv4
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transactions operating within a PPPoE session MAY sinilarly convey
these rate options.

The foundational processing rules and client behavior for rate
options received over PPPoE are identical to those defined for IP
over Ethernet (1PoE) environments.

If aclient receives rate limts enbedded within the PPP

aut henti cation reply nmessage and concurrently receives the DHCP
OPTI ON_RATE, the explicitly signal ed DHCP OPTI ON RATE MUST t ake
priority. This precedence ensures that the standardi zed, dynanic
DHCP si gnal i ng supersedes fragnmented or proprietary rate limts
previously negotiated during the PPP authentication phase.

Because the PPP session dictates the primary logical link state, the
applied rate MJST revert to the device's default configuration under
two specific conditions. First, the client MIST reset the applied
limts if it receives a valid DHCP nessage explicitly signaling rate
renoval with a sub-option containing a rate value of zero. Second,
the rate MJUST be inplicitly revoked if the underlying PPPOE session
itself is term nated

8. Interaction with AQVM and L4S

Active Queue Managenent (AQM mechani sms, as recomended in

[ RFC7567], are nost effective when they operate at or near the true
bottl eneck rate for a given service. In many broadband depl oynents
today, Custoner Prenises Equi pmrent (CPE) and internedi ate access
nodes configure shaping and AQM paraneters agai nst the physical port
speed rather than the subscriber’s provisioned rate, which can | ead
either to persistent queues and excess | atency when configured too
hi gh, or to underutilization when configured too | ow.

By explicitly signaling per-subscriber upstream and downstreamrates
via the DHCP Rate Option, this docunment enabl es CPE devices, relay
agents, and snooping switches to instantiate shapers and AQM
instances that closely track the actual bottleneck capacity for each
subscriber. Placing the bottl eneck queue under control of an AQM
that follows the recomrendations in [ RFC7567] all ows operators to
limt queue growth and reduce queuing delay while still efficiently
utilizing the contracted bandwi dth. The Low Latency, Low Loss, and
Scal abl e Throughput (L4S) architecture [RFC9330] relies on shallow
queues under an L4S-conpatible AQM and on congestion controllers that
react pronptly to Explicit Congestion Notification (ECN) signals.
Providing accurate rate information to devices at or near the

bottl eneck link allows those devices to configure L4S-capable AQws at
the appropriate shaping rate, so that L4S fl ows can achi eve
consistently | ow queuing delay while still fully utilizing the

G ese & Patterson Expi res 27 Novenber 2026 [ Page 13]



I nternet-Draft DHCP Explicit Rate Signaling May 2026

10.

subscri ber’s provisioned service tier. The DHCP Rate Option defined
in this docunent is therefore an enabler for deploying L4S and ot her
modern AQM schenes in access networks, even though the detail ed
desi gn of AQM and congestion control algorithns remains outside the
scope of this specification

Errors and Conflicts

Clients receiving conflicting rate information across DHCPv4 and
DHCPv6 protocols SHOULD apply the npbst recently received val ue.

To ensure forward conpatibility, clients, servers, and relay agents
MUST i gnore unrecogni zed sub-opti on codes and conti nue processing the
remai nder of the Rate Option.

Conversely, if a device receives a recogni zed sub-option contai ning
an unrecogni zed or reserved val ue that dictates the fundanental
interpretation of the rate paraneters (such as an unassi gned Rate
Type), it MIUST discard the entire OPTION_RATE. Applying explicitly
signal ed rates w thout understandi ng the intended networking | ayer
could result in incorrect localized traffic managenent. |In such
cases, the device MJST rely on its default rate configuration

If multiple instances of the sane sub-option code are present, the
| ast instance MJUST be processed.

A client may receive an OPTI ON_RATE indicating an Avail able Rate that
exceeds the maxi mum physical |ink speed of its upstream or downstream
interfaces (e.g., signaling 2 Gops to a CPE with a 1 Gops WAN port).
In such scenarios, the client SHOULD cap the applied traffic shaping,
policing, or Active Queue Managerment (AQV) paranmeters to the maxi mum
capacity of the physical Iink

Qperational or Manageability Considerations

Depl oying explicit rate signaling via DHCP introduces severa
operational benefits and depl oynent considerations for network
managenent . When conbined with appropriately configured AQM and,
wher e depl oyed, L4S-conpati bl e queue nanagenment, these per-subscri ber
rate paraneters help to concentrate congestion control at a well -
defined bottleneck and minimze queuing delay in the access segnent.
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11.

12.

I mpl enent ati ons SHOULD expose the explicitly signal ed, DHCP-I earned
rate paraneters wthin Custoner Prem ses Equi pnent (CPE) managenent
interfaces, such as the local Wb User Interface (U') or renote
managenment protocols. Providing end-users and operators with
imediate visibility into the locally provisioned service tier
significantly reduces support inquiries related to perceived

bandwi dth i ssues and i nproves overall user satisfaction

As noted in Errors and Conflicts, a client may receive an OPTI ON_RATE
indicating an avail able rate that exceeds the naxi mum physical |ink
speed of its interfaces. |n such scenarios, nmanagenent interfaces
SHOULD expose both the originally signaled rate value and the

ef fective, capped rate value applied by the device. Additionally,

i mpl ement ati ons SHOULD | og this discrepancy if logging facilities are
enabl ed. Capturing and exposing these specific events provides
critical telenmetry for network operators, as they frequently indicate
a m smatch between the subscriber’s provisioned service tier and
their installed physical equipment.

Cust oner - Omed and Open Source CPE

A key notivation for this option is to support custoner-owned or
subscri ber-managed CPE, including retail routers and devices running
open-source firmvare (for exanple, OpenWt) that are not integrated
wi th operator auto-configuration systems such as TR-069. In these
environments, the access network can expose the provisioned upstream
and downstreamrates via DHCP, and CPE inpl ementations that
understand this option MAY use the |learned values to configure |oca
shapi ng, policing, queue nanagenent, or sinple rate indicators in
their user interfaces.

Because the option format is intentionally sinple and identical for
DHCPv4 and DHCPv6, it is straightforward for open-source projects and
custom CPE i npl enentations to add support without requiring coupling
to any specific vendor managenent system Even if no advanced AQM
features are present, aligning any local rate linmts with the
signal ed val ues hel ps avoid nisconfiguration and reduces the

I'i keli hood of bufferbloat in the custoner-owned equi prment.

Security Considerations

DHCP nessages are typically transmtted as plaintext and are

unaut henti cated. Consequently, the DHCP Rate Options defined in this
docunent are vulnerable to interception, nodification, or spoofing by
on-path attackers. A nmalicious actor or a successfully depl oyed
rogue DHCP server could inject artificially lowrate limts to
severely throttle a client’s connection, resulting in a |ocalized
Deni al of Service (DoS)
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The severity of this specific risk is generally no greater than
standard DHCP threat vectors, such as rogue default gateway

assi gnnent, DNS hijacking, or |IP pool exhaustion, which typically
yield a much nore critical and inmedi ate | oss of service.

To mitigate the inpact of nmalicious or nmal formed options, clients MAY
i mpl ement basic sanity checks and threshol d validations before

appl ying rate paranmeters. For exanple, clients MAY ignore downstream
or upstreamrates that fall bel ow a basic operational mnimm/(e.g.,
1000 bps) to prevent conplete session starvation. Furthernore, as
mandated in the client behavior specification, if a maliciously
injected rate is inpractically high, the client inplicitly mtigates
this by capping the applied rate to the physical link capacity.

13. | ANA Consi der ations

Thi s docunent requests that | ANA assign the sane nuneric value in
both registries for DHCPv4 and DHCPv6, if feasible.

13.1. DHCPv4 Option

I ANA is requested to assign a new DHCP Option Code (TBDl) in the
"BOOTP Vendor Extensions and DHCP Options" registry for OPTI ON_RATE.

13.2. DHCPv6 Option

I ANA is requested to assign a new DHCPv6 Option Code (TBDl) in the
"Option Codes" registry for OPTI ON_RATE.

13.3. DHCP Rate Sub-Options Registry

I ANA is requested to create a newregistry titled "DHCP Rate Sub-
Opti ons”.
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B ool oo sy e o1
| Value | Description | Reference |
[ oo pummnl oo oo s s s s sy e pe e p e o1
| 0 | Unassigned | |
S S S I +
| 1| Available Rate Upstream | RFC TBD2 |
| | in bits per second (bps) | |
B S, o m e e e e e e e maaaoo- o m e e e - +
| 2 | Available Rate Downstream | RFC TBD2 |
| | in bits per second (bps) | |
S - S I +
| 3 | Rate Type (L2, L3 or | RFC TBD2 |
| | informational) | |
B S, o m e e e e e e e maaaoo- o m e e e - +
| 4-255 | Unassigned | |
E o e e e e e e e oo - M +
Tabl e 2
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