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Abstract

The RPKI-to-Router (RTR) protocol synchronizes all the verified RPKI
data to routers. This docunent proposes to extend the existing RTR
protocol to support selective data synchronization. Selective
synchroni zati on can avoi d unnecessary transm ssions. The router can
receive only the data that it really needs.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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This Internet-Draft will expire on 3 Septenber 2026.
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1. Introduction

The RPKI-to-Router (RTR) protocol hel ps synchronize the validated
RPKI data froma trusted cache to routers. There are already several
versi ons of the protocol

[ RFC6810] [ RFC8210] [ I -D.i etf-si drops-8210bis]. The supported types of
data that can be transferred increase, which is shown in Table 1.

Yoo oo = -m—m—m—=—m—=—===+
| Version O | Version 1 | Version 2 |
[ gl sy oo pu gt o}
| IPv4 Prefix | 1Pv4 Prefix | IPvd Prefix |
T T T +
| 1Pv6 Prefix | IPv6 Prefix | IPv6 Prefix |
e e e +
| | Router Key | Router Key |
e e e +
| | | ASPA |
T T T +

Table 1: Supported data types in
different versions of the RTR protocol

However, in sone cases, routers may be interested in a part of RPKI

data types, instead of all. In such cases, synchronizing all types
of data to routers is unreasonable.

Geng, et al. Expi res 3 Septenber 2026 [ Page 2]



I nternet-Draft Sel ective Synchroni zation for RTR March 2026

Furthernmore, there may be nore types of RPKI data in the RPKI
repositories and RPs in the future. 1lgnoring the router’s
requirenents and directly synchronizing all types of data to the
router may induce unnecessary and non-negligible transm ssion
overheads. The follow ngs are exanple types, and sone of them may be
possi bly supported in the RPKI systemin the future:

* Secured Routing Policy Specification Language (RPSL) [RFC7909]

* Signed Prefix Lists [I-D.ietf-sidrops-rpki-prefixlist]

*  Aut ononpus Systens Cones [|-D.ietf-growrpki-as-cones]

*  Mapping Origin Authorizations (MOAs) [I-D.xie-sidrops-noa-profil e]
* Signed SAVNET-Peering Information (SiSPl) [I-D.chen-sidrops-sispi]
* Path validation with RPKI [|-D.van-beijnum sidrops-pat hrpki]

* Signed Goupings of Autononpus System Numbers
[1-D. spaghetti-sidrops-rpki-asgroup]

*  Autononpus System Rel ati onshi p Authorization (ASRA)
[1-D. geng-sidrops-asra-profile]

Thi s docunent extends the RTR protocol to support selective data
synchroni zation. The RTR client can subscribe to specific types of
RPKI data fromthe server via the Subscribe PDU. After a successfu
subscription, the server will only synchronize the subscribed types
of RPKI data to the corresponding client, reduci ng unnecessary data
transm ssion and i nproving efficiency. The extension is valuable for
scenari os where routers require only specific RPKI data types to neet
their operational needs.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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2

Subscri bi ng Data PDU

Thi s docunent defines a new type of PDU for the RTR protocol
specifically named the Subscribing Data PDU. The purpose of this new
RTR PDU is to enable a router to explicitly indicate to the RTR
server the specific types of RPKI data it is interested in receiving.
The format of the Subscribing Data PDU is illustrated in Figure 1,

whi ch outlines the structure and arrangenent of each field within the

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | Zero |
| | | |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
I I
| Lengt h |
I I
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
Dat a | | | Data

Figure 1: Format of Subscribing Data PDU

The Subscribing Data PDU contains the followi ng data elenents. Note
that all fields within the Subscribing Data PDU, except for the newy
i ntroduced PDU Type field and Data Type fields, retain the sane

meani ngs as defined in the existing RTR protocol
[1-D.ietf-sidrops-8210bis].

* Protocol Version: An 8-bit unsigned integer. To support this new
PDU type, a new version of the RTR protocol (e.g., 3) will be
required, as the existing protocol version does not include
provisions for this subscription nmechanism

*  PDU Type: An 8-bit unsigned integer. A new PDU Type val ue (TBD)
is required for the Subscribing Data PDU

* Zero: Al bits SHOULD be set to 0. The field MJST be ignored when
parsing the PDU

* Length: A 32-bit unsigned integer which has as its value the count
of the octets in the entire PDU, including the 8 octets of header
whi ch includes the Iength field. The neaning and |imtation keep
sane as the existing RTR protocol

Geng, et al. Expi res 3 Septenber 2026 [ Page 4]



I nternet-Draft Sel ective Synchroni zation for RTR March 2026

* Data Types: A list of 8-bit unsigned integers, where each integer
specifies a Data Type that the router intends to subscribe to. It
is explicitly defined that the values assigned to these Data Type
fields are consistent with the PDU Type val ues that have al ready
been allocated to different types of RTR data in the existing RTR
protocol, ensuring consistency with the existing RTR protocol
speci fications and avoi ding any anbiguity in data type
identification. Currently, the valid values for the Data Type
fields (corresponding to the supported RTR data types) are as
follows: 4 for |Pv4d Prefix data, 6 for |Pv6 Prefix data, 9 for
Rout er Key data, and 11 for Autononbus System Provider
Aut hori zati on (ASPA) data. Additional valid values may be added
in future protocol versions as new RTR data types are defined. |If
the Subscribing Data PDU does not carry any Data Type fields, this
indicates that the router subscribes to all data types supported
by the current version of the RTR protocol

3. Process of Subscribing Data

A router may send a Subscribing Data PDU to subscribe to specific RTR
data at any stage after establishing an RTR session with the RTR
server. It is required that a single Subscribing Data PDU carry the
conpl ete subscription information. The subscription informtion MJST
NOT be split and carried across multiple Subscribing Data PDUs. |If
the router intends to update its existing subscription, it can send a
new Subscri bing Data PDU, which will overwite the previous
subscription entirely. When the router changes its subscription
information, it shall determine howto handle the data it has already
received and stored locally that is not within the scope of the new
subscription (e.g., deleting data that is no longer in the new
subscri ption scope).

If a router does not send any Subscribing Data PDU after establishing
the RTR session, or if the sent Subscribing Data PDU does not carry
any Data Type fields, this indicates that the router subscribes to
all data types supported by the current version of the RTR protocol

If the Data Type fields carried in the Subscribing Data PDU contain
duplicate values, the RTR server shall sinmply ignhore the duplicate
entries and only process each uni que Data Type val ue once, ensuring
that the subscription configuration is consistent and free of
redundant entri es.
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The RTR server is required to nmaintain subscription information for
each active RTR session individually. Wen synchronizing data
(either full synchronization or increnmental synchronization) to the
router through a session, the server shall check the subscription

i nformati on corresponding to that session and only synchronize the
data types that the router has subscribed to, thereby avoiding the
transm ssion of unnecessary dat a.

It is inportant to note that the server’s inplenentation of the
Serial Nunber renmi ns unchanged. The cache still maintains a single
Serial Nunber, regardl ess of the subscription configurations of
different sessions. This design mnimzes the need for extensive
nmodi fi cations to existing RTR protocol inplenentations.

There may be scenarios where data on the RTR server is updated, and
the server sends a Serial Notify PDUto the router to informit of
the new data availability. However, when the router sends a Seri al
Query PDU to request the updated data, all requested data nmay be
filtered out by the server. This occurs when the updated data does
not match any of the data types the router has subscribed to.

4. | ANA Consi derati ons

The proposal requires a new version value (e.g., 3) for the RTR
pr ot ocol

Al of the PDU types in the 1 ANA "rpki-rtr-pdu” registry [iana-pdu]
in protocol versions 0, 1, and 2 are also allowed in protocol version
3, with the addition of the new Subscribing Data PDU. The type val ue
of the new PDU needs to be allocated. The "rpki-rtr-pdu" registry
needs to be updated as foll ows:
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Pr ot ocol PDU
Ver si on Type Description

0-2 0 Serial Notify
0-2 1 Serial Query
0-2 2 Reset Query
0-2 3 Cache Response
0-2 4 | Pv4 Prefix
0-2 6 | Pv6 Prefix
0-2 7 End of Data
0-2 8 Cache Reset

0 9 Reserved
1-2 9 Rout er Key
0-2 10 Error Report
0-1 11 Reserved

2 11  ASPA

3 TBD  Subscribing Data
0-3 255 Reserved

5. Security Considerations

The security considerations of [I-D.ietf-sidrops-8210bis] also
applies to this docunent.
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