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Abst ract

Thi s docunent defines a Cryptographic Message Syntax (CMS) protected
content type for Autononobus System Rel ati onship Authorization (ASRA)
objects for use with the Resource Public Key Infrastructure (RPKI).
An ASRA is a digitally signed object through which the issuer (the
hol der of an Autonompbus Systemidentifier), can authorize one or nore
ot her Autonompbus Systens (ASes) as its custonmers and | ateral peers.
When val i dated, an ASRA's eContent can be used for detection and
mtigation of BGP AS path mani pul ation attacks together with

Aut ononobus System Provi der Authorization (ASPA). ASRA is

conpl enentary to ASPA

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 17 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines a Cryptographic Message Syntax (CMB) protected

content type for Autonompus System Rel ati onship Authorization (ASRA)

objects for use with the Resource Public Key Infrastructure (RPKI)

[ RFC6480]. An ASRA is a digitally signed object through which the

i ssuer (the hol der of an Autononmpbus Systemidentifier), can authorize
one or nore other Autononous Systens (ASes) as its custoners and

| ateral peers. When validated, an ASRA's eContent can be used for
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detection and mitigation of BGP AS path mani pul ati on attacks together
wi t h Aut ononpbus System Provi der Authorization (ASPA)
[I-D.ietf-sidrops-aspa-profile] [I-D.ietf-sidrops-aspa-verification].
ASRA- based verification is conplenentary to ASPA-based verification

BGP rel ati onshi ps that an Autononous System (AS) may have with eBGP
nei ghbors are discussed in [I-D.ietf-sidrops-aspa-verification].

ASPA object is used to register the set of provider ASes that the
subj ect (signing) AS has. ASRA object is used to register the set of
ASes with which the subject AS has custoner and/or | ateral peering
rel ati onshi ps.

There are three subcategories of ASRAs defined: ASRA1l, ASRA2, and
ASRA3. They are distinguished by a subcategory field by setting its
value to 1, 2, or 3, respectively. ASRAlL and ASRA2 are used to
register the lists of custonmers and | ateral peers, respectively.
Alternatively, if the subject AS does not wish to separately disclose
custoners and | ateral peers, it has the option to register an ASRA3
to register the combined Iist of customers and |l ateral peers. The
details of ASRA registration requirements for ASes in different
scenarios are specified in Section 3 of
[1-D.sriramsidrops-asra-verification]. |In addition, the procedures
for verifying AS PATHs in BGP UPDATE nessages using validated ASRA
objects (in conjunction with the ASPA objects) are described in that
docunent .

This CM5 [ RFC5652] protected content type definition conforns to the
[ RFC6488] tenplate for RPKI signed objects. 1In accordance with
Section 4 of [RFC6488], this docunent defines:

1. The object identifier (OD) that identifies the ASRA signed
object. This OD appears in the eContent Type field of the
encapContentlnfo object as well as the content-type signed
attribute within the signerinfo structure

2. The ASN.1 syntax for the ASRA content, which is the payl oad
signed by the signer (subject) AS. The ASRA content is encoded
using the ASN. 1 [X. 680] Distinguished Encodi ng Rul es (DER)

[ X. 690] .

3. The steps required to validate an ASRA beyond the validation
steps specified in [ RFC6488].
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2.

ASRA Content Type

The content-type for an ASRA is defined as id-ct-ASRA, which has the
nunerical value of 1.2.840.113549.1.9.16.1.TBD. This O D MJST appear
both within the eContent Type in the encapContentlnfo structure as
wel|l as the content-type signed attribute within the signerlinfo
structure (see [ RFC6488]).

ASRA eCont ent

The content of an ASRA identifies the signer (subject) AS as well as
the Set of ASes that are authorized by the signer ASto be its
customers and/or |ateral peers.

A user registering ASRA(s) nust be cogni zant of Section 3 of
[1-D.sriramsidrops-asra-verification] and the user (or their
software tool) must conply with the ASRA registration recomendati ons
in that section. 1In the case of the transition process between
different CA registries, the ASRA records SHOULD be kept identical in
all registries in terms of their authorization contents.

The eContent of an ASRA is an instance of ASRel ati onshi pAttestation,
formally defined by the followi ng ASN. 1 [ X 680] nodul e:
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RPKI - ASRA- 2024
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0)
i d- nod-r pki - asra-2024(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEGA N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax-2010 -- RFC 6268
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) } ;
i d-ct-ASRA OBJECT IDENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smine(16) id-ct(1) asra(TBD) }

ct- ASRA CONTENT- TYPE :: =
{ TYPE ASRel ati onshi pAttestati on | DENTI FI ED BY i d-ct-ASRA }

ASRel ati onshi pAttestation ::= SEQJENCE {
versi on [ 0] | NTEGER DEFAULT 0,
Si gner ASI D ASI D,
ASRAsubcat egory subcat egory,
Rel at i onshi ps Rel at i onshi pASSet }
ASID ::= I NTEGER (0..4294967295)
subcategory ::= OCTET STRING (SIZE (1))
Rel ati onshi pASSet ::= SEQUENCE (S| ZE(1l..MAX)) OF ASID
END

Note that this content appears as the eContent within the
encapContentlnfo as specified in [ RFC6488].

3.1. Version

The version nunber of the ASRel ationshi pAttestation that conplies
with this specification MJST be 0 and MJST be explicitly encoded.

3.2. SignerAsID

The SignerASID field contains the AS nunber of the Autononpbus System
that is the authorizing entity (Signer AS).
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3.3. ASRAsubcat egory

ASRAsubcat egory can have values 0 to 255. The values 1, 2, and 3 are
assigned to represent ASRA1l, ASRA2, and ASRA3, respectively. As
explained in Section 1, ASRAlL neans that the Rel ationships (see
Section 3.4) field contains ASIDs of only the custoner ASes of the

Si gner AS; ASRA2 neans that the Rel ationships field contains ASIDs of
only the lateral peer ASes; ASRA3 neans that the Relationships field
contains the combined |ist of ASIDs of custonmer and | ateral peer

ASes. Section 3 of [I-D.sriramsidrops-asra-verification] for
details of registration requirenents for ASRA1l, ASRA2, and ASRA3.

3.4. Relationships

Each el enent contained in the Relationships field is an instance of
ASID. The Relationships field contains the listing of ASIDs of ASes
that are authorized as custoners and/or |ateral peers (per ASRAL,
ASRA2, and ASRA3 subcat egory definitions).

In addition to the constraints described by the formal ASN. 1
definition, the contents of the Relationships field MIJST satisfy the
foll owi ng constraints:

* The SignerASID val ue MJST NOT appear in any ASID in the
Rel ati onshi ps field.

* The el ements of Relationships MJST be ordered in ascendi ng
nunerical order (ASIDs).

* Each val ue of ASID MJST be unique (with respect to the other
el ements of Rel ati onshi ps).

4. ASRA Validation

Before a relying party can use an ASRA to validate a routing
announcenent, the relying party MIUST first validate the ASRA object
itself. To validate an ASRA, the relying party MJST performall the
val i dation checks specified in [ RFC6488] as well as the follow ng
addi tional ASRA-specific validation steps.

* The Autononous System Il dentifier Del egation Extension [RFC3779]
MUST be present in the end-entity (EE) certificate (contained
within the ASRA), and the SignerASID in the ASRA eContent MJST be
contained within the set of AS nunbers specified by the EE
certificate’s Autonomous System I dentifier Del egati on Extension

* The EE certificate's Autononous System ldentifier Del egation
Ext ensi on MJUST NOT contain any "inherit" el enents.
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* The | P Address Del egati on Extension [ RFC3779] MJST be absent.
5. | ANA Consi derations
5.1. SM Security for SIMME Mddule Identifier registry

Pl ease add the id-nod-rpki-asra-2024 to the SM Security for S/M M
Modul e Identifier (1.2.840.113549.1.9.16.0) registry

(https://ww. i ana. or g/ assi gnnent s/ sm - nunber s/ sm -

nunbers. xm #security-sm nme-0) as foll ows:

Deci mal | Description | Specification

5.2. SM Security for SIMME CM5 Content Type registry

Pl ease add the ASRA to the SM Security for SSM M CVM5 Content Type
(1.2.840.113549.1.9.16.1) registry (https://ww.iana.org/assi gnments/
sm - nunber s/ sm - nunbers. xn #security-snmine-1) as foll ows:

Deci nal | Description | Specification

5.3. RPKI Signed nject registry

Pl ease add Aut onomous System Rel ati onship Authorization to the RPKI
Signed Object registry (https://ww.iana. org/assi gnnents/rpki/
r pki . xht m #si gned- obj ects) as foll ows:

Nare | D | Speci fication

Aut ononpbus System | 1.2.840.113549.1.9.16.1. TBD| [ RFC-t 0- be]
Rel ati onshi p Aut hori zati on]| |

5.4. RPKI Repository Nane Schene registry

Pl ease add an item for the Autonomous System Rel ati onship
Aut hori zation file extension to the "RPKI Repository Nane Schene
registry created by [ RFC6481] as foll ows:
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Fi l ename |
Extension | RPKI Object | Reference

.asa | Autonomous System Rel ati onship Authorization | [RFC-to-be]

5.5. Media Type registry

The 1ANA is requested to register the nedia type application/rpki-
asra in the "Media Type" registry as foll ows:

Type name: application
Subt ype nane: rpki-asra
Requi red paraneters: N A
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: Carries an RPKI ASRA [ RFC-to- be].
This media type contains no active content. See
Section xxx of [RFC-to-be] for further information
Interoperability considerations: None
Publ i shed specification: [RFCto-be]
Applications that use this nedia type: RPKI operators
Addi tional infornmation:
Content: This nmedia type is a signed object, as defined
in [ RFC6488], which contains a payload of a |list of
AS identifiers (ASIDs) as defined in [ RFC-to-be].
Magi ¢ nunber(s): None
File extension(s): .asa
Maci ntosh file type code(s):
Person & enmil address to contact for further infornation:
Nan Geng <gengnan@uawei . conp
I nt ended usage: COVMON
Restrictions on usage: None
Change controller: |ETF

6. Security Considerations

The security considerations of [RFC6481], [RFC6485], and [ RFC6488]
al so apply to ASRAs.
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