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Abstract

Thi s docunent proposes a nechani smthat enabl es nei ghboring ASes
(Source ASes) to actively advertise their |ocally observed Custoner
Cone and prefix information via a new inter-donmain nessage cal |l ed
Source Prefix Advertisenent (SPA). The validating AS then conbi nes
this SPA-carried information with | ocal source address validation-
related information to construct nore accurate prefix allowists for
i nterfaces connected to Source ASes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Geng, et al. Expi res 3 Septenber 2026 [ Page 1]



Internet-Draft SPA for [nter-domai n SAVNET March 2026

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction 2
1.1. Terminol ogy . . . 3
1.2. Requirenents Language . 3

2. Inter-domain Source Prefix A@vertlsenent . 4
2.1. Step 1: Construct Custoner Cone and Prefrx Set at Source

AS L s s e e 4
2.2. Step 2: Advertise Custonmer Cone and Prefix Set through

SPA . . . . 5
2.3. Step 3: Cbnstruct Preflx Llst by Cbnblnlng EFP-uRPF and

SPA . . e e e 6
2. 4. Speci al Lbage of Inter donarn SPA 7

3. Operational and Depl oynment Consi derations . 7

4. Security Considerations . 8

5. | ANA Consi derations . 8

Acknowl edgenent s 8

Ref er ences . 8
Normati ve References 8
Informative References 9

Aut hors’ Addresses 10

1. I nt roduction

The EFP-uRPF techni que [ RFC8704] perforns effective source address
filtering on custoner interfaces and |ateral peer interfaces. It
constructs a source prefix allowist for each custoner or latera
peer interface based on the Custoner Cone of the neighboring AS.
Dat a packets received froma custoner or lateral peer are only
permtted if their source addresses fall within the Custoner Cone of
that neighbor. The enforcenent is thus strictly limted to the

Cust omer Cone of the respective nei ghbor, which includes the AS and
the prefixes originated or del egated by the custonmer or |ateral peer

Bui | ding an accurate prefix set representing the Custoner Cone is
therefore critical to the correct operation of these source address
val i dati on nechani sns. However, a locally constructed Custoner Cone
prefix set may not be accurate and can differ fromthe actua

Cust omer Cone prefix set observed by the neighbor (i.e., the customner
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or lateral peer). This discrepancy can arise due to various factors,
i ncludi ng BGP no-export comrunities, Direct Server Return (DSR),
compl ex inter-domain comercial relationships (e.g., partial transit
rel ati onshi ps), and other routing policy differences. Such

i naccuracies may result in false positives (legitinmate packets being
incorrectly filtered) or false negatives (illegitinmate packets being
incorrectly allowed), which degrade the effectiveness and
dependability of the source address validation mechanism A concrete
anal ysis of existing inter-domain Source Address Validation (SAV)
nmechani sns can be found in
[1-D.ietf-savnet-inter-domai n-probl emstatenent].

To address this problem this docunment proposes a mechani smcalled

I nter-domai n Source Prefix Advertisenent (SPA). A neighboring AS
(either a custoner or a lateral peer) actively advertise the prefix

i nformati on and Custoner Cone information that it observes |ocally.
The advertised information hel ps the |ocal AS construct a nore
accurate prefix allowist on the correspondi ng custonmer or |atera
peer interface. This nechanismfollows the idea presented in
[I-D.ietf-savnet-inter-domai n-architecture] regarding the exchange of
SAV-specific informati on between ASes. To carry such source prefix

i nformati on between ASes, a new inter-domai n SPA nessage is defined.

Prot ocol extensions for the nechani sm proposed in this docunent are
out of scope.

1.1. Term nol ogy

Source Prefix Advertisenent (SPA): The process that an AS can
actively advertise the prefix information and Custoner Cone
information that it observes locally to a neighboring AS through the
messages cal | ed SPA nessages.

Source AS: The AS which originates SPA nessages to the Validating AS.
Source AS is typically the custonmer or |ateral peer of Validating AS.

Val idating AS: The AS which receives SPA nessages fromthe Source AS
generates SAV rul es, and conducts source address validation
Validating AS is typically the provider or |ateral peer of Source AS.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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2. Inter-domain Source Prefix Advertisenent

The nmechani sm proposed in this docunent generally consists of the
followi ng three steps:

| Validating AS | Step3: Constrcut prefix |ist
+------ H N+ - - + by conbi ni ng EFP- uRPF and SPA

St ep2: Advertise Custoner Cone and
Prefix set through SPA

| Source AS | Stepl: Construct Custoner Cone
R + and prefix set

Figure 1: An overview of the inter-domain SPA nmechani sm
2.1. Step 1: Construct Customer Cone and Prefix Set at Source AS

First, the neighboring AS, referred to as the Source AS, constructs

the Customer Cone and its corresponding prefix set based on its |oca
observations, with specific considerations for the followi ng factors
to ensure the conprehensi veness and accuracy of the constructed set:

Step 1.1: The Source AS constructs the Custonmer Cone (which includes
itself) and the corresponding prefix set by integrating nmultiple
authoritative data sources, primarily including |ocal BGP routing
informati on and RPKI data. This integration ensures that the prefix
set is initially grounded in verifiable and w del y-recogni zed routing
and resource validation informtion

Step 1.2: For prefixes hidden in the DSR scenari os where prefixes
that are not propagated through standard BGP routing and thus not
captured by the above data sources, the Source AS adds such hi dden
prefixes to the constructed prefix set through administrative
configuration. This step addresses the invisibility of DSR-rel ated
prefixes in nornmal routing propagation, preventing their omn ssion
fromthe Customer Cone.
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Step 1.3: If the Source AS itself acts as a Validating AS for its
downst r eam nei ghbori ng ASes (which serve as Source ASes relative to
it), it incorporates the prefix information carried in the SPA
messages received fromthese downstream Source ASes. By integrating
this SPA-sourced information with the locally derived Custoner Cone
and prefix data, the Source AS constructs a conplete and accurate
prefix set that reflects both its own resource scope and the valid
prefixes of its downstream nei ghbors.

2.2. Step 2: Advertise Custoner Cone and Prefix Set through SPA

Second, the Source AS generates SPA nessages — a new inter-donmain
message specifically defined in this docunent to carry Customer Cone
and prefix information between ASes — and advertises the locally

observed Custoner Cone and its corresponding prefix set to the

adj acent Validating AS (the AS responsible for perform ng source
address validation on the interface connecting the two ASes). The
detailed inplenentation of this step is as foll ows:

The Source AS may transmt the following required information to the
Validating AS via one or nore SPA nessages:

* The set of AS nunbers belonging to the Custonmer Cone observed
locally by the Source AS. This set includes the Source AS itself
and all ASes within its Customer Cone, providing the Validating AS
with the hierarchical scope of the Source AS s Customer Cone.

* The source prefix set of the Custoner Cone observed locally by the
Source AS. This set conprises all valid prefixes originated,
del egated, or associated with the Customer Cone (including DSR-
hi dden prefixes added via adm nistrative configuration, as
specified in Step 1).

* The AS nunber of the Source AS. This field serves as an
identifier to enable the Validating AS to associate the received
SPA nessage with the correct neighboring AS and the correspondi ng
i nterface, avoiding confusion when multiple neighbors send SPA
nessages.

* An Update/Wthdraw Flag. This flag is used to explicitly indicate
whet her the information carried in the SPA nessage is intended to
update the existing Custoner Cone or prefix set information
(Update Flag) or to withdraw previously adverti sed Custonmer Cone
or prefix set information (Wthdraw Flag). This ensures the
Val idating AS can dynam cally maintain the accuracy of its prefix
allowists as the Source AS' s Custoner Cone changes over tine.
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Upon receiving SPA nmessages fromthe Source AS, the Validating AS may
propagate the received Custoner Cone and prefix information wthin
its owmn AS. However, the Validating AS MIST NOT propagate the

recei ved SPA nessages to other ASes.

It should be noted that detailed inplenmentation aspects such as the
specific session establishnment method between the Source AS and the
Validating AS, potential capability negotiation processes (e.qg.,
confirm ng support for SPA nessages), and the encapsul ation format of
SPA nessages are out of the scope of this docunent and shall be
defined in subsequent protocol extension docunents.

2.3. Step 3: Construct Prefix List by Conbining EFP-uRPF and SPA

Third, the Validating AS constructs an accurate prefix allowist for
the interface connecting to the Source AS, following the core logic
of the EFP-uRPF al gorithm[RFC8704] and integrating the infornation
recei ved from SPA nmessages. The detailed inplenmentation of this step
is as follows:

Step 3.1: The Validating AS enables the EFP-uRPF al gorithm (or some
other algorithns |ike BAR-SAV [I-D.ietf-sidrops-bar-sav]) on the
specific interface through which it receives SPA nessages fromthe
Source AS. This ensures that the source address validation nmechani sm
is activated for the connection to that neighbor, aligning with the
foundati onal approach of EFP-uRPF for customer and | ateral peer

i nterfaces.

Step 3.2: The Validating AS nerges two sets of information to forma
conpl ete and accurate prefix set for the interface: one is the
Customer Cone and its corresponding prefix set generated |ocally by
the Validating AS in accordance with the EFP-uRPF al gorithm specified
in [RFC8704] (integrating |ocal BGP routing information, RPKI data,
and ot her relevant sources); the other is the Custoner Cone and
prefix set information carried in the SPA nessages advertised by the
Source AS.

Thi s merging process supplenents the locally generated prefix set
with the Source AS s observed Custoner Cone and prefix

informati on—information that the Validating AS may not be able to
obtai n through existing nechanisns due to factors such as BGP no-
export comunities or DSR. As a result, the combined prefix set
becomes nore conprehensive and accurate, effectively nitigating the
risks of false positives and fal se negatives caused by inconplete

| ocal ly constructed Custoner Cone prefix sets.
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2.4. Special Usage of Inter-domain SPA

In the descriptions above, the information carried in SPA messages is
merged into the informati on generated by the EFP-uRPF algorithmto
enhance the conprehensiveness of the prefix allowist. This section
i ntroduces a special usage of SPA nessages: the Source AS may
advertise SPA nessages to instruct the Validating AS to renove
specific AS nunbers or source prefixes fromthe information generated
by the EFP-uRPF al gorithm on the correspondi ng interface.

A typical application scenario for this special usage involves
partial transit services. Specifically, a customer AS under the
Source AS may purchase partial transit services for certain address
prefixes fromthe Source AS. Traffic related to these address
prefixes is only forwarded within the Customer Cone of the Source AS
and will not access the external Internet through the connection

bet ween the Source AS and the Validating AS.

In this scenario, the Source AS will not advertise these address
prefixes to the Validating AS via BGP, as the partial transit service
does not require propagating these prefixes to the external Internet.
However, the Validating AS may still include these prefixes in the
prefix allowist of the interface connected to the Source AS. This
can occur in two common cases: first, the customer AS of the Source
AS may advertise these prefixes through other ASes, which are then
propagated to the Validating AS;, second, the customer AS may have
regi stered RPKI ROA data for these prefixes, which the Validating AS
obtains and uses to construct the prefix allowist.

To address this issue, the Source AS can advertise an SPA nessage
carrying these specific address prefixes, explicitly instructing the
Validating AS not to include these prefixes in the source prefix
allowist of the connected interface. This approach offers a key
benefit: if the Source AS inadvertently leaks the prefixes related to
the partial transit service, or if forged traffic using these
prefixes originates within the Source AS s Custonmer Cone and is sent
to the external Internet, the Validating AS can effectively intercept
such traffic by excluding these prefixes fromthe allowist, thereby
enhancing the security of inter-domain source address.

3. Operational and Depl oynent Consi derations

TBD
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4.

5

Security Considerations

The nmechani sm proposed in this docunent operates between adjacent
ASes. For the secure exchange of SPA nessages between the Source AS
and the Validating AS, existing BGP session protection nmechani sns can
be adopted, including GISM TTL-security [RFC5082], BGP-MD5, and TCP-
AO [ RFC5925]. These nechani sns hel p ensure the confidentiality,
integrity, and authenticity of SPA nmessages, preventing unauthorized
tanpering, eavesdropping, or spoofing of the nessage content during
transm ssion. More Detail ed guidelines can be found in Section 5 of
[ RFC7454] and Section 3 of [I-D.ietf-grow bgpopsecupd].

Not abl y, the scope of influence of the Source AS is strictly linited
to the prefix allowist of the interface on the Validating AS that is
directly connected to the Source AS. The information advertised by
the Source AS via SPA nmessages directly determ nes whether the
legitimate traffic sent fromthe Source AS to the Validating AS can
pass source address validation, as well as whether attacks
originating fromthe Source AS can be effectively intercepted by the
Val i dati ng AS.

This limted scope of influence inherently mtigates the risk of
mal i ci ous behavior by the Source AS. Specifically, the Source AS has
little incentive to intentionally advertise incorrect or malicious
SPA information. Any false or nmalicious SPA advertisenents would
either result in legitimate traffic fromthe Source AS being
incorrectly filtered (a false positive) or fail to intercept attacks
originating fromthe Source AS (a fal se negative)—both of which are
detrinmental to the Source AS's own network connectivity and security.

| ANA Consi der ati ons

There is no | ANA requirenent.
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