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Abstract

Thi s docunent proposes to use Source Prefix Advertisenent (SPA)
messages for advertising hidden source prefixes and di scovering the
hi dden paths of source prefixes. The accuracy of existing inter-
domai n SAV nechani sns | i ke EFP-uRPF can be inproved by SPA
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1. Introduction

EFP- uRPF [ RFC8704] is a prom sing inter-domain Source Address
Val i dation (SAV) mechani sm and works well in npbst cases.
[1-D.ietf-savnet-inter-domai n-problemstatenent] does an anal ysis of
exi sting inter-donmain SAV nechani sns incl udi ng EFP-uRPF. The

anal ysi s shows that EFP-uRPF may have inproper bl ocking problens in
the scenarios of i) "hidden source prefixes" in the Direct Server
Return (DSR) scenario (see section 4.1.2 of
[1-D.ietf-savnet-inter-domain-problemstatenent]) and ii) "hidden
pat hs of source prefixes" caused by "Limted Propagation of Prefixes"
(see section 4.1.1 of

[1-D.ietf-savnet-inter-domai n-problemstatenent]).

The source prefix allowists at custoner-facing or |ateral peer-
facing interfaces are built by EFP-uRPF primarily based on the |oca
BGP routing information. Wen source prefixes or paths are "hidden"
in normal BGP Update nessages, EFP-uRPF will fail to generate
accurate prefix allowists.
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Thi s docunent follows the idea of sharing SAV-specific information
bet ween ASes proposed in [I-D.ietf-savnet-inter-domain-architecture].
A new i nter-domai n nessage call ed Source Prefix Advertisenment (SPA)
is defined. SPA nessages can hel p advertise hidden source prefixes
and di scover hidden paths, and thus inprove the accuracy of existing
i nter-domai n SAV nmechani sns |i ke EFP- uRPF.

SPA nessages can be possibly delivered by extended BGP nmessages, but
the design of protocol extensions are not the focus of this docunent.

1.1. Term nol ogy

SPA: Source Prefix Advertisement (SPA) for advertising the origin
source prefixes of an AS.

Source AS: The AS which origi nates SPA nessages.

Validating AS: The AS which receives SPA nessages, generates SAV
rul es, and conducts source address validation

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Inter-domain Source Prefix Advertisenent

A new i nter-domain nessage call ed SPA nmessage is defined in this
section. An SPA nessage SHOULD include the follow ng itens:

* Source Prefixes: The source prefixes that the source addresses of
the locally originated data packets of Source AS belong to. These
source prefixes are to be updated or withdrawn, which is indicated
by the Update/Wthdraw Flag. The updated source prefixes are
incremental to the previously announced prefixes.

* Source AS Nunber: The AS nunber of the Source AS (aka origin AS)
that originates data packets with the source addresses bel ongi ng
to the Source Prefixes

* AS Path: It has the same nmeaning as the AS PATH attribute in BGP
[ RFC4271] .

* Update/Wthdraw Flag: It indicates whether the Source Prefixes in
the nmessage are to be updated or w thdrawn.
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A Source AS can advertise its "hidden source prefixes" through SPA
messages to its neighboring ASes. The nei ghboring ASes can further
propagate the nmessages to next-hop ASes, and so do the next-hop ASes.
The manner of the propagation is sinmlar to that of BGP Updates. In
the DSR scenario, the anycast prefixes, which are not in the BGP
routes originated by the Source AS, can be advertised to renote
Val i dating ASes through SPA nessages.

3. Inter-domain Source Path Di scovery

SPA nessages can be used for source path discovery at the sane tine
as advertising source prefixes. In the "Linmted Propagation of

Prefi xes" scenarios (see section 4.1.1 of
[I-D.ietf-savnet-inter-domai n-problemstatenent]), the propagation of
BGP Updat e nmessages may be linmted due to routing propagation
policies (e.g., NO EXPORT), but the SPA nessages wi ||l be propagated
because they are separate fromrouting Updates and do not have

NO EXPORT attached. Thus, the "hidden paths of source prefixes" can
be di scovered through SPA nessages by the Validating ASes.

4. EFP-uRPF Enhanced by SPA
This section describes how to use SPA for enhanci ng EFP- uRPF.
4.1. "Hi dden Prefixes" Scenario

Consi der the "Hi dden Prefixes" scenario (e.g., the DSR scenari 0)
described in section 4.1.2 of

[I-D.ietf-savnet-inter-domai n-problemstatenent]. Figure 1 shows an
exanmpl e of the DSR scenario, which is simlar to Figure 3 in
[I-D.ietf-savnet-inter-domai n-problemstatenent]. The propagation of
BGP Updates of Pl, P3 and P6 are shown in the figure. The anycast
server in AS3 receives requests fromusers and tunnels the requests
to the edge server in ASlL. Then, the edge server will respond
directly to the users by using the anycast | P address (belonging in
P3) as the source address in the response packets.

Prefix P3 is the anycast prefix and is only advertised by AS3 through
BGP. Suppose AS2 or AS4 enabl es EFP-uRPF at custoner-facing
interfaces. The packets with source addresses belonging in P3 sent
by AS1 will be bl ocked inproperly when the packets arrive at the
custonmer-facing interfaces of AS2/AS4. |In this example, P3 is the

hi dden source prefix of ASl.
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P3 is the anycast prefix and is only advertised by AS3 through BGP.
Figure 1: An exanple of the DSR scenario.

SPA can be used to solve the inproper bl ocking problens in the

"Hi dden Prefixes" scenarios. In the above DSR scenario, AS1l can
advertise the hidden source prefix P3 to Validating ASes (i.e., AS2
and AS4) through SPA nessages. The propagati on process of SPA
messages is illustrated in Figure 2. After receiving the SPA
message, AS2 and AS4 will take a union of the prefixes in the SPA
messages and the BGP Update nessages for constructing SAV tables
(allowists). As aresult, P3 will be included in the source prefix
allowist at the custoner-facing interfaces at AS2 and AS4. \Wen AS1
sends packets with source address in P3, they will pass the
validation at AS2 and A$4.
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P1 with NO EXPORT is advertised to AS2
Figure 3: An exanple of the NO EXPORT scenari o.

SPA can be used to solve the inproper bl ocking problens in the
"Limted Propagation of Prefixes" scenarios. |In the above NO EXPORT
scenari o, AS1 can send an SPA nessage to AS2, and then AS2 wil |
propagate the nmessage to AS4. Note that NO EXPORT comunity does not
apply and never attached to SPA nessages. The propagation process of
SPA nessages is illustrated in Figure 4. AS4 deploying EFP-uRPF with
either AlgorithmA or AlgorithmB will learn the existence of ASl
fromthe interface connected to AS2. AS4 will take the union of
prefixes (and also AS paths) | earned from BGP and SPA nessages. Thus
AS4 will include the source prefixes P1 and P6 of ASl1 in the source
prefix allowist for the interface with AS2. Wen data packets with
source addresses in P1 or P6 arrive at AS4 via AS2, they wll pass
the validation at AS4.
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P1 without NO EXPORT is advertised to AS2 through SPA
Figure 4: SPA for the NO EXPORT scenario
5. Convergence Consi derations

Val idating AS needs to update SAV rul es when source prefixes of
Source AS or the paths of source prefixes change. The follow ng
RECOMVENDED actions will result in nore effective re-convergence:

* Applying hysteresis in the case of withdrawal of source prefixes
or paths of source prefixes: During the re-convergence, the SAV
source prefix lists will include sone withdrawn prefixes for a
little longer, and there nmay exist inproper permitting shortly but
no i nproper bl ocking.

* Updating source prefixes or paths of source prefixes as soon as
possi bl e when SPA nessage is received: During the convergence, any
possibility of inproper blocking will be mninized or elininated
if new source prefixes are announced in SPA first and then sone
delay is allowed before the related services (utilizing the new
source prefixes) are activated online.

6. Security Considerations

There are two main threats associated with SPA: prefix hijacking and
pat h hij acki ng.
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* Prefix hijacking. A malicious AS may send an SPA nessage which
hi j acks the source prefixes of a Source AS. The Validating AS
that receives the nmessage may inproperly include the source
prefixes in some source prefix lists, which results in inproper
permitting but no inproper bl ocking.

* Path hijacking. A malicious AS may send an SPA nmessage which
carries a mani pul ated AS PATH, which can be a forged-origin attack
or a forged-path-segnment attack. The Validating AS that receives
the nmessage may i nproperly include the source prefixes in sone
source prefix lists, which results in inproper permtting but no
i mproper bl ocki ng.

Exi sting mechani snms for detecting and preventing BGP prefix hijacking
and BGP path hijacking can be used to deal with the above two
threats.

7. 1 ANA Consi derations
There is no | ANA requirenent.
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